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Summary
This contribution proposes to add some text to the SCP check-list to clarify the conformity testing according to [ITU-T H.721] and other standards.
1. Introduction
It is necessary to mention clearly how to test security mechanisms for H.721 conformity.  Generally, CAS for linear TV services and DRM for VOD services are two main items on security conformance testing; H.721 also cites some other security check points, which have been put into a table format in the previous IPTV-GSI meeting. It is also important to clarify how each check point is to be applied so that the interoperability of terminal devices may be ensured. 
2. Proposal

This contribution proposes to add some text to the check-list of [HTSP.CONF-H721] so that the requirements of H.721 would be clearly reflected in the check-list, for conformance and interoperability. The proposals are marked in green. 
QoS Checklist

	Category
	Functions/protocols
	Reference
	Status
	Support
	Remarks

	Quality of Service/Experiment
	Content Error Recovery
	H.701

(See Table 1.2)
	O
	
	(i.e. Forward error correction (FEC) )

	
	Content Error Recovery 
	(TBD)
	O
	
	(i.e. Retransmission)

	
	Clock synchronization and jitter removal
	H.721
	O
	
	(i.e., MPEG2-TTS)


[Editor’s note 22 Sept]: In addition, QoE requirements should consult with G.1080 and G.1081.
FEC-based Error Recovery Checklist

	Category
	functions/protocols
	Reference
	Status
	Support
	Remarks

	FEC-Based Error Correction
	Supporting base layer packet of the FEC
	7.5, 7.6, 7.7 in [b_HTSP.CONF-H701]
	M
	
	

	
	Supporting enhancement layer packets of the FEC
	Annex A in [ITU-T H.701]
	O
	
	


[Editor’s note 22 Sept]: It is necessary to harmonize with Draft HTSP.CONF-H701.
Security Checklist
	Category
	Functions/protocols
	Reference
	Status
	Support
	Remarks

	Service protection
	Authenticated encrypted  communication channel by mutual authentication with server-side SCP functionalities using PKI
	7.2.2, 9.4.1.1 in H.721
	M
	
	

	
	Communicate with CRL server for update and management of CRL
	7.2.2
	M
	
	

	
	Client certificate in PKI path structure and root certificate
	9.4.1.1
	M
	
	

	
	Share the key for encryption by DH key exchange protocol
	9.4.1.1
	M
	
	

	
	Acquire the newest CRL
	9.4.1.2
	O
	
	

	Content protection
	Management and acquisition of rights and keys from server-side SCP functionalities
	7.2.2
	M
	
	

	
	Extraction of descrambling key from ECM and its provisioning to renderer for Linear TV
	7.2.2
	M
	
	

	
	AES encryption with CBC and OFB for a residual block
	7.2.2
	M
	
	

	
	CSA encryption
	7.2.2
	O
	
	

	
	Request a License by transmitting a message which includes the license ID that identifies the targeted rights and keys
	9.4.2.1
	M
	
	

	
	Robust communication channel by encryption and SCP server URI signature verification
	9.4.2.1
	M
	
	

	
	Rights and keys handling for VOD
	9.4.2.2
	C*1
	
	

	
	Rights and keys handling for Linear TV
	9.4.2.3
	C*1
	
	

	Secure communication between IPTV TD and security-related application server
	SSL/TLS
	7.2.2
	M
	
	


[Editor’s note 22 Sept]: Categorization of this table seems to be pre-matured. Further study is required.
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