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Introduction

Recommendation H.234 defines encryption key exchanges based on keys of symmetric length. This contribution proposes changes to the section 2.3.2/H.234 to allow the exchange of asymmetric length of keys.

In the current version, the session key exchange message consists of a message identifier, an initialization vector, a 4N-bit random value, and each key is of length N bits (the value of N depending on the encryption algorithms used). To support asymmetric key lengths, the session key exchange message between two terminals Ta and Tb should consist of a message identifier, an initialization vector, a 2(Na + Nb)-bit random value, and each key should be of length Na and Nb bits (the value of Na and Nb depending on the encryption algorithms used).

The need for asymmetric key exchanges already exists in the current version of Recommendation H.233. For example, a terminal could encrypt data using DES (with a key length of 56 bits) while the other terminal would encrypt data using IDEA (with a key length of 128 bits). In such case, key exchanges between terminals using the procedure defined section 2.3.2 would only be possible by using an asymmetric key length exchange method like the one proposed by this contribution.
Recommendation H.234 has not been revised since 11/94. We propose to have a revised text of H.234, which would include the changes shown in this contribution, up for Consent at the conclusion of this study group meeting.

Proposed modifications to Section 2.3.2 - Session key exchange

2.3.2 Session key exchange

The session keys used to encrypt the information are derived from the session key exchange. The message containing the session keys is formatted as described herein, and encrypted using a key-encrypting key (abbreviated to *key* in this Recommendation) derived from the authentication or *key* distribution protocol. The distinction between these two types of key should be noted: the session keys are used in the encryption/decryption of the audiovisual signal in its H.221 frame, while the *key* is only used in the encryption and decryption of the session key exchange.

The encryption mechanism involves keys of length N bits. A common *key* is established by the two parties involved, and this also has a length of N bits; in the case of RSA there is a further authentication #key# used to derive *key*. 

The common *key* is used to encrypt four N-bit keys as described in this subclause (see Figure 1). The encryption method used shall be the same as that selected for encryption of the audiovisual signal, this being indicated by transmission of the message P9 defined for the purpose in Recommendation H.233.

[Begin Correction]

The session key exchange message between two terminals Ta and Tb consists of an 8-bit message identifier, an initialization vector with error correction, and a 2(Na + Nb)-bit random value. Each end sends such a value, and derives therefrom the set of four session keys. Each key is of length Na and Nb bits, the value of Na and Nb depending on the encryption algorithms to be used (for example, in the case of B-crypt used from Ta to Tb, Na = 56).

The transmitted and received random numbers are processed as as follow:

First key bit sent 

Last key bit sent

	T1 (Na bits)
	T2 (Na bits)
	T3 (Nb bits)
	T4 (Nb bits)


1



Na
2Na 
2Na+Nb       
2(Na+Nb)


First key bit sent 



Last key bit sent

	R1 (Nb bits)
	R2 (Nb bits)
	R3 (Na bits)
	R4 (Na bits)


1

Nb
2Nb
2Nb+Na
2(Na+Nb)


FIGURE 1/H.234 - Key session key exchange bit ordering
Each of the four keys is formed by a bit-wise Exclusive OR of one transmitted block and one received block, maintaining bit ordering: that is, the most significant bit of the key (i.e. most significant bit of the first byte or word of key data loaded into the encryption device) is formed by the bit-wise Exclusive OR the first two bits of the blocks. Using the bit ordering of Figure 1, the four keys are derived as follows:

“Send encryption key #1” 
formed by block Tl ex-OR block R3

“Send encryption key #2” 
formed by block T2 ex-OR block R4

“Receive encryption key #1” 
formed by block T3 ex-OR block R1

“Receive encryption key #2” 
formed by block T4 ex-OR block R2

Encryption key #1 shall be used for encryption of the content of the H.221 framed signal as specified in A.3/H.221 “Encryp-on”. When MLP is ON under a BAS command in Table A.1/H.221 or Table A.2/H.221, encryption of the MLP channel is as specified in the T.120-Series Recommendations, using either the same key #1 or the alternative key #2.

The chosen algorithm may need parity on the keys – this is a local matter and does not form part of the transmission.

The only check performed is on the overall 2(Na + Nb) bits. If the complete 2(Na + Nb) bit result of the “Exclusive OR” operation is zero  (i.e. all 2(Na + Nb) bit keys are zero), the keys are not loaded and the privacy system is not invoked.

Session key exchange message (P6)

The message consists of the message identifier, a 96-bit initialization vector in default including error correction bits, and a 2(Na + Nb)-bit random number.

	Message Name:
	Here is Session Key Information (P6).

	Message Identifier:
	1 0 P t1 t2 t3 t4 t5 = 10100110

	Meaning:
	The sender of this message is exchanging session key information.

	Content:
	A constructor containing the (unencrypted) initialization vector used for the encryption of the session key data, and the encrypted session key information in the format shown.

	In the “Abstract Syntax Notation”

of Rec. X.209:
	SessionKeyInformation ::=[6] IMPLICIT SEQUENCE {

initialization-vector [0] IMPLICIT BIT STRING,

session-key-information [1] IMPLICIT BIT STRING }




[End Correction]

<PL note: as a good editor, I cleaned up the reference section (X.209 is superseded by X.690)! I am thinking about moving this section to section 2 and renumber the entire document accordingly..>
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