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Abstract

This contribution proposes a framework for inter-domain communications in H.323 to provide mobility management in the context of the existing H.225.0 Annex G standard [1]. The communication flows for mobility management are described, taking into consideration the BEs, GKs, HLFs, and domains where each entity can be arranged in any logical architectural relationship: Centralized, Distributed, and/or Hybrid Architecture.

The mobility protocol needs to be independent of the underlying architectural configurations and is NOT “hard-wired” for any particular configuration of any architectural or functional entity. The mobility management protocol proposed in contributions [2, 3, 4, 5] satisfies this requirement.

It appears that the new messages [2] required for mobility binding and updating will also be applicable for inter-domain communications with additional parameters like hopcounts and others in the header as required per H.225.0 Annex G [1].

In addition, like LRQ messages [2, 3, 4, 5], accessRequest and other messages also need to be extended to let  other entities know the RAS and the call signalling addresses of the mobile while it is visiting a foreign domain. 

It is also critical for a mobile entity to have an OPTION whether it will let other entities know its present location in a foreign domain, for security or other reasons, while it is away from its home domain since the communications can alternatively use the mobile’s home network address which it may prefer to make public.
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1 Overview of the H.225.0 Annex G for Communications Between Administrative Domains

H.225.0 Annex G [1] provides communications between administrative domains via border elements (BEs). A domain may have one more BEs, while these BEs may logically be related in any of the following architectures:

· centralized 

· distributed 

· hybrid. 

A BE is usually co-located with a gatekeeper (GK). If they are not co-located, communications between the BE and the GK use the H.225.0 RAS signaling messages (e.g., LRQ/LCF/LRJ). 

(However, it  may be more efficient to use H.225.0 Annex G messages between the GKs as well as between the GK and the BE. Discussions are underway based on contributions to make this a standard.)

Furthermore, from a logical communications point of view, the administrative domains can also be arranged among themselves in the same architectural relationships:

· centralized, 

· distributed, or 

· hybrid 

. 

There can also be overlapping administrative domains and more than one administrative domain may be able to resolve a given address.

A BE element configures  the address information obtaining the address templates in the following ways:

· As a static configuration explicitly provisioned with address templates for all zones for which it is responsible

· Receiving descriptors containing the address information from other BEs in response to general requests

· Receiving responses to specific queries.

It is important to understand that HLFs/VLFs can be accessed equally by BEs and GKs. However, a mobile entity can only communicate directly with the GK (not with the BE).

Therefore, the communications message flows look like those shown Figure 1:
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Figure 1: Communications Between Two Administrative Domains

· A mobile entity communicates with the GK of a zone of a given administrative domain.

· The GK then communicates with a BE of that administrative domain as appropriate.

· The BE then communicates with a BE  in another administrative domain to resolve the needed information (e.g., address).

The above scenario shows the logical communications model between two administrative domains where no backend services are considered. The following section describes what happens to the communications flows when the backend services (e.g., HLFs) are considered.

1.3 Relationships for Communications Between BEs and Backend Services (e.g., HLFs) and GKs

The backend services of a given administrative domain can be accessed by both the GK and the BE. However, a user sends the request for the backend services via the GK. Then it is the GK’s turn to decide whether it can access the backend services directly or must go through the BE depending on the configuration. The usual scenario is that a BE is accessed when the services information has to be resolved from another administrative domain.

, Figure 2 depicts a scenario in this context, where the backend services (BES) are accessed from another administrative domain via the BEs.
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Figure 2: Backend Services (e.g., HLFs) Information Resolution From Another Administrative Domain for an H.323 Mobile Entity if the Information is not Available in a Given Administrative Domain

In another scenario, the backend services (e.g., HLFs) may be common to (or overlap) the both administrative domains. In this situation, the two administrative domains are described as overlapped over a given BES server (e.g., a given HLF). 

Figure 3 shows such a configuration where a BES server is shared between the two administrative domains.
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Figure 3: Two Overlapping Administrative Domains with a Common BES Server
It may be noted that the services that are offered by other BES servers in these domains are not shared. As a result, services from the non-sharing BES server have to be accessed using the normal procedure of the H.323 protocol via GKs and/or BEs. 

Figure 4 shows an example how a non-shared BES server (e.g., BES1a) may need to be accessed even though one or more other BES servers may be shared under the overlapping administrative domains.
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Figure 4: Accessing a Non-Sharing BES Server in Two Overlapping Administrative Domains

The scenarios described above easily explain how inter-domain communications need to be carried out in the context of H.323 communications protocol. A high-level summary of the inter-domain communications requirements can be characterized as follows:

· The H.323 signaling messages for inter-domain communications flow via the BEs between the administrative domains.

· The backend services from a BES server residing behind a GK and/or a BE must be accessed via the GK and/or BE as appropriate.

· Services from a BES can only be requested by an H.323 endpoint via a GK, because a BE is not directly accessible by an H.323 endpoint (e.g., terminal, GW).

· The communications protocol between the BES (e.g., HLFs, directory servers, billing servers, etc.) is NOT within the scope of H.323.

2 Proposed Scenarios for Communications Between Administrative Domains for Mobility Management

A mobile entity moves from one place to another and may not be aware whether it is attached to its home network address, home zone, and/or home domain. The MGA message, which t helps the mobile to discover the GK  that will deliver call processing services, is expected to provide this information.

If the mobile is in a foreign (visiting) administrative domain, there may [happen to] be a need to verify the mobile’s profile from its home domain for proper identification, authorization, and other purposes. (If a mobile did not need to verify its profile from its home domain, there would be almost no need for any new standard work in H.323 for mobility because re-registration mechanisms that exist in H.323 are good enough for this purpose.) 

It appears therefore that, like inter-zone communications, the inter-domain communications will also need the following capabilities:

· GK discovery and identification whether it is in its home domain or in foreign domain.

· Registration with the GK

· Location updates

· Smooth location updates contacting the immediate visited zone/domain without contacted the home domain first 

· Call establishment

2.3 Proposed Relationships for Communications Between BEs, HLFs, VLFs, and GKs

We have described earlier how the communications between the administrative domains are done via BEs and GKs when there are BES servers. The BES server resides behind the GKs and BEs. The HLF and VLF are also considered as BES servers, storing information related to mobility. So, the relationship between the BEs, HLFs, VLFs, and GKs for H.323 communications protocol is the same as that described in the context of BES servers.

2.3.1 Centralized HLF

Figure 5 shows the communications flows when a mobile moves from one administrative domain to another where each domain has only one HLF configured in a centralized architecture.
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Figure 5: Inter-Domain Communications Flows with the Centralized HLF

This simple scenario shows that the mobile discovers the gatekeeper (GK2c) and finds that it is in a foreign (visiting) domain. Then the mobile proceeds to register with the GK (GK2c). The gatekeeper (GK2c) [recognizes?] that it is a visitor and keeps the information in the VLF (not shown in Figure 5 for simplicity).

There can be some communications between the VLF, GK2c, and HLF2b to determine that this is a visitor from another domain (a similar one is described in AT&T contribution [5] in the context of inter-zone mobility management), and it has not been shown in Figure 5 for simplicity. Then, GK2c contacts the border element (GK/BE2b) to contact the visitor’s home domain  to verify the visitor’s profile.

The border element (GK/BE2b) of the foreign domain contacts the border element (GK/BE1b) of mobile’s home domain. Now because of the centralized configuration, there is only one HLF in the home administrative domain and GK/BE1b communicates with HLF1b directly to verify the profile of the mobile that currently resides in another administrative domain.

The information is then sent back from the home domain to the foreign (visiting) administrative domain after verifying the mobile’s profile.  These return information flows are not shown for simplicity.

2.3.2 Distributed HLF

Figure 6 shows a configuration for communications between two administrative domains where the HLF function is distributed.
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Figure 6: Inter-Domain Communications Flows with the Distributed HLF

The communications scenarios are quite similar to those shown in Figure 5, but with the difference that a GK has the intelligence to decide which HLF is to be accessed  to resolve the information. However, how the decision is made by the GK  to contact a particular GK and/or HLF is not the subject of standardization. In the example shown in the figure above, when the border element (GK/BE2b) of the foreign (visiting) domain communicates with border element (GK/BE1b) of the home administrative domain, GK/BE1b decides that this particular mobile entity is managed by GK1a and contacts GK1a. The gatekeeper (GK1a) then communicates with HLF1a to verify the profile of the mobile that is currently residing in a foreign domain.

It may be noted that in view of the distributed HLF function, the communications between the VLF and HLF after registration of the mobile in a visiting (foreign) domain will be similar what has been described in the AT&T contribution for inter-zone mobility management [5]. 

The information resolved in HLF1a is sent back to the foreign (visiting) administrative domain, and these return information flows have not been shown in Figure 6 for simplicity.

3 Creation of New and Extensions of Existing H.323 Signaling Messages  to support Mobility

In AT&T contributions [4, 6], we have explained why there is a need to create separate signaling messages for mobility binding and updating in addition to  extending existing messages to support mobility. 

The characteristics of mobility binding and updating messages are such that the existing H.323 signaling messages do NOT have the properties to satisfy those requirements. It may be noted that we need to create NEW messages for mobility binding and updating as suggested in AT&T contribution [2].The new mobility binding and updating messages proposed in contribution [2] can also be used for inter-domain communications.

In addition, existing accessRequest and other messages of H.225.0 Annex G [1] for inter-administrative domain communications also need to be extended to support mobility. 

3.3 Creation of New Mobility Binding 

The new messages that support mobility binding and updating has been proposed in AT&T contribution [2]. The same messages can be used for both inra-domain and inter-domain communications. For inter-domain communications additional message headers like hopcount and others need to be added.

3.4 Extensions of Existing accessRequest Messages

Like LRQ messages [2, 3, 4, 5] , we also need to extend the accessRequest and a few other messages to indicate where the RAS and call signaling addresses are to be sent for the mobile  as the mobile moves from one place to another. Moreover, a mechanism that allows the mobile to determine whether it will let other entities t know its actual location rather than its original home network address for a single, multiple or all media  while it is in a foreign domain  must be kept as an OPTION. (This option might be implemented based on subscription policy similar to security.)

4 Proposed Framework for Inter-Domain Mobility Management

We have clearly articulated how the inter-domain communications needed to manage mobile users conforms to the existing H.323 standard. In particular, we have shown the relationship and communications flows among the BEs, GKs, HLFs, and VLFs considering the following:

· BEs can be configured in centralized, distributive, and/or hybrid architecture.

· GKs can have any architectural relationships: centralized, distributive, and/or hybrid architecture.

· HLFs that are considered as the backend servers behind the BEs and GKs can also be arranged in any architectural relationship with respect to the BEs and GKs: centralized, distributive, and/or hybrid architecture.

· The administrative domains can also be arranged logically among themselves in any form: centralized, distributive, and/or hybrid architecture.

· Overlapping administrative domains can have shared backend services (e.g., HLF).

The inter-domain communications protocol for mobility management needs to be robust enough to satisfy all probable configurations of all functional entities (e.g., BEs, GKs, HLFs, VLFs, zones, domains) whether each architectural element is configured as centralized, distributed, and/or hybrid manner. However, the BES server (e.g., HLF) to BES (e.g., HLF) server communications protocol is NOT within the scope of H.323 standard.

5 Conclusion

We have provided a framework how inter-domain communications need to be defined in H.323 for mobility management. We have shown the communication flows for mobility management considering the BEs, GKs, HLFs, and domains where each entity can be arranged in any logical architectural relationship: Centralized, Distributed, and/or Hybrid Architecture.

The protocol that needs to be developed to manage mobility for mobile users must be applicable in all configurations of all logical entities: Centralized, Distributed, and/or Hybrid Architecture. In this context, the AT&T contributions [2, 3, 4, 5] have proposed a mobility management protocol that is applicable in all configurations. That is, the protocol is independent of the underlying architectural configurations and is NOT “hard-wired” for any particular configuration of any architectural or functional entity.

It appears that the new messages [2] which are required for mobility binding and updating will also be applicable for inter-domain communication with additional parameters like hopcounts and others in the header as required per H.225.0 Annex G [1].

In addition, the messages like accessRequest and other are also needed to be extended to let others know the RAS and the call signaling addresses of the mobile while it is visiting a foreign domain. Furthermore, there is a critical need for a mobile to have an OPTION whether it will let others know its present location in a foreign domain while it is away from its home domain, because the communications can also be executed using its home network address which it may prefer to  make public.
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