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1 Introduction

A need for interworking among evolving Voice, Video and Data services over IP networks is becoming evident.  The evidence is the work that has been started in different standards organisations and companies. For example, there is an attempt to address interworking between SIP [4] and H.323 [3] specifications on the level of “Signaling Gateway” as described in [5].

Both H.323 and SIP are call signalling protocols that define mechanisms for call routing, call signalling, capabilities exchange, media control, and supplementary services. Moreover, the ability to consistently use the same network infrastructure is the key for achieving truly end-to-end connectivity providing global services to end users.

Based on SG16 mailing list discussions and various objectives of its participants, the proposal is to structure the work into two directions:

· Call signalling level interworking between and H.323 (and its architecture) and  SIP (and its architecture)

· The definition of how Internet services (relevant for the task of call establishment over Internet) should be used in the context of H.323 [3]

The achievements of both defined tracks would clearly complement each other. Due to possible procedural complexity involved with the topics, the goal of this paper is to independently define the scope and procedures to move along for each one of them.

It is anticipated that this work will be contributions driven.

2 H.323 – SIP Interworking 

Both H.323 and SIP are call signalling protocols that define mechanisms for call routing, call signalling, capabilities exchange, media control, and supplementary services. As they are defined on the same level, the interworking on this level is in many cases an implementation issue. Still many organisations, companies and individuals feel a need for the standardisation of these procedures. The “problem space” in the areas listed below should be defined and agreed upon before the real work begins. 

2.1.1 Topology definition

H.323 Specification has several architectural elements (i.e. entities) defined. SIP architecture is based on “logical” entities. The reasonable and useful architecture should be defined in terms of defined entities. Call scenarios based on the defined topology and the interfaces (between the entities) to be addressed should be listed as an input to our work.

Specific attention should be paid to different modes of operations defined by H.323 (i.e. direct call vs. routed call model) and SIP (i.e. Registrar, Redirect Server and Proxy). 

Based on the fact that other bodies (such as TIPHON/ETSI and IMTC) have already done much work in this direction, it is highly desirable to revise their work without repeating it.  

2.1.2 Supported “services”

The decision in regards to potential incorporation of more advanced scenarios such as conference calls and “supplementary” services should be done. Most probably H.450.x as a whole would not be reasonable to address. On the other hand, relatively simple services, such as third party pause and call-transfer, would be useful.

2.1.3 Supported “data capabilities”

The “data capabilities” we intend to address should be clearly scoped. Applications’ complexity may differ starting from basic “audio only” call up to multimedia calls including voice, video, FAX and other types of data.

Including into the scope data capabilities beyond “audio only” implies H.245 to SDP mapping and SDP future versions consideration. 

2.1.4 Protocols’ versions

As a baseline of our work the versions of protocols should be agreed upon.

H.323 protocol, based on ITU-T regulations, is defined in a fully backward compatible way. This enables smooth transition among versions while H.323 moves forward. However, to efficiently provide end-to-end connectivity, solutions based on H.323 Version 2 and its higher versions should be considered. Moreover, taking into account the timing of this work, a solution solely based on H.323v4 may be considered.

As a new and expanding (sometimes in contradictory directions) protocol, the baseline for SIP documents should be defined intelligently, addressing the defined “problem space”. 

3 Internet services in the context of H.323

Internet is evolving and new specifications (applicable to applications running on Internet) are being defined in IETF. Services that are helpful for the task of call establishment over Internet are of special relevance to the H.323 community. Standard definition of how each one of the services (if deployed/exists) should be used in H.323 architecture would lead for greater interoperability and efficient use of the “new generation” Internet.

3.1 Address Resolution

3.1.1 H.225.0 Appendix IV.1  “H.225.0 operation on different packet-based network protocol stacks. TCP/IP/UDP” 

Currently this Appendix makes suggestions in the following areas:

· Definition of URL for Gatekeeper discovery

· Possible DNS based methods for translation from this URL to Gatekeeper’s Identifier or Gatekeeper’s Transport address using either Resource Record Use (called SRV) or TXT record query

· Gatekeeper processing of email-ID alias address during ARQ and LRQ

This Appendix should be revised and aligned with current H.323 practices and latest DNS practices [11].

3.1.2 “Destination Address” conventions

The H.323 URL should take a form similar to a mailto, telnet URL, and SIP URL, i.e., user@host. The detailed definition of H.323 URL's with their applicability to specific aliases types (such as email-ID and url-ID in ARQ) should be defined as a part of this work.

3.1.3 DNS based Address Resolution Procedure

3.1.4 LDAP address record definition and Procedure

3.2 Services Location using TRIP

This topic is based on [6].

H.225.0 Annex G [8] and Telephony Routing Information Protocol (TRIP [7]) are essentially gateway location protocols which define entities (Border Elements and Location Servers) that can support a variety of attribute distribution models, such as clearinghouse and hierarchical.

While there is much similarity between the two protocols, there are several significant differences, which may limit interoperability.  For example, Annex G assumes a homogeneous H.323 based network, while TRIP supports both SIP and H.323.   On the other hand, the set of attributes that are supported by Annex G include sophisticated pricing structures that have no equivalent in TRIP.  Furthermore, Annex G includes functionality that is far greater than what has been accepted into TRIP, such as multiple access modes (sendSetup and sendAccessRequest), and usage reporting.

It is desirable that H.225.0 Annex G Border Elements be able to acquire routing information from TRIP Location Servers, primarily for routing to H.323 gateways.  It is similarly desirable that Border Elements be able to provide such information to Location Servers. 

This work may result in the enhancement of H.225.0 Annex G, and/or preparation of requirements submitted to the IPTEL working group.

3.3 CPL [10]

The goal of Call Processing Language (CPL) is to define and communicate services in a standardised way. The type of services that are of interest to CPL are “those involving user location, call distribution, behaviour when end systems are busy, and the like – are independent of a particular end device, or need to be operational even when an end device is unavailable. CPL does not attempt to co-ordinate the behaviour of multiple signalling servers, or to describe features on a “Global Functional Plane” as in the IN architecture”

CPL specification attempts to define the services based on an abstract level of “Internet telephony network” regardless of the call signalling protocol actually used. Nevertheless the CPL documents use SIP terminology, “as their authors’ experience has mainly been with that protocol”. Therefore it would be beneficial for the H.323 community to revise CPL work in regards to H.323 network definition and protocol’s details.

Working in Firewall and NAT environments

It is generally known that application level protocols that convey and use lower layers addresses are difficult to operate in Firewall and NAT environment. A number of attempts have been made to overcome these difficulties by restricting the operation to specific scenarios and changing the meaning of the protocol’s procedures. Nevertheless, as an experience has been gained, there is an understanding that the best and complete solution would be to build an application layer Firewalls and NATs [12]. Moreover the same conclusion has been reached on SIP arena as well [13]. One of the practical outcomes of this is a topology where the logic of the application level Firewall/NAT is implemented on a Gatekeeper (or on a statefull Proxy in SIP case). The Gatekeeper then dynamically instructs the Firewall/NAT device about opening and closure of TCP and UDP ports in a secure manner using network protocol. Currently the best perceived candidate is SOCKS. After further investigation it appears that neither SOCKS is profiled to be used for this purpose nor Firewall/NAT manufacturers implement it.

It would be highly beneficial to pursue this direction by choosing or profiling the right protocol and educating the community of its need for it.
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