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 Scope

Recommendation H.GCP breaks up the H.323 gateway model defined in H.246 into functional sub-components and defines protocols over which the components interact.  There are no functional differences between H.GCP gateways, with distributed sub-components potentially on more then one physical device and H.246 gateways.  The protocols required to achieve this decomposition will reuse existing H.323 standards and propose extensions as needed.  In the event the existing protocols are not sufficient a new protocol will be designed.   


This recommendation does not define how H.323 gateways, multipoint control units or integrated voice response units (IVRs) work, rather it creates a general framework that is suitable for these applications. 

H.GCP gateways provide protocol interworking between H-series multimedia terminals and other H-series multimedia terminals, voice/voiceband terminals on GSTN or ISDN, and multi-call applications on the GSTN. H.323 gateways provide the required translation of control and media streams to allow interworking between terminals running different protocols. 

Packet network interfaces may include UDP/IP or ATM interfaces.  H.323 gateways must support G.711 audio and H.261 video and may support other media algorithms such as G.728, G.729, G.722 and H.263.   

The SCN side of the gateway will support a variety of SCN signalling systems, including tone signalling, ISDN, ISUP, QSIG, GSM and their national variants will be supported. 

This recommendation will support and improve interworking between H.323 and other H-series protocols where this interworking falls within the scope defined as 
· packet network to switched circuit network, 

· switched circuit network to packet network, 

· switched circuit network to switched circuit network via a packet network, and 

· packet network to packet network via a switched circuit network.  

This recommendation shall support the interworking of supplementary services between H.323/H.450.x and other signalling systems.

The ITU protocols for H.323 Multipoint Control (MC) to Multipoint Processor (MP) as well as H.320 MCUs are also in scope.  However, the new MC-MP protocol work shall avoid duplication of H-series multipoint control functions.

1. Normative References

1. TD89

2. ESTI TIPHON

3. ITU-T Recommendation H.225.0 (1998): " Media Stream Packetization and Synchronization for Visual Telephone Systems on Non-Guaranteed Quality of Service LANs ".

4. ITU-T Recommendation H.245 (1998): "Control of communications between Visual 

5. ITU-T Recommendation H.323 (1998): “Visual Telephony Systems and Equipment for Local Area Networks which provide a non-guaranteed Quality of Service”

6. ITU-T Recommendation Q.931 (1993): "Digital Subscriber Signalling System No.  1 (DSS 1) - ISDN User-Network Interface Layer 3 Specification for Basic Call Control".

2. Abbreviations

ATM
Asynchronous Transfer Mode

BRI
Basic Rate Interface

DTMF
Dual Tone Multi Frequency

FAS
Facility Associated Signalling

GK
GateKeeper

GW
Gateway

IP
Internet Protocol

MG
Media Gateway

MGC
Media Gateway Controller

NAS
Network Access Server

NFAS
Non Facility Associated Signalling

NNI
Network to Network Interface

PRI
Primary Rate Interface

PSTN
Public Switched Telephone Network

QoS
Quality of Service

RTCP
Real-time Transport Control Protocol

RTP
Real-time Transport Protocol

SCN
Switched Circuit Networks

SG
Signalling Gateway

SS7
Signalling System N°7

UNI
User to Network Interface

3. Definitions

Access-Gateway: A type of gateway that provides the User to Network (UNI) network interface such as ISDN and may be supported by a Media Gateway.
Back-haul: This refers to the transport of signaling information from a media termination gateway like a MG to a signaling gateway such as MGC.
Edge point: An edge point is an abstract representation of a physical connection between a media gateway and the outside world. There are two types of edge points, signaling and media.  Media edge points interface the gateway to the external network and signaling edge points carry signaling information between a gateway and its controller.

Gatekeeper (GK): This H.323 entity function performs man functions including authentication, authorization, alias resolution and call routing for H.323 entities.

H.323 Signaling: This function in the decomposed gateway interfaces to the H.323 gatekeeper for IP side connections using the GK routed call model and/or directly to other H.323 entities like other H.323 gateways and multimedia codec’s that make connections using the direct call model.
Media Gateway (MG): The media gateway terminates and processes SCN media channels, and IP media channels.  This gateway will be capable of processing audio, video and T.120 and will be capable of full duplex media translations.  An H.323 gateway is a type of media gateway that may perform audio transcoding.  The MG may also play audio/video message and perform other IVR functions or may perform media conferencing.

Media Gateway Controller (MGC): Controls the parts of the call state that pertain to connection control for media channels in a MG.  It maps SCN signaling and call control information into the packet network call state and control information.  This gateway includes an H.323 interface communicating with H.323 endpoints, gatekeepers and MCUs. 

Resource: A resource is an abstract representation of MG functionality that can be viewed as associated with edge points to carry media connections through the gateway.  Media resources may also originate or terminate media streams inside the MG. 
Multipoint Processors (MP) An H.323 function that may provide centralized processing of audio, video and or T.120 data streams in a H.323 multipoint conference. 
Multipoint Controller (MC): An H.323 function that provides setup and coordination of multi-media conferences. 

Multipoint Control Unit (MCU): A gateway that controls the setup and coordination of a mulit-user conference that typically includes processing of audio, video and data.  An H.323 MCU consists of MC functionality and possible one or more MC functions.
Network Access Servers: A gateway function in a MG that converts modem signals from an SCN network and provides data access to the Internet.

SCN FAS Signaling Gateway: This function contains the SCN Signaling Interface that terminates SS7, ISDN and other signaling links where the call control channel and bearer channels are collocated in the same physical span. 
SCN NFAS Signaling Gateway: This function contains the SCN Signaling Interface that terminates SS7, ISDN and other signaling links where the call control channels are separated from bearer channels.  The may be a one to many relationship where many MGCs are deployed to leverage the capabilities of the powerful SS7 interface. 
Trunk: A communication channel between two switching systems such as a DS0 on a T1 or E1 line.
Trunking Gateways: A gateway between SCN networks and packet network that typically terminates a large number of digital circuits.
Voice over ATM gateways: A gateway between an SCN network and ATM network that typically terminates a large number of digital circuits.

4. Architecture
4.1 General

The terms of reference [1] set forth a group of interfaces and functions to be used to decompose H.323 gateways.  This recommendation will address each interface and its resulting protocol but certain gateway implementations may choose to group two or more functional components into a single physical device.  For this reason interfaces may provide a capability to transparently backhaul other protocols. 

In the figure below the packet/circuit media component terminates SCN media channel and converts these streams to packet based media on the packet network interface.  The controller will user the interface A protocol to create, modify and delete gateway media connections.  The control logic component will accomplish signalling interworking between the SCN and H.323 sides of the gateway.   

Interface B is a protocol that will describe the packet signalling transport/interworking interface between the H.323 entities on the IP network and the decomposed gateway controller function.  Interface C will describe the ISDN type call control function between the FAS SCN services and the gateway control logic.  Interface D is a protocol that conveys describes the NFAS SCN signalling function and the controller.  This decomposition provides the flexibility to conserve ss7 code points and allows the SS7 switch to serve multiple decomposed gateway controllers. 
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Figure H.323 Gateway Decomposition TD89
The ESTI TIPHON reference architecture [2] represents another effort to address the same gateway decomposition problem.  The figure below in the ETSI TIPHON functional architecture for creating highly scalable SCN/IP voice gateways.  A complete description of this model is available in reference [2].  The box that encompasses the Media GW Controller, The Signaling Gateway and Media GW address the same functionality as the SG16 terms of reference gateway decomposition model above.
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Figure 2: ETSI TIPHON Functional Architecture

The architecture model for H.GCP merges these models and further abstracts the functional components (see figure 3).  The notation in the figure uses a colon (:) to separate the ETSI TIPHON and SG16 ToR name for each interface.  Where interfaces were not explicitly defined by TIPHON or SG16 are denoted by a question mark (?). 

The TIPHON C interface represents the H.323 signaling on the IP side and in this figure it has been split into C1, C2 and C3 representing the H.225 RAS, H.225 and H.245 protocol components respectively.  The functionality In the H.323 RAS, H.225 and H.245 bubbles from [1] are broken into three separate bubbles in Figure 3. 

The Resource control circles differentiate between a high level understanding of resources in the gateway controller and a lower level under standing of resources in a gateway device.  

The SCN interfaces describes a low level interface that terminates the protocol on the network interface and a high level signaling termination that interface these components with the controller of this gateway.  The FAS signaling interface is unique to the of SG16 terms of reference and the NFAS (ss7) interface that was present in both models.

This figure does not represent a physical decomposition at this point.  The challenge for gateway vendors is to group these components into physical devices and implement the associated interfaces in order to produce highly scaleable, multi-vendor H.323 gateways.  The H.GCP recommendation will define these interfaces such that a wide range of decomposed H.323 gateway implementations are possible.
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4.2 Physical Decompositions 

This section begins to refer to the gateway functions and interfaces present above as part of physical devices.  The controller portion of the physical gateway is called the Media Gateway Controller (MGC) and it may handle the SS7 and H.323 signaling interfaces and it will handle H.225 RAS messaging with an external gatekeeper.  The Media Gateway (MG) component will terminate the IP network interface and the SCN network span and may handle H.323 signaling and/or FAS SCN signaling in some physical decompositions.  Decomposed gateways need not realize all interfaces but the MGC/MG split exposing interface A is a fundamental part of all decompositions.  This will allow an MGC to control different types of MGs, possibly from different vendors, that may be optimized for certain application (e.g. voice versus multimedia H.320/H.323 gateways).  

The MG terminates the RTP/RTCP on the packet network side and bearer channels on the SCN network interfaces.  The IP side may be an ATM network interface where audio and video packets traverse native ATM SVC connections according to ITU H.323 Annex C.   
The MGC and MG differentiate between high-level and low-level resource management elements.  The MG is responsible for low-level resource allocation and management in addition to the hardware manipulations required to switch and process media streams within the media gateway.  In contrast the MGC is responsible for high-level resource management where it understands the availability of resources, such as echo canceller, but does not assigned specific resources to specific gateway sessions. 

The binding between MGC and MG will be a many MG to single MGC arrangement where the MG also is aware of a standby MGC.  The switchover of a MG to another MGC can occur due to a graceful switchover or after a timeout indicating loss of a Primary MGC for any number of reasons.

4.2.1 Separate SS7 Gateway

{Ed. this section is incomplete}

The ss7 gateway consists of the MGC/MG decomposition exposing interface N:a and the SS7 NFAS signaling gateway interface J:d.  The J:d interface will carry ISUP components from the SS7 network in messages as defined in H.246 Annex D.
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Figure 1 Separate SS7 and Media Gateway

4.2.2 ISDN Gateway

{ed. this section is incomplete}

This decomposition terminates a FAS SCN service, such as ISDN PRI, in the MG.  This decomposition is a good example of the potential backhaul capability where ISDN higher layer signaling protocol can be transparently carried to/from the MG and MGC by the interface A protocol.
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Figure 2 Separate PRI and Media Gateway

4.2.3 SS7 Gateway with Remote H.323 Signaling

{ed. this section is incomplete}
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Figure 3: SS7, H.323 and Media gateway decomposition

4.2.4 Gateway with Remote H.323 and FAS Signaling

{ed. this section is incomplete}
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5. Requirements

5.1 General

The following are general requirements 

1. Interfaces A, B and C will be considered by this recommendation

2. Audio only, H.320 and other H series multimedia gateway sessions will be considered 

3. Multimedia ATM sessions will be supported according to H.323 Annex C 

4. Voice ATM sessions will be supported over AAL1, AAL2 and AAL5

5. MCUs will be supported

6. The MGC will always register with the GK on behalf of all MGs it controls. 

5.2 Interface ‘A’ Requirements

The MGC/MG media control interface consists of 4 components to setup and control media in a MG.  These are 

1. Connection Control - Creation, modification, and deletion of media stream connections within the Media Gateway.

2. Media Attributes - Specification of the transformations to be applied to media streams as they pass through the Media Gateway, both initially as connections are created and subsequently during the life of the connection.

3. Content Insertion - Requests to the Media Gateway to insert content (tones and announcements) into the media streams, either on explicit request from the Media Gateway Controller or beginning and ending with the detection of specified events within entity itself.

4. Event Handling - Requests to the Media Gateway to report and possibly take actions upon detection of well-defined events within the media streams.

A second group of requirements are necessary to construct a robust capability between an MGC and MG, these are

1. Modularity and Extensibility – The protocol must allow MGC to determine specific capabilities of each MG and allows future improvements to products to be added 

2. Resource Management – The MG must have the ability to report resource availability to MGC 

3. Control Session Management – these requirements define the way MGC and MG register their existence with each other.  This session will maintain a high availability and reliability. 

4. Control Session Security – The MGC/GC connection must provide security 

In general the Media Gateway shall have the capability to indicate to the controller whenever some or all of a request cannot be executed. It shall be possible for the Media Gateway to indicate the general nature of the problem and to provide further details, possibly including vendor-specific content.

The general design goals are scalability build around a low-level control interface. Other design goals are,

1. to minimize encoding and decoding complexity. 

2. Either the MGC or the MG can initiate communication across the interface. 

3. Use appropriate methods to minimize traffic and delay  

4. Support registration and ‘keep-alive’ messaging between the MG and MGC. 

5. Support optional vendor specific extensions

6. A reliable transport mechanism that supports communication confirmation and associated success and failure responses. 

7. support for redundant controllers 

8. Support a mechanism to negotiate versions and extensions controller can get status through queries from the MG

5.2.1 Connection Control

Connection Control shall support at least the following types of linkage:

· circuit to packet for IP 

· circuit to packet for ATM (e.g. H.323 Annex C operation)

· circuit to circuit (e. g. circuit side fallback or circuit ATM )

· packet to packet (IP or ATM)

The connection mode may be unicast or multicast, or a connection may be inactive. Typically connections are specified unidirectional, but may be specified in both directions at once. On Internet connections, IPv4 is mandatory and IPv6 may be supported. 

On the circuit side, SS7 requires the ability to perform a loopback for continuity testing. This requirement applies especially to loopback through a circuit at the edge of the Media Gateway but different types of loopbacks are possible and should be supported by the media gateway.
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Figure 1: Possible Types Of Loopback

The Media Gateway control interface shall support the following capabilities for connection control.  The A interface may be able to establish and control signaling interfaces B & C if B & C are supported and the protocol abstracts the things it acts on (so can also support wireless, etc.).

1. Ability to identify the IP, ATM, and/or circuit local network interface points, and local connections within the Media Gateway between two or more of these interfaces.  These interfaces may be designated using a “hierarchical identifier” for both physical (carrier, card, circuit) and/or logical (trunk group/trunk).

2. It must be possible to wildcard the low-order portion of the network interface point allowing the Media Gateway to select it based on availability and return its full attribute list to the controller. 

3. Wildcarding shall be provided to allow a simultaneous reference to multiple endpoints.

4. Ability for controller to select RTP port or the MG may specify the port to use.  RTCP Port selection is optional. 

5. Ability to convey the requested QoS parameters applicable on the packet side of a media stream connection.

6. Ability to convey the requested bearer capabilities applicable on the SCN side of a media stream connection.

7. Ability to convey QoS statistics for an established connection at any time during the call and at teardown.

8. Support for loopbacks as defined in ITU-T H.320.  {ed. where does this belong?}

5.2.2 Media Stream Transformations (from original TIPHON)

{ ed. This section is 6.1.2 from old TIPHON spec, the next 6.1.3 is from the newer version.  They address the same area but the next section has more refined text and I suggest striking this section in favor of the new section.

Media stream transformation has to do with the "steady-state" characteristics of the media streams as they pass from one side of a connection to the other.  The gateway control protocol shall at least support specification of the following characteristics, both at the time a connection is created and subsequently during the life of the connection:

1. The RTP payload type will be specified by the MGC for all codec-related parameters. 

2. The Media control protocol shall also allow the controller to pass explicit parameter values such as bit rate, codec, packetization interval, and jitter buffer size for each media stream.

3. In some cases, it will be necessary to allow different coding at each ingress and/or egress point of the MG.

4. The protocol shall be able to specify whether silence suppression is to be used. 

5. The Media Gateway may be the point at which encryption is applied because the subscriber has requested confidentiality service across the packet network.  

6. The protocol shall be able to signal whether comfort noise is to be generated during silent periods.  

7. On the packet side, echo cancellation may be applied on a per-call basis.  

8. Typically much of this information must be specified at the same time that the connection is created.  The Media control protocol shall allow for this possibility.  

9. However, it shall also be possible to change media handling instructions for an already-existing connection, in response, for instance, to an H.245 FlowControlCommand.

10. The MGC protocol shall support requests to initiate or terminate lawful interception of the content of a specified media stream.}

5.2.3 Media Attributes  

The protocol shall be able to convey the following media attributes:

1. Media protocol used (RTP, fax-protocol, ...) 

2. Payload type (e.g. codec), 

3. Codec-related attributes like packetization interval, jitter buffer size and silence suppression where appropriate

4. Generation of comfort noise during silent periods.

5. Application of encryption/decryption and identification of the encryption schemes.

6. Echo cancellation

7. Lawful interception of the content of a specified media stream.

8. It should be possible to support additional endpoint attributes as they are defined without modifying the existing semantics.

9. Asymmetric media connections (i.e. where different audio or video algorithms are used in each direction of a full duplex gateway media flow).
The protocol shall allow 

1. the specification of the endpoint attributes when the connection is created;

2. Modification of endpoint attribute values for an already-existing connection (e.g. in response to a H.245 FlowControlCommand or ReplacementFor OLC).

5.2.4 Content Insertion

The protocol shall support

1. the ability to request the sending of a specified tone or announcement, at any time, in a specified direction

2. the specification of the conditions under which the sending should stop

3. The ability to request muting of a media stream.

4. The ability for the controller to request the Media Gateway to insert and detect tones as required for SS7 continuity testing and other forms of testing.

5.2.5 Events

The protocol shall support the ability to instruct the Media Gateway to detect, notify and possibly act upon specified events such as DTMF tones and off-hook/on-hook event transitions

5.2.6 Modularity and Extensibility

It is essential that the protocol be both modular and extensible. Not all implementations may wish to support all of the possible extensions. This will permit lightweight implementations for specialized tasks where processing resources are constrained. 

The protocol shall provide the means whereby a controller can determine the capabilities supported by a particular Media Gateway.

The protocol shall support backward compatibility as new versions are released.

The protocol shall allow the possibility of vendor-specific extensions.
5.2.7 Resource Management

The protocol shall provide the means for the controller to determine resource availability within the associated media gateway.  The protocol shall allow for unsolicited messages between the Media Gateway and Media Gateway Controller. Optionally, this capability may allow for queries during regular operation. 

It shall be possible for the Media Gateway to indicate to the controller that it lacks sufficient resources to carry out a given command.

It shall be possible for the Media Gateway Controller to audit the commitment of resources to connections, to ensure that all commitments are valid. It shall further be possible for the controller to order that specific resource assignments be cleared if it finds that they are invalid.

It shall be possible for the Media Gateway Controller to audit the Connection State of connections in Media Gateways with which it is associated.

It shall be possible for the Media Gateway to report changes in operational status of significant resources from in-service to out-of-service and vice versa. This is especially required for transmission facilities terminating on the Media Gateway.

5.2.8 MG-MGC Association Management

1. The protocol shall provide the means to establish and remove an MGC-MG association between a specific controller and a specific Media Gateway.

2. It shall be possible for a Media Gateway to establish an MGC-MG association with an alternate Media Gateway Controller if its currently associated controller becomes unavailable. 

3. It shall be possible for either the Media Gateway or the Media Gateway Controller to detect loss of the control association.

5.2.9 Scripting Capability

The protocol shall provide the means to download scripts to be executed autonomously by the Media Gateway.
5.2.10 Signaling Backhaul

The A interface may provide a capability to transparently transport interface C or Interface B messages from the media gateway to the controller.  In this case the controller will process the protocol on interface B and C and maintain relevant state machines.

5.2.11 Security

The protocol shall allow for mutual authentication at the start of an MGC-MG association, and for preservation of the integrity and confidentiality of control messages once the association has been established.

5.3 Interface B Requirements

{ed. this section requires more work}

Interface B may be an abstract protocol such as Q.931 where the MGC uses messages to cause the MG to initiate and maintain H.323 connections for the gateway.  This configuration is sensible in decompositions where the B and A interfaces are collocated on a physical device and the interface B messages are backhauled to the MGC.

Interface B may not be collocated with interface A and in this case will require a full protocol definition.  

Abstract interface

1. A small number of simple messages may be defined between the MGC and MG. 

2. All H.323 connection status and state machines will be maintained in the media gateway

3. This protocol must be backhauled to the controller by interface A leveraging the transport characteristics, reliability etc. of the protocol backhauling these messages.

Full H.323 interface

1. TCP or UDP transport may be supported as defined in H.323 and Annex E

2. Multiple connections may be multiplex over a single connection

5.4 Interface C Requirements

{ed. This section requires more work }

Interface C may be an abstract protocol such as Q.931 where the MGC uses messages to cause the MG to initiate and maintain SCN connections for the gateway.  This configuration is sensible in decompositions where the C and A interface are collocated on a physical device and the interface C messages are backhauled to the MGC.

The following control capabilities are required for Interface C:

· This interface may be Q.931

· Ability to monitor media streams for events such as tones, FAX signals and modem signals at various points within a call.  

· Scripting capability for handling media stream signaling events may be specified. 

· (optionally) routing of signaling messages on a per-call basis.  Normally the routing would be permanently configured.

· DTMF tones may be detected and acted upon in many ways (e.g. left in the stream, removed from the stream and reported to the controller, etc.) 
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