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1 Scope

This document specifies a protocol which provides for authentication, authorisation, address translation, call processing, pricing exchange and usage recording.

The protocol operates between a BES and an H.323 Gatekeeper, GateWay or Endpoint. The protocol also operates between peer servers within the same BESP domain or within different BESP domains.

1.1 Document Structure

Chapters 1 and 2 provide Scope and References.

Chapter 3 provides Definitions, Symbols and Abbreviations
Chapter 4 gives a Summary of the protocol.

Chapter 5, “Protocol Description,” gives an overview and description of the protocol. 

Chapter 6, “Message Definition,” provides a description of the information elements in the protocol messages.

Chapters 6.23 and 8 exist for implications on RAS and Call Signalling respectively.

Chapter 9 covers the security aspects of the protocol.

Chapter 10 details some of the areas under development or requiring enhancement.

Chapter 11 provides Use Cases that illustrate the operation of the protocol.

Chapter 12, “ASN.1 Syntax,” provides the ASN.1 source text for the protocol messages.

2 References

ITU-T Recommendation H.225.0 (1998), Call Signaling Protocols and Media Stream Packetization for Packet Based Multimedia Communications Systems.

ITU-T Recommendation H.235 (1998), Security and Encryption for H Series (H.323 and other H.245 based) Multimedia Terminals.

ITU-T Recommendation H.245 (1998), Control Protocol for Multimedia Communications.
ITU-T Recommendation H.323 (1998), Packet Based Multimedia Communications Systems.

ITU-T Recommendation X.680 (1994), Information Technology – Abstract Syntax Notation One (ASN.1) Specification of Basic Notation.
ITU-T Recommendation X.691 (1994), Information Technology – ASN.1 Encoding Rules – Specification of Packed Encoding Rules (PER).

ITU-T Recommendation E.164 (1991), Numbering Plan for the ISDN Era.

IETF RFC-768, User Datagram Protocol.

ETF RFC-793, Transmission Control Protocol.
IETF RFC-1825, Security Architecture for the Internet Protocol.

IETF RFC-1826, IP Authentication Header.

IETF RFC-1827, IP Encapsulating Security Payload (ESP).

ISO 4217:1995, Codes for the Representation of Currencies and Funds.

3 Definitions, Symbols and Abbreviations

3.1 Definitions

For the purposes of the current document, the following definitions apply:

access control: The process of preventing unauthorised use of a resource, or use of a resource in an unauthorised way.

accounting: The process of recording usage information, in such a way that billing and settlement may later be performed.

authentication: The process of proving identity within context.

authorisation: The process of granting permission based on identity.

address translation: The process of translating a given address into another. In this context, it is usually an H.323 address into an endpoint address with appropriate dialling information.

back-end server: A computer system providing services under this protocol. Not part of the H.323 network.

back-end service: A service which is provided by a back-end server. Not part of the services provided under H.323.

back-end service provider: The operator of one or more back-end servers.

billing: The process of generating a statement of charging information, for payment of account.

caller: The person making the call.

certificate: An unforgeable set of security-related data which can be used to provide identification and authentication services.

confidentiality: The property that prevents unauthorised disclosure of information.

endpoint: An H.323 endpoint. An H.323 terminal, gateway, or MCU. An endpoint can call and be called. This includes an IVR server in the context of this document.

gatekeeper: An H.323 gatekeeper.

gateway: An H.323 gateway.

integrity: The property that prevents unauthorised alteration of information.

Interactive Voice Response: An Interactive Voice Response system, operating as an H.323 endpoint, which participates in providing back-end services.

nonrepudiation: The property that provides that neither party can deny having participated in all or part of a communication.

originating endpoint: The H.323 endpoint which originates the call within the H.323 network. This may not be the ultimate origin of the call.

privacy: A property that provides for only the communicating parties to interpret information.

settlement: The process of resolving amounts owed and owing to produce resultant billing.

telephony service provider: A provider of telephony services.

terminating endpoint: The H.323 endpoint which terminates the call within the H.323 network. This may not be the ultimate destination of the call.

user: The entity to which a call is to be billed. This may be the caller, or some other party.

3.2 Symbols

For the purposes of the current document, the following symbols apply:

<None at present>

3.3 Abbreviations

For the purpose of the current document, the following abbreviations apply:

AH
Authentication Header (RFC-1826)

ASN.1
Abstract Syntax Notation One (ITU-T X.680)

BES
Back-End Server

BESP
Back-End Service Provider

BEST
Back-End Service Transaction

CLID
Calling Line Identification

DH
Diffie-Hellman 

DNIS
Dialled Number Identification Service

DSA
Digital Signature Algorithm

DSS
Digital Signature Standard

EP
H.323 Endpoint

ESP
Encapsulating Security Payload (RFC-1827)

GK
H.323 Gatekeeper

GRC
H.323 Gatekeeper Routed Call

GW
H.323 Gateway

IETF
Internet Engineering Task Force

IPSEC
IP Security (RFC-1825)

ISP
Internet Service Provider

ITSP
Internet Telephony Service Provider

ITU
International Telecommunication Union

ITU-T
International Telecommunication Standardisation Sector of the ITU

IVR
Interactive Voice Response

MCU
H.323 Multipoint Control Unit

PER
Packed Encoding Rules (ITU-T X.691)

PIN
Personal Identification Number

SCN
Switched Circuit Network

SHA
Secure Hash Algorithm

SHS
Secure Hash Standard

SSL
Secure Socket Layer

TCP
Transmission Control Protocol (RFC-793)

TLS
Transport Layer Security

UDP
User Datagram Protocol (RFC-768)

UTC
Coordinated Universal Time

VoIP
Voice over IP

4 Summary

This document defines a protocol that provides for a relationship between an H.323 entity (client) and a BES (server).

The protocol provides for authentication, authorisation, call processing, address translation, pricing exchange and usage recording services. Sufficient information is available to the BES for the BESP to provide accounting, billing and settlement services, but these services are outside the scope of this document.

The protocol is expressed in ASN.1 and encoded using Packed Encoding Rules (PER). The protocol specifies an unreliable transport mechanism (e.g. UDP/IP) and contains several information elements also contained in RAS. Despite these similarities with the H.323 RAS protocol, this protocol is not RAS, nor is it an extension to RAS, although, this protocol may be encapsulated within the nonStandardData in RAS messages.

The relationship may be established between an H.323 entity and the BES by a service request handshake, which provides for optional mutual authentication, security negotiation and key exchange. Different BES may establish relationships between themselves by the same mechanism.

The relationship participants may exchange pricing information. A request/response mechanism provides for pricing to be solicited while an indication mechanism provides for spontaneous unilateral and unsolicited updates to pricing information.

Access control is provided for both the originating and terminating systems. The request/response mechanism for the originating system allows an iterative or progressive process or an “all-at-once” approach. A validation token, provided in the exchange with the originating system, is passed to the terminating system in the H.225.0 SETUP message. The terminating system may be able to self-validate this token, or it may pass it to its own BES for validation.

Either the originating or the terminating endpoint may provide usage information. Confirmation of receipt of the usage information protects it against loss. Both ends may provide usage information to their respective BES, which will subsequently perform reconciliation and settlement.

The protocol also provides for redirection of requests to alternative servers. This allows a service provider to shut down a server for maintenance and still provide uninterrupted service using an alternate server.

4.1 Reference Context

The reference context includes the following entities:

· two endpoints (depicted as gateways connected to the SCN)

· two gatekeepers

· two back-end servers

The protocol operates between:

· the two back-end servers

· each back-end server and its respective gatekeeper

· each back-end server and its respective gateway

The back-end server may communicate with the gatekeeper, the endpoint, or both. The endpoint may be a gateway, terminal or MCU.

5 Protocol Description

5.1 Protocol Overview

The protocol is a request-response protocol and all request or indication messages are explicitly acknowledged. It is the responsibility of the initiator to retransmit requests if a response is not forthcoming within a reasonable timeout period. A RequestInProgress message can be used to acknowledge receipt of a message where a reply is delayed beyond a reasonable timeout period. An UnknownMessageResponse may be sent in response to a message that is not recognised, or not expected.

The protocol is specified as operating over an unreliable transport, and is expected to use the security mechanisms defined in H.235 for the RAS portions of H.225.0 and H.323.

Implementations may use UDP for the unreliable transport and IPSEC for security. Alternatively, TCP may be used where packet sizes or packet loss makes TCP desirable. Implementations may use an alternative, negotiated security mechanism.

The protocol is composed of five message groups, each with a confirmation and rejection message paired with the original request or indication. The message groups comprise:

· Service relationship establishment,

· Originating end access control,

· Terminating end access control,

· Exchange of pricing information, and

· Recording of usage information.

Vendor specific extensions are provided through non-standard parameters in all messages, plus a non-standard message with a suppressible reply.

5.1.1 Message Identification

The two fields, endpointIdentifier and requestSeqNum, are used in combination to uniquely identify the request for the purposes of duplicate message identification, retransmission control and for association of a response with the corresponding initial message.

The endpointIdentifier is expected to be globally unique, and corresponds to the node portion of the H.225.0 GloballyUniqueID. Messages originating from different endpoints may have the same requestSeqNum, so endpointIdentifier is required to distinguish such messages.

Where these messages may be passed through an intermediate, such as a proxy, this information should be preserved so that the original issuer of the message can be identified.

5.1.2 Transaction Identification

A composite information element, TransactionIdentifier, is available to identify the transaction from the BES perspective. The TransactionIdentifier consists of a GloballyUniqueID, and an optional element, serverData, which may be used to contain a small amount of BES context information.

An AccessRequest with no transactionIdentifier initiates the start of a new call transaction. A new TransactionIdentifier is allocated, and returned in the corresponding AccessConfirm or AccessReject. The supplied TransactionIdentifier should be incorporated in other messages relating to the same call transaction.

5.2 General Messages

5.2.1 RequestInProgress

If an entity receives a request from another entity to which it cannot respond within a typical timeout period, it may send a RequestInProgress message specifying a delay period within which it expects to respond. Multiple RequestInProgress messages may be sent if a response cannot be sent. On receipt of a RequestInProgress message, the initiating entity will reset the timeout value, nominally to at least the value contained in the delay element.

5.2.2 NonStandardMessage

The NonStandardMessage message, taken from H.323, provides a message for vendor specific extensions. The default requires a response, while the optional element responseNotRequired provides for a one-way message.

5.2.3 NonStandardResponse

The NonStandardResponse message acknowledges receipt of the NonStandardMessage and provides for returned data to be associated with the NonStandardMessage. Vendor specific information is contained in the nonStandardData element.

5.2.4 UnknownMessageResponse

The UnknownMessageResponse may be sent on receipt of a message which is either unrecognised, or unexpected. An unexpected message may be one that is out of context, such as a reply for a request that is not outstanding, either because the reply has already been received and processed, or because the transaction has timed out and been discarded.

5.3 Service Relationship Establishment

A service relationship may need to be established between two entities. In a private domain, this may be as simple as establishing that each other exists and is available to participate in the relationship. In a less secure domain, such as the public Internet, it may require cryptographic authentication, and the establishment of shared cryptographic information for the encryption and validation of subsequent message exchanges.

Exchange of authentication certification, if required, is done during the relationship establishment. By the establishment of shared secrets at this stage, and their subsequent use in future exchanges, authentication content in the remaining messages can be minimised.

5.3.1 ServiceRequest

The ServiceRequest message is sent from one entity to the other to initiate the establishment of a relationship and negotiate the terms of the relationship between the parties.

By including an optional authentication certificate in this message, the sender can be authenticated by the receiver.

In the case of an existing relationship, this exchange terminates the old relationship and establishes a new relationship, under new terms. The receiver may decline to terminate the old relationship, via the ServiceRejectMessage, if the receiver is not satisfied with the requestor’s credentials.

5.3.2 ServiceConfirm

The ServiceConfirm message serves to confirm the existence of the relationship and provides the vehicle for the return of a key exchange for use in encryption of subsequent messages.

By including an optional authentication certificate in this message, the sender can be authenticated by the receiver.

The ServiceConfirm may contain an optional list of alternative BES transport addresses, which can be used by the requestor. This would normally be for failure recovery purposes.

5.3.3 ServiceReject

The ServiceReject message declines to establish the requested relationship and may contain an optional list of alternative BES transport addresses, with which the requestor may attempt to establish a relationship.

5.3.4 ServiceRelease

The ServiceRelease message may be issued by either party to the relationship and terminates the service relationship. When issued by a BES, it may contain an optional list of alternative BES transport addresses, with which the other party may attempt to establish a relationship.

The appropriate response is a ServiceReject message specifying serviceUnavailable as the rejectReason.

5.4 Originating End Access Control

Access control at the originating end is a combination of authentication, authorisation and address translation. The process may occur in a single step if all information required for the process is present and correct. Alternatively, the process may be an iterative one where the required information is built up in a sequence of exchanges, each of which is rejected with an appropriate reason until the information is complete and the request is confirmed. If a transactionIdentifier is provided with the rejection, is should be returned on subsequent iterations of the same request.

Authentication and authorisation is performed on the information provided in the request. The information provided may be for the caller, the H.323 entity, or the telephony service provider.

If the caller is known to the ITSP and an appropriate relationship exists, then the ITSP may perform the authentication and authorisation of the caller and provide the ITSP credentials in this exchange. The ITSP credentials will be authenticated and authorisation will be granted based on the relationship between the ITSP and the BESP.

If the H.323 entity is known to the BESP and an appropriate relationship exists, the credentials for the H.323 entity may be provided to the BESP. Authentication and authorisation will be performed based on the identity of the H.323 entity and the relationship of the owner with the BESP.

Authentication and Authorisation may be based on any criteria provided by the H.323 entity, such as CLID, DNIS, gateway port number or any other mutually satisfactory information.

Address translation will take the supplied destination information, in the context of the source information and caller identity, and translate it into an effective destination for the call. The effective destination information would typically contain an H.323 gateway transport address and destination phone number to be dialled at the destination gateway.

Address translation may include abbreviated dialling or call barring, based on a specific caller profile.

5.4.1 AccessRequest

The AccessRequest message provides such information as is available at the point of processing and requests:

· authentication of the source information,

· authorisation of the call requested, and

· address translation

The information provided in the AccessRequest depends on the information available to the H.323 entity and the relationship supported by the BES. In the case of a dedicated function gateway, this may simply be the identity of the gateway and the channel identification if this is sufficient for the BES policies.

Routing of the call may be direct to a destination or to an intermediate IVR system to collect additional information from the caller. The IVR system could then use this protocol to obtain access confirmation before forwarding the call to the next, and possibly ultimate, destination.

Data collection IVR may be performed in the H.323 entity or in a special purpose IVR system. By stepping through a sequence of rejections, caller identification and destination can be solicited from the caller. The IVR system may provide scripting and multi-language support.

5.4.2 AccessConfirm

The AccessConfirm provides authorisation of the requested call and address translation. The BES may modify the sourceInfo, and will modify the destInfo to specify the information to be contained in the SETUP message and the address of the call destination.

Destination information will contain the transport address for the destination or an alias address for translation in a gatekeeper.

In addition to the address of the destination gateway, the destination information may contain addressing information for connections beyond the destination gateway, such as a SCN number to be dialled from the destination gateway.

The BES may request that the H.323 entity provide periodic usage information. This usage information may be requested at the start of the call, at the end of the call, or periodically throughout the call.

5.4.3 AccessReject

The AccessReject declines to authorise the requested call. The rejectReason field may indicate that required information is missing or invalid, allowing the endpoint to solicit missing or incorrect information from the caller and retry the request.

A transactionIdentifier may be included in the rejection. If the request is to be retried, the transactionIdentifier should be included in any retry.

5.5 Terminating End Access Control

Access control at the terminating end consists of validating the information that is presented in the H.225.0 SETUP message and verifying that the call has been authorised by a trusted domain.

The ValidationToken, which is generated by the originating end BES, is passed to the originating H.323 entity in the AccessConfirm message, and to the terminating H.323 entity in the H.225.0 SETUP message. The terminating H.323 entity may self-validate this token, or pass it to its own BES for validation. The token validates the call detail information provided in the SETUP message and verifies the authorisation of the call.

5.5.1 ValidationRequest

The terminating endpoint may wish to validate the connection information that is presented in the H.225.0 SETUP message. It is possible to verify both the content of the SETUP request and the authorisation provided for the call, through cryptographic information provided in the AccessConfirm, and included in the SETUP message.

If the terminating endpoint, or its gatekeeper, cannot validate the call, they should send a ValidationRequest to their BES. The ValidationRequest message contains all of the verifiable information used to establish the call, plus the validationToken from the AccessConfirm. The callIdentifier, which is generated by the originating endpoint, and transactionIdentifier, which is generated by the originating BES, may be used to uniquely identify the call for reconciliation purposes.

5.5.2 ValidationConfirm

The ValidationConfirm message informs the requesting endpoint that the call is correctly authorised and that the endpoint may continue to process the call.

The BES may provide substitute destination information to be used to complete the call. This may be a translation of an E.164 number into a local dial string, such as: 14155551212 to 5551212 for local dialling.

The BES may request that the H.323 entity provide periodic usage information. This usage information may be requested at the start of the call, at the end of the call, or periodically throughout the call.

5.5.3 ValidationReject

The ValidationReject message declines to validate the information contained in the request. The requestor should decline the call, or seek validation from an alternative BESP.

5.6 Usage Reporting

Usage reporting is optional and may be performed by either or both endpoints, according to the business requirements. Usage reporting may also be suppressed for a call. The default for usage reporting is to provide a single UsageIndication at the end of the call.

The BES may request that no usage information be provided. This may happen when an unknown originator is being terminated through a trusted destination. In such a situation, the originator would be requested to provide no usage information, since the trusted destination would provide the required usage information.

The BES may request that usage information is provided periodically. It does this by setting the period element of the UsageRequest element in the AccessConfirm or ValidationConfirm messages. If periodic reporting is requested, usage reporting will also occur at the start, and end, of the call. If separate start and end reports are not specifically requested, they will have the same parameters as the periodic reports.

Usage information reported is cumulative, and each report includes all previous counts and times for that call. If an unacknowledged usage report exists, when a subsequent one is scheduled, the unacknowledged usage report may be discarded, but its request sequence number must not be reused.

The UsageReport element may also contain call quality information, if requested. Quality information may be recorded by the BES and may be used for a variety of purposes, such as in the billing process.

5.6.1 UsageIndication

The UsageIndication message may be sent to a BES by an H.323 entity. It contains call-related information plus usage and quality information requested by the BES.

Usage information is maintained by the H.323 entity until the BES confirms reception. The BES will respond with a UsageConfirm message with a matching request sequence number. If the BES has not acknowledged a previous report for the same call, the previous report may be discarded and replaced by a new report – there should not be a queue of usage reports for the same call.

5.6.2 UsageConfirm

The UsageConfirm message confirms reception and recording of the information in the UsageIndication message. Following receipt of this confirmation, the endpoint may discard the information.

5.6.3 UsageReject

The UsageReject message rejects the information. The endpoint should retain the information and resubmit it again at a later time, or seek an alternate server for the information. Unwanted information should be accepted and silently discarded by the BES.

If a BES is unable to accept wanted usage information, it may be rejected with a rejectReason of serviceCongested, and delay set to indicate when to resubmit the data. In this way, retries can be reduced when a BES is unable to service the usage volume presented.

5.7 Pricing Exchange

Pricing exchange may operate between H.323 entities and the BES or between the peer level BES of the same or different service providers.

Pricing exchange may be initiated by a PricingRequest, which specifies the nature of the pricing information desired. An empty PricingRequest is a request for all available pricing information.

The requested information is provided in the matching PricingConfirm. In response to an empty or general PricingRequest, the onRequest element may be set instead of the priceItem. In this case, a specific request should be made for the information. If neither onRequest, nor priceItem is set, the prefix is not serviced.

A PricingIndication message may be sent to indicate new or changed pricing information. If pricing information given out subsequently changes, or new prefixes become available, a PricingIndication may be sent. A PricingConfirm message is sent as acknowledgment of a PricingIndication.

5.7.1 PricingIndication

The PricingIndication is an unsolicited message that provides new or revised pricing information. Although it may be sent to any entity, it would ordinarily be sent only to those entities that have previously requested pricing information. It may contain the actual pricing, or onRequest may be set to indicate that new or revised pricing information is available for the prefix.

The PricingIndication should be acknowledged by a PricingConfirm message. Additional pricing information may need to be requested for prefixes with the onRequest element.

5.7.2 PricingRequest

The PricingRequest message is the means by which an entity discovers pricing information from other entities. If the PricingRequest contains no PriceRequestItem, all pricing information is requested.

When responding to an empty PricingRequest, onRequest may be set for served prefixes to indicate that pricing information is available and should be explicitly requested.

5.7.3 PricingConfirm

The PricingConfirm message is sent in response to either a PricingIndication or a PricingRequest message. When sent in response to a PricingIndication message, no PriceResponseItem elements are required.

Prefixes indicated may overlap to indicate different pricing structures for different sub-ranges within a range. For example, prefixes “1”, “1800”, and “1900” would indicate different pricing structures for the “1800” and “1900” sub-ranges within e.164 world zone 1.

If the request is general and the response voluminous, the serviced prefixes may be indicated with onRequest set instead of the priceItem. This may be the case if the request is for a single digit prefix, such as “1.” If each area code has separate pricing information, the response may indicate several prefixes, such as “12,” with onRequest. The requestor should then request pricing information for each such prefix required.

If neither onRequest nor priceItem are set, the prefix is not serviced. This would be the case where service is not available or not desired to a particular segment of numbers. For example, a prefix of “19” with no onRequest or priceItem would indicate that service to U.S. premium rate or pay-per-call services was not supported.

5.7.4 PricingReject

The PricingReject message signifies that the entity is either unable to accept the PricingIndication or is unable to provide the information requested in the PricingRequest.

6 Message Definition

This section contains definitions of the message structure and the information elements contained in the messages. The messages are defined first, in alphabetical order, followed by common elements, which are contained in several messages, and then definitions of compound elements.

6.1 AccessConfirm

The AccessConfirm message includes the following:

sourceInfo – possibly translated source information for inclusion in the H.225.0 SETUP message.

destInfo – translated destination information. Typically this is the transport address, for the destination endpoint, and additional destination information, such as the destination number to dial from the destination gateway.

validationToken – a token, generated by the authorisation server, which authenticates the connection information to the destination endpoint.

duration – an optional element which, if specified, indicates that the duration of the call is to be limited. It is expressed in seconds.

usageRequest – an optional field that specifies which usage information is required and when. If omitted, the endpoint is to send an usage report only at call termination containing the duration of the call and the local timestamp of call commencement.

transactionIdentifier – optional field that, if present, should be included with any subsequent messages for the same call.

6.2 AccessReject

The AccessReject message includes the following:

rejectReason – the reason for the rejection, which may take the following values:

· serviceUnavailable – this server is not providing the requested service.

· invalidEndpoint – the requesting endpoint does not have a valid relationship with this server.

· invalidUser – the server has been unable to identify or authenticate the caller information.

· invalidSource – the source information provided is either missing or invalid.

· invalidDestination – the destination information is either missing or invalid.

· unknown – access is refused for an unknown or non-specific reason.

transactionIdentifier – optional field that, if present, should be included with any subsequent messages for the same call.

6.3 AccessRequest

The AccessRequest message includes the following:

callIdentifier – the globally unique identifier generated by the originating endpoint.

userIdentifier – something that can be used to uniquely identify the user. It may be the caller or the service provider through which the call is made, or some other information.

userAuthenticator – something that can be used to authenticate the userIdentifier.

transactionIdentifier – optional field sourced from a previous AccessReject for the same call.

sourceInfo – information indicating the originator of the call. Corresponds to sourceAddress in the H.225.0 SETUP message.

destInfo – information pertaining to the required destination of the call. This may include QoS information, carrier selection, abbreviated dialling and other facilities in addition to the effective destination number.

6.4 NonStandardMessage

The NonStandardMessage message includes the following:

responseNotRequired – an optional element that indicates to the receiver that no response is required to this message. If omitted, the receiver should respond to this message with a NonStandardResponse message with the same requestSeqNum and endpointIdentifier.

6.5 NonStandardResponse

The NonStandardResponse message includes only common elements.

6.6 PricingConfirm

The PricingConfirm message includes the following:

priceResponseItem – when responding to a PricingRequest message, this element contains the pricing information requested, if available. When responding to a PricingIndication message, this element may be omitted. If the PricingRequest message contained no priceRequestItem for which this endpoint has information, the PricingConfirm message will contain no priceResponseItem.

6.7 PricingIndication

The PricingIndication message includes the following:

priceIndicationItem – this element contains pricing information for new and altered pricing.

6.8 PricingReject

The PricingReject message includes the following:

rejectReason the reason for the rejection, which may take the following values:

· serviceUnavailable – the sender does not support the requested service.

· invalidEndpoint – the endpoint does not have a valid relationship, or the information is not acceptable from this endpoint.

6.9 PricingRequest

The PricingRequest message includes the following:

priceRequestItem –prefixes for which pricing is requested. If omitted, all available prefix information is requested.

6.10 RequestInProgress

The RequestInProgress message includes the following:

delay – specifies the delay, in milliseconds, that an initiating entity shall wait before attempting a retry. The receivers retry timer should be reset, nominally to a value at least as large as delay. The responding entity may respond before this period expires.

6.11 ServiceConfirm

The ServiceConfirm message includes the following:

serviceAlternate – an optional list of alternate BES addresses to be used in the event that this BES becomes unavailable.

tokens – may contain data which identifies the responding entity.

cryptoTokens – may contain data which authenticates the responding entity.

6.12 ServiceReject

The ServiceReject message includes the following:

rejectReason – the reason for the rejection, which may include the following values:

· serviceUnavailable – this server is not providing the requested service.

· serviceRedirected – use one of the alternates listed in serviceAlternate.

· invalidEndpoint – the requestor is not recognised or their identity cannot be authenticated.

· unknown – service is refused for an unknown or non-specific reason.

serviceAlternate – address of alternate service providers, with which the requestor may try to establish a relationship.

6.13 ServiceRelease

The ServiceRelease message includes the following:

releaseReason – the reason for the release, which may take the following values:

· serviceUnavailable – service is being withdrawn.

· serviceRedirected – service is being redirected.

serviceAlternate – an optional list of alternate BES addresses.

6.14 ServiceRequest

The ServiceRequest message may include information in the elements defined under H.235.

tokens – may contain data which identifies the requestor.

cryptoTokens – may contain data which authenticates the requestor.

6.15 UnknownMessageResponse

The UnknownMessageResponse includes the following:

reason - the reason for the response, which may take the following values:

· unrecognizedMessage – the message is unrecognised.

· invalidMessage – the message in not valid at this time

6.16 UsageConfirm

The UsageConfirm message includes only common elements. It serves only to acknowledge reception of the UsageIndication message. 

6.17 UsageIndication

The UsageIndication message includes the following:

callIdentifier – the globally unique identifier generated by the originating endpoint.

transactionIdentifier – the BES transaction identification element for the call.

callStartTime – the local time and UTC offset of when the call connected. This is specified as a local time for caller information and reconciliation.

callEndTime – the local time and UTC offset of when the call terminated. This is specified as a local time for caller information and reconciliation.

sourceInfo – source information for the call.

destInfo – destination information for the call.

usageReport – call related usage and quality information.

6.18 UsageReject

The UsageReject message includes the following:

rejectReason – the reason for the rejection, which may include the following values:

· serviceUnavailable – this server is not providing the requested service.

· invalidEndpoint – the requestor is not recognised or their identity cannot be authenticated.

· serviceCongested – service is currently congested and the request should be retried after a delay.

· insufficientData – required data, e.g. callEndTime, was missing from the UsageIndication message. The usageIndication should be resubmitted with all requested information. The BES may record the incomplete information and update it on reception of the additional data.

delay – if present, suggests a delay, in seconds, after which the request should be retried.

6.19 ValidationConfirm

The ValidationConfirm message includes the following:

sourceInfo – an optional field that allows the source information to be modified by the BES.

destInfo – an optional field that allows destination information to be modified by the BES. This allows for the conversion of an E.164 number into a local number for dialling or for the call to be forwarded.

duration – an optional element which, if specified, indicates that the duration of the call is to be limited. It is expressed in seconds.

usageRequest – an optional field that specifies which usage information is required and when. If omitted, the endpoint is to send an usage report only at call termination containing the duration of the call and the local timestamp of call commencement.

6.20 ValidationReject

The ValidationReject message includes the following:

rejectReason – the reason for the rejection, which may include the following values:

· serviceUnavailable – this server is not providing the requested service.

· invalidEndpoint – the requestor is not recognised or their identity cannot be authenticated.

· invalidToken – the token cannot be validated.

· invalidSource – indicates that the source information is invalid, or is unable to be verified.

· invalidDestination – indicates that the destination information is invalid or is unable to be verified.

· unknown – validation is refused for an unknown or non-specific reason.

6.21 ValidationRequest

The ValidationRequest message includes the following:

transactionIdentifier – the BES transaction identification element for the call.

sourceInfo – source information from the SETUP message.

destInfo – destination information from the SETUP message.

validationToken – the validationToken contained in the AccessConfirm message from the originating BES.

6.22 Compound Elements

6.22.1 CommonMessageElements

requestSeqNum – a monotonically increasing integer which is generated by the requestor and returned by the responding entity. This field is relatively unique with respect to the originator, cycling periodically.

endpointIdentifier – a globally unique identifier for the endpoint initiating the request. This field is used to identify the endpoint. A suggested value is the node portion of the H.323/H.225.0 GloballyUniqueID.

protocolIdentifier – An Object Identifier which identifies the protocol and version in use.

nonStandardData – vendor specific extensions or proprietary information.

tokens – as per H.323/H.235.

cryptoTokens - as per H.323/H.235.

6.22.2 DestinationInformation

alias – alias address information for the destination.

destCallSignalAddress – transport address for call signalling.

6.22.3 PriceIndicationItem

e164DestinationPrefix – leading part of an e.164 address to which this item applies. Longer prefixes are more specific and may carry different pricing. A provider with a gateway in San Francisco may show a different (lower) rate for “1415” which is in the San Francisco area than for “1” which is world numbering zone 1 in general.

onRequest – an optional element that indicates that detailed pricing information exists, and may be explicitly requested for the prefix. 

priceItem – optional sequence of price items relating to the indicated destination. If omitted, receiver should invalidate any corresponding price information held and request the updated price information if required. If present, the receiver should update any price information held.

6.22.4 PriceRequestItem

e164DestinationPrefix – leading part of an e.164 address to which pricing information is requested.

6.22.5 PriceResponseItem

e164DestinationPrefix – leading part of an e.164 address to which this item applies.

onRequest – an optional element that indicates that detailed pricing information exists, and may be explicitly requested for the prefix.

priceItem – optional sequence of price items relating to the indicated destination. If omitted, receiver should recognise that no pricing information is available for this destination, which may be more specific than a destination for which pricing is available. 

6.22.6 PriceItem

validFrom – the date and time, in UTC, from which this information is valid.

validUntil - the date and time, in UTC, at which this information expires.

hoursFrom – the time of day, in UTC, when this rate starts.

hoursUntil – the time of day, in UTC, when this rate ends. It may be less than hoursFrom, indicating a rate which spans 0000.

currency – ISO-4217 currency designator.

currencyScale – the number of places to shift the implied decimal point to the left. When the currency is specified as USD, a currencyScale value of two would indicate that amount, in the PriceElement, is expressed in United States cents.

priceElement – an optional sequence of price elements which sum to effect the pricing.

priceFormula – an optional string, containing a pricing formula, as an alternate to the more structured price element.

6.22.7 PriceElement

amount – meter increment. The meter increments once for each quantum or part thereof.

quantum – number of units, or part thereof, for which amount applies. A value of 60, with units in seconds, indicates that the call is priced per minute or part thereof.

units – type of unit in which quantum is expressed:

· seconds – seconds of call duration.

· packets – packets transmitted or received.

· bytes – bytes transmitted or received.

· initial – an initial connect charge (flag-fall).

· minimum – a minimum call charge.

· maximum – a maximum call charge.

6.22.8 QualityInformation

quantity – a numeric measure, qualified by the units.

units – the units in which the quantity is expressed:

· seconds – seconds of media missing.

· milliSeconds – milliseconds of media missing.

· packetsIn – number of inbound packets missing.

· packetsOut – number of outbound packets missing.

· bytesIn – number of inbound bytes missing.

· bytesOut – number of outbound bytes missing.

· jitterIn – interarrival jitter on inbound packets.

· jitterOut – interarrival jitter on outbound packets.

6.22.9 ServiceAlternate

redirectionIsPermanent – a flag to indicate that service redirection is permanent, as opposed to temporary.

transportAddress – a sequence of transport addresses for alternate BES.

6.22.10 SourceInformation

alias – source alias information.

6.22.11 UsageInformation

seconds – elapsed time of the call. 

packetsIn – number of packets received.

packetsOut – number of packets transmitted.

bytesIn – number of bytes received.

bytesOut – number of bytes transmitted.

6.22.12 UsageReport

mediaType – the media channel data type for which the report is made. If omitted, the usage report applies to all usage channels not otherwise reported. May contain the codec used on the channel.

usageInformation – usage information for the indicated channel.

qualityInformation – quality information for the requested channel.

nonStandardData – non standard usage or quality information.

6.22.13 UsageRequest

when – this group determines when the information is requested as follows:

· never – no usage information is required.

· start – send usage information at call connection.

· end – send usage information at call termination.

· period – send usage information at the specified interval, in seconds.

what – this group determines what usage information is to be included in the requested UsageIndication.

· startTime – the time of call connection, as local time plus UTC offset.

· endTime – the time of call termination, as local time plus UTC offset.

· sourceInfo – the source information from the call connection.

· destInfo – the destination information from the call connection.

· unitSeconds – the duration of the call, in seconds.

· unitPktsIn – the number of inbound packets received.

· unitPktsOut – the number of outbound packets transmitted.

· unitBytesIn – the number of bytes received.

· unitBytesOut – the number of bytes transmitted.

· qualitySeconds – the amount of time missed due to lost/delayed media packets.

· qualityPktsIn – the number of inbound media packets lost/delayed.

· qualityPktsOut – the number of outbound media packets lost/delayed.

· qualityBytesIn– the number of inbound bytes lost/delayed.

· qualityBytesOut– the number of outbound bytes lost/delayed.

· qualityJitterIn – inbound interarrival jitter.

· qualityJitterOut – outbound interarrival jitter.

6.22.14 ValidationToken

validFrom – a UTC time stamp for the start of the period during which the token is valid.

validUntil – a UTC time stamp for the end of the period during which the token is valid.

tokens – information about the validation.

cryptoTokens – encrypted tokens. This may contain encrypted or signed information, or hashes for fields in the SETUP message.

integrityCheckValue – integrity check on the ValidationToken, as distinct from the messages in which it may be contained.

6.23 Basic Elements

The following elements are common to a number of messages and have the meaning shown here, unless a different meaning is indicated under the message in which they are contained:

E164Prefix – a sequence of patterns, which may match the leading characters in an E.164 telephone number.

transactionIdentifier – a globally unique identifier, generated by the BES, which identifies this call to the server. The transactionIdentifier is supplied in the AccessConfirm message and should be returned on all messages relating to the same call. It may contain a small amount of BES specific context information.

nonStandardParameter – vendor specific extensions or proprietary information.

LocalTimeStamp – the date and time, in the local time zone, plus the offset of the local time zone relative to UTC. The offset may be negative as in “19971123112755-0700”.

GlobalTimeStamp – the date and time in UTC as “19971123182755”.

ClearToken – as per H.323/H.235.

CryptoToken – as per H.323/H.235.

ICV - as per H.323 ICV

onRequest  - A provider may wish to provide service for a partial number range, and indicate that details are available on request. To provide service to world numbering zone 8, but indicate that no service is provided to “87” which is the Maritime Mobile Service, the following might be specified:

· PriceResponseItem 1

· E164Prefix = “8”

· onRequest

· PriceResponseItem 2

· E164Prefix = “87”

7 RAS Implications

The interaction between this protocol and the H.323 RAS protocol involves using RAS to carry certain information between the EP and the GK.

At this point, significant detrimental or other implications have not been identified.
8 Call Signalling Implications

The interaction between this protocol and the H.323 Call Signalling (Q.931) protocol involves using H.323 to carry certain information, such as the ValidationToken, between the originating and the terminating EP.

At this point, significant detrimental or other implications have not been identified.
9 Security

Security, which includes authentication, privacy, integrity and non-repudiation, is optional. Optional security capabilities are included within the protocol, but may be omitted, either because they are not required or, because they are provided externally. H.235 should be used where appropriate.

Services may be provided where a secure service relationship has not been established. A BES may elect to respond to a PricingRequest from an unknown requestor, if that accords with the policies of the BESP. This may be the case when bidding for business.

It is expected that a secure service relationship would be established before the BES issued an AccessConfirm. This may be on the basis of a ServiceRequest exchange, or a single-use relationship based on security information contained in the AccessRequest.

9.1 H.235

This protocol is intended to be used very much like the ITU-T H.323 RAS protocol and to be secured by the same mechanisms, derived from ITU-T H.235, which are used to secure RAS.

9.2 IPSEC

Where required, it is expected that messages will be carried over secure Internet connections, as defined in RFC 1825, “Security Architecture for the Internet Protocol” and utilise either or both of RFC-1826 “IP Authentication Header” (IA) and RFC-1827 “IP Encapsulating Security Protocol” (ESP).

 The complete protocol stack would thus include the following layers:

PRIVATE
BESTP

UDP

IP security (IA and/or ESP)

IP

Transmission media

10 Areas under Development and/or Enhancement

The following areas are not completely specified at this stage. The level of support in the protocol varies according to the area. 

10.1 Security

H.235 and H.323 security, are still under development. IPSEC is currently being revised, particularly with respect to key exchange and key management. As these standards develop, this protocol will be updated to reflect these changes.

One-shot, or single-use security based on information contained in the AccessRequest is for further study. This could be credit card details, or based on some form of secure electronic transaction technology.

10.2 ValidationToken

It is expected that the content and meaning of the ValidationToken will be subject to one or more interoperability agreements. Such agreements are the subject of further study.

10.3 Price Formula String

The format and content of the priceFormula element PriceItem is for further study. A possible use for the field would be “12 + 35 * seconds(60)” to indicate a 12 cent connection fee plus 35 cents per minute. Intrinsic variable and functions is for further study.

10.4 Inter-domain Pricing

Alternative pricing formulas and price comparison methods.

10.5 Comparison Pricing

When obtaining multiple prices to perform least-cost destination selection, pricing comparison can be difficult. A simple price per second is easiest to compare but does not allow for flexibility.

10.6 Billing and Settlement

Billing and Settlement is outside the scope of this document, but any requirements imposed by these may reflect on this protocol.

10.7 Other Functionality

10.7.1 Time Limited Calls

The ability for the BES at either end to specify that the call may be accepted, but that the time is limited. This is required for calls that are prepaid or credit limited in some other way.

10.7.2 IVR Recapture

The IVR server requires the ability to recapture the call for subsequent processing.

10.7.3 Message Injection

A need has been identified for the ability to inject messages into the audio stream for progress and disposition announcements and tones. One such use is to notify the caller of the impending disconnection of a time-limited call.

10.7.4 Fallback to Reliable Channel

A decision needs to be made as to when to use a reliable channel in place of the normal unreliable channel. This is most likely to occur in pricing, with large price lists; and usage information, with bulk transfers. For instances where the requestor knows that volume is large, such as large PricingIndication or bulk usage information, the requestor can open a reliable channel. Where the initiator expects a large response, such as an empty PricingRequest, again the initiator can open a reliable channel. For other large responses, perhaps a rejectReason code to indicate truncation of the response, to indicate the request should be reissued on a reliable channel.

10.7.5 Continuous Use of Reliable Channel

Where traffic volumes and conditions warrant, a reliable channel may be opened and kept open by the endpoints. This may be desirable for carrier-class gateways or gatekeepers.

11 Use Cases

Use cases help the reader conceptualise the use of the protocol under certain specified scenarios. The use case describes the scenario and then shows the associated protocol exchanges which are required to effect the described scenario.

In depicting the use cases, a number of alternative sets of option selection are frequently possible, depending on configurations of participants and information available at the time decisions are made. The use cases depicted here are only a few of the many paths through the protocol that might have been taken.

11.1 Basic Call – BES Aware GW

This use case assumes a gateway that supports the BEST protocol and a gatekeeper that does not. The gateway can perform its own information capture, authentication and authorisation. The gateway detects ring, answers the call, and interacts with the caller to derive identity and destination information and confirmation.

The gateway may perform data collection, and then perform authentication and authorisation through an external mechanism, such as a RADIUS server. In this case, the identification and authentication information presented to the BES, may be that of the ITSP. User accounting and billing may be performed by the ITSP through the RADIUS server. Inter-ITSP settlement, if required, is provided through the BESP.

The gateway may perform data collection, and then rely on the BES to provide authentication or authorisation. In this case, the collected data is provided to the BES, which authenticates the information and authorises the call. User accounting and billing may be provided by the BESP. Inter-ITSP settlement, if required, is provided through the BESP.

The gatekeeper plays no significant role in this use case, and is included to show where gatekeeper interactions may occur. It can be omitted if not required for other purposes. The gatekeeper may perform certain functions, such as bandwidth management, or address translation. However, since the BES can provide a destination transport address in the AccessConfirm, no gatekeeper intervention is required.

This use case picks up, after data collection and authentication processing, with the AccessRequest message to the BES. 
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In this use case, the AccessRequest from GW_A contains the ITSP userIdentifier and userAuthenticator, plus the destination number for the call. The BES_A validates the information and determines a destination gateway. It provides either an alias for or the transport address of the destination gateway (or gatekeeper for GRC) in the AccessConfirm. The BES_A may translate the number from a local dial string to an e.164 number (e.g. 001114155551212 in Sydney to 14155551212).

If there is a gatekeeper, the gateway exchanges H.323 ARQ/ACF with the gatekeeper. An alias may be provided by the BES, which may be translated into a transport address by the gatekeeper. The gatekeeper may use an LRQ (not shown) to a remote gatekeeper, for this purpose.

The SETUP and CALLPROCEEDING are standard H.225.0 except that the ValidationToken from the AccessConfirm is conveyed to the remote gateway.

The ValidationRequest contains the ValidationToken received in the SETUP message, along with the source and destination information. The BES_B validates the information and may translate the number into a local dial string (e.g. 14155551212 in San Francisco to 5551212, or 61294332374 in Sydney to 0294332374 in Penrith).

The call connects, continues and terminates. Each GW exchanges H.323 DRQ/DCF messages with its respective gatekeeper.

Each GW sends a UsageIndication to its respective BES and receives a corresponding UsageConfirm. Each BES records the usage information for subsequent settlement processing. The GW_A also sends RADIUS accounting information to its RADIUS accounting server for customer billing. 

11.2 Basic Call – BES Aware GW, No GK

This use case assumes a gateway that supports the BEST protocol and no gatekeeper. The gateway can perform its own information capture, authentication and authorisation. The gateway detects ring, answers the call, and interacts with the caller to derive identity and destination information and confirmation.

The gateway may perform authentication and authorisation through an external mechanism, such as a RADIUS server. In this case, the identification and authentication information presented to the BES, is that of the ITSP. User accounting and billing may be performed by the ITSP through the RADIUS server. Inter-ITSP settlement, if required, is provided through the BESP.

The gateway may perform data collection, but not provide authentication or authorisation. In this case, the collected data is provided to the BES which authenticates the information and authorises the call. User accounting and billing may be provided by the BESP. Inter-ITSP settlement, if required, is provided through the BESP.

This use case picks up, after data collection and authentication processing, with the AccessRequest message to the BES. 
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In this use case, the AccessRequest from GW_A contains the ITSP userIdentifier and userAuthenticator, plus the destination number for the call. The BES_A validates the information and determines a destination gateway. It provides the transport address of the destination gateway in the AccessConfirm. The BES_A may translate the number from a local dial string to an e.164 number (e.g. 001114155551212 in Sydney to 14155551212).

The SETUP and CALLPROCEEDING are standard H.225.0 except that the ValidationToken from the AccessConfirm is conveyed to the remote gateway.

The ValidationRequest contains the ValidationToken received in the SETUP message, along with the source and destination information. The BES_B validates the information and may translate the number into a local dial string (e.g. 14155551212 in San Francisco to 5551212, or 61294332374 in Sydney to 0294332374 in Penrith).

The call connects, continues and terminates, with one GW sending a ReleaseComplete.

Each GW sends a UsageIndication to its respective BES and receives a corresponding UsageConfirm. Each BES records the usage information for subsequent settlement processing. The GW_A also sends RADIUS accounting information to its RADIUS accounting server for customer billing. 

11.3 Basic Call – Price Comparison

This use case assumes a gateway that supports the BEST protocol and no gatekeeper. The gateway can perform its own information capture, authentication and authorisation. The gateway detects ring, answers the call, and interacts with the caller to derive identity and destination information and confirmation.

In this use case, the gateway has a number of BES with which it operates. These may be operated by different BESP. GW_A sends PricingRequest messages to each BES, collects responses, compares them, and selects the least cost respondent. GW_A then continues with the standard call by sending an AccessRequest message to the selected BES.

This use case picks up, after data collection and authentication processing, with the AccessRequest message to the BES. 
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After data collection, GW_A requests bids for its business from several BES. It compares the responses and selects a winner. The call proceeds with the selected BES.

In this use case, the AccessRequest from GW_A contains the ITSP userIdentifier and userAuthenticator, plus the destination number for the call. The BES_A validates the information and determines a destination gateway. It provides the transport address of the destination gateway in the AccessConfirm. The BES_A may translate the number from a local dial string to an e.164 number (e.g. 001114155551212 in Sydney to 14155551212).

The SETUP and CALLPROCEEDING are standard H.225.0 except that the ValidationToken from the AccessConfirm is conveyed to the remote gateway.

The ValidationRequest contains the ValidationToken received in the SETUP message, along with the source and destination information. The BES_B validates the information and may translate the number into a local dial string (e.g. 14155551212 in San Francisco to 5551212, or 61294332374 in Sydney to 0294332374 in Penrith).

The call connects, continues and terminates, with one GW sending a ReleaseComplete.

Each GW sends a UsageIndication to its respective BES and receives a corresponding UsageConfirm. Each BES records the usage information for subsequent settlement processing. The GW_A also sends RADIUS accounting information to its RADIUS accounting server for customer billing. 

11.4 Basic Call – BES Aware GK

This use case assumes that the gateway is not aware of the BEST protocol and a gatekeeper that is. The gateway can perform its own information capture, authentication and authorisation. The gateway detects ring, answers the call, and interacts with the caller to derive identity and destination information and confirmation. The gateway may perform authentication and authorisation through an external mechanism, such as a RADIUS server. User accounting and billing will be performed by the ITSP through the RADIUS server.

This use case picks up, after data collection and processing, with the AdmissionRequest message to the GK_A. The identification and authentication information presented to the BES in the AccessRequest is that of the ITSP.
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In this use case, the AdmissionRequest from GW_A contains the destination number for the call. GK_A sends an AccessRequest to BES_A giving the ITSP user information and the destination number. The BES_A validates the information and determines a destination gateway. It provides either an alias for or the transport address of the destination gateway (or gatekeeper for GRC) in the AccessConfirm. The BES_A may translate the number from a local dial string to an e.164 number (e.g. 001114155551212 in Sydney to 14155551212). The gatekeeper will resolve any alias addresses to a transport address before returning the ACF.

If the BES requested periodic reporting of usage information, the GK_A may request that the GW_A periodically send an IRR. The GK_A may also request H.225.0 Call Signalling PDUs be sent. Both of these requests are included with the ACF.

The SETUP and CALLPROCEEDING are standard H.225.0 except that the ValidationToken from the AccessConfirm is conveyed to the remote gateway. If the GW_A or GW_B is unable to carry the ValidationToken, the destination information in the SETUP may contain the TransactionIdentifier, which can be used by the BES_B to obtain confirmation.

The ValidationRequest contains the ValidationToken received in the SETUP message, along with the source and destination information. The BES_B validates the information and may translate the number into a local dial string (e.g. 14155551212 in San Francisco to 5551212, or 61294332374 in Sydney to 0294332374 in Penrith).

The call connects, continues and terminates. Each GW exchanges H.323 DRQ/DCF messages with its respective gatekeeper.

Both GK_A and GW_B send a UsageIndication to its respective BES and receive a corresponding UsageConfirm. Each BES records the usage information for subsequent settlement processing. The GW_A also sends RADIUS accounting information to its RADIUS accounting server for customer billing. 

11.5 Internal IVR – Iterative AccessRequest

This use case assumes that the gateway is aware of the BEST protocol and the gatekeeper is not. The gateway can perform its own information capture, but relies on the BES for authentication and authorisation. The gateway detects ring, answers the call, and interacts with the caller to derive identity and destination information and confirmation. The gateway performs the authentication and authorisation through an iterative mechanism with the BES.

This use case picks up, after ring, with the AccessRequest message to the BES. The identification and authentication information presented to the BES in the AccessRequest is null, as is the destination number. If the CLID is present and recognised by the BES, the BES may skip the invalidSource and invalidUser rejections and go straight to soliciting the destination number with invalidDestination.
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In this use case, the AdmissionRequest from GW_A contains no valid information. The AccessReject has a rejectReason of invalidSource, indicating that the origin of the call is not valid.

The GW_A solicits an account number from the caller and sends it as userIdentifier in the next AccessRequest. This is rejected with a rejectReason of invalidUser, indicating that user validation is required.

The GW_A solicits a PIN from the caller and sends it as userAuthenticator in the next AccessRequest. This is rejected with rejectReason set to invalidDestination, indicating that a destination telephone number is required.

The GW_A solicits for a destination number and sends it in destInfo. The information is now complete.

The call continues like the basic call.

11.6 External IVR

This use case assumes that the gateway in not aware of the BEST protocol and a gatekeeper that is. The gateway cannot perform its own information capture, authentication and authorisation. The gateway detects ring, answers the call, and through configuration, issues an ARQ to its gatekeeper. The gatekeeper directs the gateway to an external IVR server, by supplying the transport address of the IVR server in the ACF message it sends to GW_A.

The external IVR server appears to GW_A as a normal H.323 gateway. GW_A initiates a standard H.323 call to the destination transport address the gatekeeper gave it. The IVR server interacts with the caller by sending audio and accepting DTMF responses. By this means, the IVR server is able to derive identity and destination information and confirmation. The IVR server interacts with the BES, using the BEST protocol, to authenticate the information and authorise the call. The BES provides destination information to the IVR to forward the call.

This use case picks up, after call the call rings and is answered by GW_A.
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In this use case, the AdmissionRequest contains static information, which has been configured into the gateway. It may also contain the CLID in the source and DNIS in the destination information.

BES_A determines that this call should go to external IVR for data collection and provides the appropriate connection information to GK_A in the AccessConfirm. Since the IVR is non-chargeable, usage reporting is suppressed.

Information can be provided to the IVR in the SETUP destination alias information. In this way, the IVR sequence can be tailored by identifying the calling or called party. If the calling party is recognised by the CLID, the IVR may be told to skip identity solicitation and go straight to destination solicitation. The IVR may be told that the caller’s preferred language is Spanish or French. Conversely, if the DNIS is recognised, the IVR may commence with an appropriate announcement, say “Welcome to MegaCorp,” for example.

GW_A connects to the IVR and data collection proceeds under the control of the IVR. When data collection is complete, the IVR performs an AccessRequest with the information. The call is forwarded with the returned information.

GW_A tears down the first call and initiates a new call with the new information provided by the BES_A through its interaction with the IVR. During the RAS ARQ/ACF exchange, the BES_A may have another opportunity to affect the call, such as providing duration and usageRequest information to the GK_A.

The call proceeds like a basic call. If the call has been duration-limited by the BES, then GK_A will send a RAS DRQ message to the GW_A, at the appointed time, to terminate the call.

11.7 Call Forwarding

This use case assumes that, after a basic call has been connected, the called party forwards the call to another destination. A Facility message directs the originating end to transfer the call. Call disconnection proceeds normally, followed by a new call establishment, based on the old user and source information, and the new destination information provided in the Facility message.
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11.8 Call Follow-on

Call follow-on involves a caller being able to initiate a subsequent call, in the same session with the gateway, without having to enter identification and authentication information again.

This is a function of the gateway, which preserves this information and solicits new destination information from the caller. The gateway then issues a new AccessRequest, containing the preserved identification, authentication and source information, combined with the new destination information. The BES treats this as a new request, validating all information supplied, and processing the information in the context of the re-established identity of the caller.

As this is a gateway function, no specific BEST example is required.

11.9 Call Centre – BES Aware GW

This use case assumes a gateway that supports the BEST protocol and a gatekeeper that does not. The gateway can be configured to connect on recognition of the DNIS. The gateway detects ring, recognises the DNIS and issues the AccessRequest. The gateway may answer the call before sending the AccessRequest, after receiving the AccessConfirm, or even as late as after the CONNECT from the IVR.

This use case picks up, after ring, with the AccessRequest message to the BES. The identification and authentication information presented to the BES, is that of the ITSP.
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In this use case, the AccessRequest from GW_A contains the ITSP userIdentifier and userAuthenticator. The destination number for the call is the DNIS. The source information may contain the CLID. The BES_A validates the information and determines a destination gateway in the call centre to which the DNIS relates.

The call then proceeds like a basic call.

12 ASN.1 Syntax

--

-- BESTP Version 2.2.5

--

--<OBJECTID LONG>--

--

BES-MESSAGES DEFINITIONS AUTOMATIC TAGS ::=

BEGIN

IMPORTS


AliasAddress,


CallIdentifier,


GloballyUniqueID,


NonStandardParameter,


ProtocolIdentifier,


TransportAddress

  FROM H323-MESSAGES


ClearToken,


CryptoToken

  FROM H235-SECURITY-MESSAGES;

BESTP ::= SEQUENCE

{


common




CommonMessageElements,


body




BESTPMessageBody,


...

}

ABESTP ::= SEQUENCE

{

--
message




[PRIVATE 255] BESTP,


message




TYPE-IDENTIFIER.&Type (BESTP),


integrityCheckValue

ICV,


...

}

BESTPMessageBody ::= CHOICE

{


serviceRequest


ServiceRequest,


serviceConfirm


ServiceConfirm,


serviceRelease


ServiceRelease,


serviceReject


ServiceReject,


accessRequest


AccessRequest,


accessConfirm


AccessConfirm,


accessReject


AccessReject,


validationRequest

ValidationRequest,


validationConfirm

ValidationConfirm,


validationReject

ValidationReject,


usageIndication


UsageIndication,


usageConfirm


UsageConfirm,


usageReject



UsageReject,


pricingIndication

PricingIndication,


pricingRequest


PricingRequest,


pricingConfirm


PricingConfirm,


pricingReject


PricingReject,


requestInProgress

RequestInProgress,


nonStandardMessage

NonStandardMessage,


nonStandardResponse

NonStandardResponse,


unknownMessageResponse
UnknownMessageResponse,


...

}

--

-- Establish a relationship between the two endpoints

--

ServiceRequest ::= SEQUENCE

{


...

}

ServiceConfirm ::= SEQUENCE

{


serviceAlternate

ServiceAlternate OPTIONAL,


...

}

ServiceRelease ::= SEQUENCE

{


releaseReason


ServiceReleaseReason,


serviceAlternate

ServiceAlternate OPTIONAL,


...

}

ServiceReleaseReason ::= CHOICE

{


serviceUnavailable

NULL,


serviceRedirected

NULL,


...

}

ServiceReject ::= SEQUENCE

{


rejectReason


ServiceRejectReason,


serviceAlternate

ServiceAlternate OPTIONAL,


...

}

ServiceRejectReason ::= CHOICE

{


serviceUnavailable

NULL,


serviceRedirected

NULL,


invalidEndPoint


NULL,


unknown




NULL,


...

}

--

-- Authentication, Authorisation and Address Translation

--   (at originating end)

--

AccessRequest ::= SEQUENCE

{


callIdentifier


CallIdentifier,


userIdentifier


UserIdentifier,


userAuthenticator

UserAuthenticator OPTIONAL,


transactionIdentifier
TransactionIdentifier OPTIONAL,


sourceInfo



SEQUENCE OF SourceInformation OPTIONAL,


destInfo



SEQUENCE OF DestinationInformation OPTIONAL,


...

}

AccessConfirm ::= SEQUENCE

{


sourceInfo



SEQUENCE OF SourceInformation OPTIONAL,


destInfo



SEQUENCE OF DestinationInformation OPTIONAL,


validationToken


ValidationToken,


duration



INTEGER(0..4294967295) OPTIONAL,


usageRequest


SEQUENCE OF UsageRequest OPTIONAL,


transactionIdentifier
TransactionIdentifier,


...

}

AccessReject ::= SEQUENCE

{


rejectReason


AccessRejectReason,


transactionIdentifier
TransactionIdentifier OPTIONAL,


...

}

AccessRejectReason ::= CHOICE

{


serviceUnavailable

NULL,


invalidEndpoint


NULL,


invalidUser



NULL,


invalidSource


NULL,


invalidDestination

NULL,


unknown




NULL,


...

}

--

-- Authentication and Authorisation

--   (at terminating end)

--

ValidationRequest ::= SEQUENCE

{


callIdentifier


CallIdentifier,


transactionIdentifier
TransactionIdentifier,


sourceInfo



SEQUENCE OF SourceInformation OPTIONAL,


destInfo



SEQUENCE OF DestinationInformation OPTIONAL,


validationToken


ValidationToken,


...

}

ValidationConfirm ::= SEQUENCE

{


sourceInfo



SEQUENCE OF SourceInformation OPTIONAL,


destInfo



SEQUENCE OF DestinationInformation OPTIONAL,


duration



INTEGER(0..4294967295) OPTIONAL,


usageRequest


SEQUENCE OF UsageRequest OPTIONAL,


...

}

ValidationReject ::= SEQUENCE

{


rejectReason


ValidationRejectReason,


...

}

ValidationRejectReason ::= CHOICE

{


serviceUnavailable

NULL,


invalidEndpoint


NULL,


invalidToken


NULL,


invalidSource


NULL,


invalidDestination

NULL,


unknown




NULL,


...

}

--

-- UDR/CDR

--

UsageIndication ::= SEQUENCE

{


callIdentifier


CallIdentifier,


transactionIdentifier
TransactionIdentifier,


callStartTime


LocalTimeStamp OPTIONAL,


callEndTime



LocalTimeStamp OPTIONAL,


sourceInfo



SEQUENCE OF SourceInformation OPTIONAL,


destInfo



SEQUENCE OF DestinationInformation OPTIONAL,


usageReport



SEQUENCE OF UsageReport,


...

}

UsageConfirm ::= SEQUENCE

{


...

}

UsageReject ::= SEQUENCE

{


rejectReason


UsageRejectReason,


delay




INTEGER(1..65535) OPTIONAL,


...

}

UsageRejectReason ::= CHOICE

{


serviceUnavailable

NULL,


invalidEndpoint


NULL,


serviceCongested

NULL,


insufficientData

NULL,


...

}

--

-- Pricing Exchange

--

-- Unsolicited indication of new/changed pricing information

--

PricingIndication ::= SEQUENCE

{


priceIndicationItem

SEQUENCE OF PriceIndicationItem OPTIONAL,


...

}

--

-- Request for Pricing Information

--

PricingRequest ::= SEQUENCE

{


priceRequestItem

SEQUENCE OF PriceRequestItem OPTIONAL,


...

}

--

-- Solicited pricing information response

--

PricingConfirm ::= SEQUENCE

{


priceResponseItem

SEQUENCE OF PriceResponseItem OPTIONAL,


...

}

PricingReject ::= SEQUENCE

{


rejectReason


PricingRejectReason,


...

}

PricingRejectReason ::= CHOICE

{


serviceUnavailable

NULL,


invalidEndpoint


NULL,


...

}

--

-- Please hold (your call is important to us)

--

RequestInProgress ::= SEQUENCE

{


delay




INTEGER(1..65535),


...

}

--

-- Vendor Specific

--

NonStandardMessage ::= SEQUENCE

{


responseNotRequired

NULL OPTIONAL,


...

}

NonStandardResponse ::= SEQUENCE

{


...

}

UnknownMessageResponse ::= SEQUENCE

{


reason




UnknownMessageReason,


...

}

UnknownMessageReason ::= CHOICE

{


unrecognizedMessage

NULL,


invalidMessage


NULL,


...

}

--

-- Common Elements

--

-- E164Prefix is "1,52,53"

E164Prefix ::= IA5String(SIZE(1..256)) (FROM("0123456789#*,")) --<UNBOUNDED>--

-- EndpointIdentifier is like the "node" portion of GloballyUniqueID 

EndpointIdentifier ::= OCTET STRING (SIZE(6))

-- Date and Time in UTC

-- is GeneralizedTime as "YYYYMoDDHHMiSS" = "19980630120627"

GlobalTimeStamp ::= IA5String (SIZE(14)) --<UNBOUNDED>--
-- as "YYYYMoDDHHMiSS" 

-- Date and Time as local +/- UTC offeset

-- is GeneralizedTime as "YYYYMoDDHHMiSSsHHMi" = "19980630070627-0500"

LocalTimeStamp ::= IA5String (SIZE(19)) --<UNBOUNDED>--
-- as "YYYYMoDDHHMiSS+HHMi"

ICV ::= SEQUENCE

{


algorithOID



OBJECT IDENTIFIER,


icv





BIT STRING

}

TransactionIdentifier ::= SEQUENCE

{


guid




GloballyUniqueID,


serverData



OCTET STRING OPTIONAL,


...

}

UserIdentifier ::= ClearToken

UserAuthenticator ::= CryptoToken

--

-- Compound Elements

--

-- MediaType is the Media Type

MediaType ::= CHOICE

{


nonStandard



NonStandardParameter,


genericMedia


NULL,
-- not specified


audioData CHOICE


{



nonStandard


NonStandardParameter,



genericAudio

NULL,
-- not specified



g711



NULL,



g722



NULL,



g7231



NULL,



g728



NULL,



g729



NULL,



is11172audio

NULL,



...


},


videoData CHOICE


{



nonStandard


NonStandardParameter,



genericVideo

NULL,
-- not specified



h261



NULL,



h262



NULL,



h263



NULL,



is11172video

NULL,



...


},


data CHOICE


{



nonStandard


NonStandardParameter,



genericData


NULL,
-- not specified



t120



NULL,



userData


NULL,



faxData



NULL,



...


},


...

}

DestinationInformation ::= CHOICE

{


alias




AliasAddress,


destCallSignalAddress
TransportAddress,


...

}

PriceIndicationItem ::= SEQUENCE

{


e164DestinationPrefix
E164Prefix,


onRequest



NULL OPTIONAL,




-- PoA


priceItem



SEQUENCE OF PriceItem OPTIONAL,


...

}

PriceRequestItem ::=SEQUENCE

{


e164DestinationPrefix
E164Prefix,


...

}

PriceResponseItem ::= SEQUENCE

{


e164DestinationPrefix
E164Prefix,


onRequest



NULL OPTIONAL,




-- PoA


priceItem



SEQUENCE OF PriceItem OPTIONAL,


...

}

PriceItem ::= SEQUENCE

{


validFrom



GlobalTimeStamp OPTIONAL,


validUntil



GlobalTimeStamp OPTIONAL,


hoursFrom



IA5String (SIZE(6)) --<UNBOUNDED>-- OPTIONAL,
-- "HHMMSS" UTC


hoursUntil



IA5String (SIZE(6)) --<UNBOUNDED>-- OPTIONAL,
-- "HHMMSS" UTC


currency



IA5String (SIZE(3)) --<UNBOUNDED>--,

-- "USD"


currencyScale


INTEGER(-127..127),


priceElement


SEQUENCE OF PriceElement OPTIONAL,


priceFormula


IA5String (SIZE(1..2048)) --<UNBOUNDED>-- OPTIONAL,


...

}

PriceElement ::= SEQUENCE

{


amount




INTEGER(0..4294967295), -- meter increment


quantum




INTEGER(0..4294967295), -- each or part thereof


units CHOICE


{



seconds



NULL,



packets



NULL,



bytes



NULL,



initial



NULL,



minimum



NULL,



maximum



NULL,



...


},


...

}

QualityInformation ::= SEQUENCE

{


seconds



INTEGER (0..4294967295) OPTIONAL,


milliSeconds

INTEGER (0..4294967295) OPTIONAL,


packetsIn


INTEGER (0..4294967295) OPTIONAL,


packetsOut


INTEGER (0..4294967295) OPTIONAL,


bytesIn



INTEGER (0..4294967295) OPTIONAL,


bytesOut


INTEGER (0..4294967295) OPTIONAL,


jitterIn


INTEGER (0..4294967295) OPTIONAL,


jitterOut


INTEGER (0..4294967295) OPTIONAL,


...

}

ServiceAlternate ::= SEQUENCE

{


redirectionIsPermanent
NULL OPTIONAL,


transportAddress

SEQUENCE OF TransportAddress,


...

}

SourceInformation ::= CHOICE

{


alias




AliasAddress,


...

}

UsageInformation ::= SEQUENCE

{


seconds



INTEGER(0..4294967295) OPTIONAL,


packetsIn


INTEGER(0..4294967295) OPTIONAL,


packetsOut


INTEGER(0..4294967295) OPTIONAL,


bytesIn



INTEGER(0..4294967295) OPTIONAL,


bytesOut


INTEGER(0..4294967295) OPTIONAL,


...

}

UsageReport ::= SEQUENCE

{


mediaType



MediaType OPTIONAL,



usageInfo



UsageInformation,


qualityInfo



QualityInformation OPTIONAL,


nonStandardData


NonStandardParameter OPTIONAL,


...

}

UsageRequest ::= SEQUENCE

{


when SEQUENCE


{



never



NULL OPTIONAL,


-- not the default



start



NULL OPTIONAL,



end




NULL OPTIONAL,



period



INTEGER(1..65535) OPTIONAL,



...


},


what SEQUENCE


{



startTime


BOOLEAN,



endTime



BOOLEAN,



sourceInfo


BOOLEAN,



destInfo


BOOLEAN,



unitSeconds


BOOLEAN,



unitPktsIn


BOOLEAN,



unitPktsOut


BOOLEAN,



unitBytesIn


BOOLEAN,



unitBytesOut

BOOLEAN,



qualitySeconds

BOOLEAN,



qualityPktsIn

BOOLEAN,



qualityPktsOut

BOOLEAN,



qualityBytesIn

BOOLEAN,



qualityBytesOut

BOOLEAN,



qualityJitterIn

BOOLEAN,



qualityJitterOut
BOOLEAN,



...


} OPTIONAL,


...

}

ValidationToken ::= SEQUENCE

{


validFrom



GlobalTimeStamp,


validUntil



GlobalTimeStamp,


nonStandardData


NonStandardParameter OPTIONAL,


tokens




SEQUENCE OF ClearToken OPTIONAL,


cryptoTokens


SEQUENCE OF CryptoToken OPTIONAL,


integrityCheckValue

ICV OPTIONAL,


...

}

CommonMessageElements ::= SEQUENCE

{


requestSeqNum


INTEGER(1..65535),


endpointIdentifier

EndpointIdentifier,


protocolIdentifier

ProtocolIdentifier,


nonStandardData


NonStandardParameter OPTIONAL,


tokens




SEQUENCE OF ClearToken OPTIONAL,


cryptoTokens


SEQUENCE OF CryptoToken OPTIONAL,


...

}

END
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