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1	Decision/action requested


We propose to incorporate the appropriate parts of the following text into two documents. (1) A laison to the experts of SG16 and (2) DTS02002.


2	References


[1] draft-taylor-IPDC-rqts-00.txt (September, 1998)  Requirements for a telephony gateway device control protocol.





[2] H.245v4 (September, 1998)  Control Protocol For Multimedia Communication


X	Requirements Across Reference Point N


X.1	Introduction


Reference Point N designates the information flows required for control of a Media Gateway in a decomposed H.323 Gateway.   This section documents the requirements on a device control interface operating through Reference Point N.





There is a strong causal relationship between H.245 signalling and device control messages.  The detailed content required in device control messages in a decomposed H.323 Gateway derives in large part from the potential content of  the associated H.245 signalling.





X.2	Functions To Be Supported


Device control consists of four functions:





Creation, modification, and deletion of media stream connections across the Media Gateway.





Specification of the transformations to be applied to media streams as they pass through  the Media Gateway, both initially as connections are created and subsequent to the creation of the connection.





Requests to the Media Gateway to insert content (tones and announcements) into media streams, either on direct orders from the controller or beginning and ending with the detection of specified events within the Media Gateway itself.





Requests to the Media Gateway to report and possibly to take specified actions upon detection of specified events within the media streams.





As a general requirement, the device control protocol shall allow the Media Gateway to indicate to the controller whenever some or all of a request cannot be executed.  It shall be possible for the Media Gateway to indicate the general nature of the problem and to provide further details, possibly including proprietary content.





X.2.1	Connection Control





On the packet side, H.245 can request connection either to a pure packet network or to an ATM virtual circuit (H.323 Annex C operation).  The connection mode may be unicast or multicast, or a connection may be inactive.  Typically connections are specified unidirectionally, but may be specified in both directions at once.  On internet connections, both IPv4 and IPv6 are supported.  H.245 contains parameters which must be passed on to the transport network to select transport QOS.  H.245 sets up both an RTP and an optional RTCP connection in each direction.





On the circuit side, SS7 requires the ability to perform a loopback for continuity testing.  This requirement applies especially to loopback through a circuit at the edge of the Media Gateway (path 1 in Figure 1), but as Figure 1 shows, four different types of loopback are possible.
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Figure 1: Possible Types Of Loopback





Abstracting from this, the device control interface shall support the following capabilities for connection control:





Ability to identify the IP, ATM, and/or circuit connection end-points involved in a connection.   On the packet side, end-point descriptions shall reflect the content of the networkAddress portion of the H.245 NetworkAccessParameters type.  On the circuit side, it shall be possible to designate circuits using a hierarchical identifier construct. 





It must be possible to wildcard the low-order portion of the endpoint identifier (i.e. the port number for an IP transport address or the low-order term of a circuit identifier), with the intent that Media Gateway shall select an idle endpoint instance and return its full identity to the controller. 





Ability to request the selection of ports for both RTP and RTCP reception on the packet side.





Ability to specify unicast or multicast propagation of the media stream on the network side.





Ability to specify the QOS parameters applicable on the packet side of a media stream connection.





Ability to monitor QOS statistics for an established connection, or at least the accumulated statistics for each connection as it is taken down.





Ability for the Media Gateway to autonomously report if the QOS on a given connection has fallen below a specified value.





Ability to support circuit-to-circuit connections (the case of circuit-side fallback when the packet side is congested).





Ability to support at least the circuit-side loopbacks needed for SS7 continuity testing.





X.2.2	Media stream transformations





This section has to do with the "steady-state" characteristics of the media streams.  Again beginning with the packet side, H.245 specifies the RTP payload type to be used for a given media stream.  The device control protocol shall permit the payload type to be transmitted onward to the Media Gateway.  The device control protocol shall also allow the controller to pass explicit designation of the codec, packetization interval, and jitter buffer size for each media stream.





In some cases, it will be necessary to specify the coding information on both sides of the connection.  This will be true for a packet-to-packet connection, and could happen if the coding on the circuit side varies on a per-call basis (e.g. because bearer capacity varies between 56kbs and 64kbs depending on which facilities the call has passed through along the way).





In addition to RTP payload type, H.245 can specify whether silence suppression is to be used.  Moreover, the Media Gateway may be the point at which encryption is applied because the subscriber has requested confidentiality service across the packet network.  For GSM codecs, H.245 signals whether comfort noise is to be generated during silent periods.  On the packet side, echo cancellation may be applied on a per-call basis.  The device control protocol shall be able to pass all of this information on to the Media Gateway.





Typically much of this information must be specified at the same time that the connection is created.  The device control protocol shall allow for this possibility.  However, it shall also be possible to change media handling instructions for an already-existing connection, in response, for instance, to an H.245 FlowControlCommand.





A final requirement relating to media processing is that the device control protocol shall support requests to initiate or terminate lawful interception of the content of a specified media stream.











X.2.3	Content Insertion





The requirement to play out one or more tones in a specified direction (usually toward the circuit side) occurs for almost all media stream connections.  Occasionally it may be necessary to play out a Media-Gateway-resident announcement.  These actions are triggered by call processing rather than H.245 signalling.  The device control protocol shall support the ability to request the playing of a specific tone or announcement at any point during the life of a connection.





To reduce the messaging and other processing burden on the controller and improve response times, it is highly desirable that the device control protocol go beyond requests to start and stop the playing of specified announcements or tones, to support at a minimum the specification of the conditions under which playout should stop.  For example, a prompting tone or announcement should stop when incoming DTMF is detected, without the need to report that event to the controller and receive another instruction stopping the playout.  This capability is a subset of the general requirement for the controller to be able to program the Media Gateway to detect and react to specific events associated with specific connections.





The device control protocol shall also support the ability to request muting of a media stream in a specified direction.





 


X.2.4	Event Catching





Even the narrowest definition of the scope of device control within the context of H.323 Gateway decomposition requires the ability to instruct the Media Gateway to detect and act upon specified events.  As a particular example, once the call has been established, the controller must tell the Media Gateway to begin listening for DTMF on the circuit side, report any digits detected, and remove the DTMF from the stream as it is passed to the packet side.  This is an example where H.245 signalling (userInputIndication messages) will occur as a consequence of device control messages rather than the reverse.





The complete device control repertoire of events to be detected and actions to be taken as a result is for further study.  The main difficulty is to distinguish between device control and circuit-side signalling (Reference Point J) requirements.





X.3	Other Requirements


X.3.1	Modularity and Extensibility





It is essential that the protocol for device control be both modular and extensible.  Many uses are envisioned for this protocol, going beyond its implemetation of an interface across Reference Point N.  To begin with, the protocol may also be used to implement at least part of Reference Point J circuit-side signalling transport interface, particularly where MF or R2 is being used.  Beyond that, it will probably be extended to handle Network Access Server (NAS) operation, where circuits must be connected to modems either unconditionally or upon detection of a modem tone.  One further example is possible use to control a line-terminating Media Gateway.  These are just three examples of potential extensions.





However, not all implementations may wish to support all of the possible extensions.  Thus the protocol shall be modular, permitting light-weight implementations for specialized tasks where processing resources are constrained.  It is desirable that the protocol provide the means whereby a controller can determine the capabilities supported by a particular Media Gateway.








X.3.2	Resource Management





The device control protocol shall provide the means for the controller to determine resource availability within the Media Gateway, particularly upon startup but also possibly during regular operation.  The means by which remaining capacity is quantified is for further study.





It shall be possible for the Media Gateway to indicate to the controller that it lacks sufficient resources to carry out a given command.





It shall be possible for the controller to audit the commitment of resources to connections, to ensure that all commitments are valid.  It shall further be possible for the controller to order that specific resource assignments be cleared if it finds that they are invalid.





It shall be possible for the Media Gateway to report changes in operational status of significant resources from in-service to out-of-service and vice versa.  This is especially required for transmission facilities terminating on the Media Gateway.





X.3.3	Control Session Management





The device control protocol shall provide the means to start up and take down a control session between a specific controller and a specific Media Gateway.  The ability for two controllers to make requests to the same Media Gateway at the same time is NOT a requirement.  However, it shall be possible for a Media Gateway to establish a control session with an alternate controller if its primary controller becomes unavailable.  It shall also be possible to for a Media Gateway to establish an inactive control session with a standby controller.  Control switchovers should occur without loss of connections already made within the Media Gateway.  Means should be provided for the new controller to request a reset of all connections if it is unable to recover the existing connection states.





It shall be possible for either the Media Gateway or the controller to detect loss of contact with the other party to the control session within a configurable time of the order of ten seconds or less.  The appropriate actions to take upon detection of loss of contact are for further study.





X.3.4	Control Session Security





The device control protocol shall provide the means for mutual authentication at the start of a control session, and for preservation of the integrity and confidentiality of control messages once the session has started.
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