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Introduction:

An important group of failure scenarios are a wide range of system failures due to malicious attack on an IP Telephony system.  Like all Internet applications, H.323 compliant systems can be vulnerable to hacker exploits.  These attacks need to be detected and the appropriate response mechanisms must be in place to recover from the effects of the attacks.  Intrusion detection systems are commercially available to help isolate a number of attacks and alert operators and systems administrators.  Although intrusion detection technology has improved over the past several years, automated response is still a difficult matter and specific recovery modes specific to each application must be designed and developed by the experts.  

We will examine this class of failure scenarios in the context of H.323 security work.  ETSI TIPHON is currently working on a threat analysis of the TIPHON architecture [1].  This architecture contains H.323 components as well as PSTN components (see sample scenario figure 1).  Our analysis of this class of failure scenarios should incorporate the TIPHON threat analysis work and not attempt to duplicate it.

Discussion:

Threat Analysis

This discussion is taken from the TIPHON Threat Analysis document.  The following is a high level list of threats to an IP Telephony system from TIPHON [1]: 

· Denial of service
An entity fails to perform its function or prevents other entities from performing their functions.


D.1
Denial of Service on Network Elements


D.2
Denial of Services

· Eavesdropping
A breach of confidentiality by unauthorized monitoring of communication.


E.1
Eavesdropping of H.323 terminal IDs (the use of the terminal ID has to be checked)


E.2
Eavesdropping of call setup information (e.g. calling and called ID)


E.3
Eavesdropping of routing information


E.4
Eavesdropping of user access authentication data (e.g. for subsequent use)


E.5
Eavesdropping of data exchanged in the subscription registration process


E.6
Eavesdropping of content of communication


E.7
Eavesdropping of network element IDs


E.8
Eavesdropping of service authentication data (i.e. part of content of       communication)


E.9
Eavesdropping of network element authentication data

· Masquerade ("spoofing")
The pretence of an entity to be a different entity. This may be a basis for other threats like unauthorized access or forgery.


Ma.1
Masquerade as known user


Ma.2
Masquerade as unknown user


Ma.3
Masquerade as known network element


Ma.4
Masquerade as unknown network element


Ma.5
Masquerade as known service provider


Ma.6
Masquerade as unknown service provider

· Modification of information

The integrity of data (transferred) is compromised by unauthorized deletion, insertion, modification, reordering, replay or delay.


Mo.1
Modification of H.323 terminal IDs


Mo.2
Modification of call setup information (e.g. calling and called ID)


Mo.3
Modification of routing information


Mo.4
Modification of user access authentication data (e.g. for subsequent use)


Mo.5
Modification of data exchanged in the subscription registration process


Mo.6
Modification of content of communication


Mo.7
Modification of network element IDs


Mo.8
Modification of service authentication data (i.e. part of content of      communication)


Mo.9
Modification of network element authentication data


Mo.10 Modification of billing data

· Unauthorized access
An entity accesses data in violation to the security policy in force.


U.1
Unauthorized access to a network element


  U.2
Unauthorized access to a service element

Countermeasures:

TIHPON is working on recommendations for countermeasures to these threats.  When this set of guidelines becomes available, we need to adopt them as part of our robustness effort.
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Figure 1: Sample Scenario Architecture picture of components vulnerable to malicious attack:

Conclusions:

1. We need to follow the TIPHON threat analysis work and incorporate its recommendations for countermeasures into our robustness effort.  

2. The adoption of countermeasures is necessary but not sufficient to return the system to a normal operational state if the malicious attack has been partially or fully successful.  The robustness group needs to design appropriate recovery mechanisms to return the system to an operational state in the aftermath of an attack.
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