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Introduction

Security is a major concern for deployment of videoconference in a LAN or in an Intranet. For the time being, there is still some reluctance to allow connections from  the "outside word" into an Intranet. This is eventually the case for H.320 terminals via gateways since the LAN manager doesn't trust external connections into "his" LAN or Intranet.

Some LAN managers would accept external connections if the incoming ISDN calls are restricted to a list under his control. This proposal describes means to provide this feature with some amendments to the Recommendations H.323 and H.225.

ISDN Calling Party Numbers

A ISDN user has generally is aware of a single number while a PABX uses 2 ISDN Calling Party Numbers :

· Calling Party Numbers N° 2

· Calling Party Numbers N° 1

The Calling Party Numbers N° 2 is generally the number allocated to the operator or the IVR of the private company. This number is often checked by the network operator. For this reason, this number is can be considered as reliable when received in a incoming calls in many countries. 

The Calling Party Numbers N° 1 is allocated to the telephone sets or the ISDN terminals by the operator of the PABX. For most of the PABX, this number cannot modified by the user. However, a few PABX allow the end user to modify the number. In this case, the Called Party number is wrong in an incoming call. As a matter of fact, Calling Party number 1 is often used for Calling Line Identifier Presentation (CLIP) and Calling Line Identifier Restriction (CLIR).

Gateway and ISDN Calling Party Numbers

The current text of the Recommendations H.323 and H.225 (including draft v4) refers to Q.931 and mention the Calling Party Number. This cross references is not explicit about the 2 ISDN Calling Party Numbers. In fact, more information is available in Q.951. As a consequence, current implementations transmit the Calling Party Numbers N° 1 to the gatekeeper. 

However, ITU-T Recommendation H.246 Annex C allows for transmission of the 2 numbers. 

Since H.246 allows for transmission of both ISDN Calling Party Numbers, we should have consistent protocol in the revised H.225. In order to provide backwards compatibility, Calling Party Number N° 1 and N° 2 should be explicitly mentioned.

By means of a basic test on the 2 numbers, a manufacturer can implement access control on gatekeepers to accept or reject incoming calls from a H.320-H.323 gateway into a Intranet.

Conclusion

The document introduced a easy way to implement an admission control of H.320 calls via a gateway.
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