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Summary
This contribution proposes to revise some texts and diagrams of insufficient parts of the current [ITU-T HTSP.CONF-H721].  
1 Discussion
There have been some debatable/editorial points on current HTSP.CONF-H721 yet. This contribution aims to mainly revise security descriptions of HTSP.CONF-H721.
Firstly, current diagram of a security test bed of HTSP.CONF-H721 uses some names of functions which are not defined by H.721 and Y.1910.  It is therefore necessary to replace the names with proper terms of H.721 and Y.1910.  

Secondly, test cases and a test bed for IPTV basic services are missing.  Test functionalities and their relations can be written by using example with the security test bed already described.

Thirdly, current clause of security tests seems to be redundant because of separation between descriptions for Linear TV services and ones for VOD services.  Almost all texts are duplicated; therefore, the texts and diagrams can be organized in order to enhance readability of the document.

Lastly, this contribution regrettably suggests that it is difficult to treat details of test procedures for security conformity. There are many implementations provided by the security venders, and conformity on PKI itself would be out of the scope of Q13/16 works.  Hence, additions of general test requirements are proposed as descriptions of security procedures.
2 Proposal
2.1 Addition of test scenarios
Texts of test scenarios are missing.  Test scenarios of CONF-H.721 are both Linear TV and VoD with/without security mechanisms.  Proposed texts are as follows:
Start proposed texts

5.3 Test scenarios 
Linear TV and VOD are treated as basic IPTV services in [ITU-T H.721] according to [b_ITU-T Y.Sup5]; therefore, these two services are appropriate as test cases.  In addition, testing for security requirements are also checked based on the two services.

 Hence, the following variety of test cases for conformatnce testing are independently possible:

· Case 1: Linear TV services without SCP functionalities (ex. authentication, authorization and content protection);
· Case 2: VoD services without SCP functionalities;
· Case 3: SCP functionalities for Linear TV;
· Case 4: SCP functionalities for VoD.
End proposed texts

2.2 New diagram and texts of a test bed for basic IPTV services
Next diagram shows the functionalities for testing conformities of basic IPTV service features. Functions of “Service and Application Discovery and Selection (SADS)” and “Content Delivery” are out of the targets of testing; however, these are necessary to check the features of the services (e.g., an availability of content selection itself is one of the check items).
Start proposed diagram

5.4.1 Test bed for testing basic IPTV services
A test environment consists of (1) a test system which provides communication capabilities in order to provide Linear TV and/or VoD services, and (2) an IPTV terminal device as implementation under test (IUT).  
The test system in this Recommendation is required to be equipped with:

· Service and Application Discovery and Selection (SADS) functionalities:
· Service discovery: this is not a target of this Recommendation; however, this functionality is required as preparation of testing.  For details, see [ITU-T H.770] and [b-HTSP.CONF-H770].
· Content selection: the servers and the IPTV terminal device may provide a way of content navigation (ex. Web-based browsing, a resident application such as EPG/ECG).
· Content delivery functionalities: Linear TV and/or VoD servers according to the test cases;

Note: A Linear TV server is named as Linear TV application, a VoD server is named as On-demand application in Figure 5.4.1.1-1 accordingly according to [ITU-T H.721]:
· Presentation functionalities: Test contents is displayed on the IPTV terminal devices;
· Network functionalities: a unicast network for VoD services and/or multicast network for Linear TV services.  IPv4 and/or IPv6 shall be selected based on the specification of the IPTV terminal device;

·  Other network protocols being required for IPTV services (ex. DNS, DHCP) must be provided by this functionalities.
· Conformance log generator: watch the communication between the test system and the IPTV terminal device, and generate the log (e.g., packet capturing software).
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Figure 5.4.1.1-1 Test bed for basic IPTV services
Preceding the conformance testing, the specifications of the test environment shall be shown to the IUT suppliers or implementers (e.g., software product xyz ver. 1.2.1 as HTTP server) [ITU-T X.291].
End proposed diagram
2.3 Additions of a test procedures for basic IPTV services
Next diagram shows the functionalities for testing conformities of basic IPTV service features. Functions of “Service and Application Discovery and Selection (SADS)” and “Content Delivery” are out of the targets of testing; however, these are necessary to check the features of the services (e.g., an availability of content selection itself is one of the check items).
Start proposed texts

6.8
Procedure to test basic IPTV services
Functionalities regarding basic IPTV services (i.e. Linear TV and VoD) that claims conformance with base specifications shall pass the following normative test as observation of behaviors of an IPTV terminal devices:
Advance Preparation:
1) Detailed specifications which are difficult to be measured or to be observed (ex. Media decoding formats) through a testing should be filled in check-lists.
2) Ingest the video and audio contents to the test system, set a network environment for testing;
3) A test IPTV terminal device connects to the test system over an IP network *1;

4) The test IPTV terminal device executes service discovery processes *2;

Testing:
5) The test IPTV terminal device acquires a list of contents over an IP network and select a content;

6) The test IPTV terminal device acquires the contents  over an IP network and display the content *3;
7) Test pass if the IPTV terminal device successes steps 1), 5) and 6) according to the check-lists *4:

NOTE 1 - Details of network attachment specifications are out of scope of this Recommendation.

NOTE 2 - Details of service discovery specifications are out of scope of this Recommendation. For details, see [ITU-T H.770].
NOTE 3 - the order of step 5) and 6) can be exchanged based on the content selection mechanisms implemented in the IPTV terminal devices.

NOTE 4 - Conformance log shall be recorded and checked through steps 5) and 6).
End proposed text
2.4 Updated diagram of a test bed for security testing
This diagram uses just only terms defined by H.721. An AV output interface is added for testing protection of analog outputs. 
Start proposed diagram

A test environment consists of (1) a test system which provides communication and security capabilities in order to provide Linear TV and/or VoD services, and (2) an IPTV terminal device as implementation under test (IUT).  

The test system in this Recommendation is required to be equipped with:
· All functionalities mentioned in sub-clause 5.4.1;
· Service and content protection (SCP) functionalities
· Service protection functionalities: the server and the IPTV terminal device provide authentication and authorization for the services;
· Certificates for mutual authentication in a PKI manner have to be treated appropriately in these functionalities
· Content revocation list (CRL) functionalities: the server and the IPTV terminal device can control of expiration of the rights of service consumption.
· Content protection functionalities: the servers and the IPTV terminal device provide a way of content protection.
NOTE: Multiple keys are handled when SCP functionalities are implemented (ex. work key, scramble key). Details of key hierarchy and its management are out of the scope of this document.
[image: image2.wmf]Test system

SCP Functions

Network

(

unicast

/multicast)

IUT

Content Delivery 

Functions 

Rights and Keys

Encrypted

Content

Content Deliver 

Client

SCP Clients

Conformance

log 

generator

CRL

Service 

Protection

client

Content 

Protection

Client

Service 

Protection

Content 

Protection

CRL

Management

Usage Request

Authentication

AV 

Output

IPTV Application 

Functions 

IPTV Application 

Clients 

Service Request


Figure 5.4.2.1-1 Test bed for basic IPTV services
Preceding the conformance testing, the specifications of the test environment shall be shown to the IUT suppliers or implementers (e.g., software product xyz ver. 1.2.1 as HTTP server) [ITU-T X.291].
End proposed diagram
2.5 Updated texts concerning an explanation of a security test bed
Updated texts are a result of combination of current texts regarding Linear TV testing and VOD testing.  However, only one diagram in the clause 2.2 of this contribution can be used as a high-level common test bed.  Updated texts show clearly the difference between Linear TV and VOD.  Green-highlights show specifications for Linear TV, and blue-highlights show ones for VoD.
Start proposed texts

SCP functions contain the following detailed functions:

· Generating and managing content a set of keys and rights
· Establishing secure communication with SCP clients
· Judging whether or not to issue a license based on requests from the SCP client and transferring the set of key and rights when issued
· Generating scramble keys and usage rights (e.g., ECM) in the case of Linear TV
CRL management block generates, manages and issues CRL relating to the SCP functions and SCP client. It has the following functions:

· Generating, updating and managing CRL [ITU-T X.590] of the SCP functions and SCP client

· Transferring CRL based on requests from the SCP functions and SCP client

SCP client functional block inside the IUT has following functions:

· Establishing a secure communication link through mutual authentication with the SCP functions block
· Acquiring rights and keys  from the SCP functions block and managing them

· Supplying the key and information about the conditions for use of content to the renderer.  Extracting a scramble key from ECM in advance of the process when test scenario is Linear TV
· Updating and managing CRL through communication with the CRL management block
IPTV service delivery functions for  testing are required to support following functions:

· 
· Generating and managing an encrypted stream of content by using the appropriate content key generated by the SCP  functions

· Multiplexing ECM and transmitting service streams encrypted by a scramble key in the case of Linear TV 
· Sending out an encrypted stream in response to a request from the IUT in the case of VoD.
End proposed texts
2.6 New texts concerning procedures of security testing
Following texts are candidates concerning security test procedure.  Details of security testing are assumed to be out of the scope of HTSP.CONF-H721 at this time.
Start proposed texts

6.8
Procedure to security test of basic IPTV services

Functionalities regarding security of basic IPTV services that claims conformance with base specifications shall pass the following normative test as observation of behaviors of an IPTV terminal devices:
Advance Preparation:

1) Create a set of keys and rights, CRL for a testing, and operate SCP servers to manage the data;
2) A test IPTV terminal device and a SCP servers holds certificates for mutual authentication in a PKI manner *1;  
3) Ingest the video and audio contents, which are encrypted by the keys in step 1),  to the test system, set a network environment for testing;
4) The test IPTV terminal device connects to the test system over an IP network;

5) The test IPTV terminal device executes service discovery processes;
6) Detailed specifications which depend on implementations (ex. methods for mutual authentication, key management) should be declared as supplement information for verdicts.
Testing:

7) The SCP servers change the usage conditions of the test IPTV terminal *2;
·  Register/un-register the service subscription of IPTV terminal device
· Activate/Revoke the usage rights by using the CRL
8) The test IPTV terminal device acquires a list of contents over an IP network and select a content;

9) The test IPTV terminal device acquires the contents, a set of keys and rights and CRL over an IP network and display the content;

10) Observe the status of consumption (or selection) in accordance with step 7) *2;
11) Check a function for protection of copy of analog output if analog interface is implemented 

12) Test pass if the IPTV terminal device successes in steps 6) ,10) and 11) according to the check-lists *4:

NOTE 1- Details of treating and checking certificates are out of scope of this Recommendation.
NOTE 2 – Details of methods for changing the usage condition and checking the results of the changing are for further study.
NOTE 3- the order of step 8) and 9) are exchangeable

NOTE 4 - Conformance log shall be recorded and checked through step 9).
End proposed texts
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