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Introduction

Recommendation H.233 has not been revised since 07/95. Since then, significant progress has been made in the area of security. This contribution proposes to add the Triple Data Encryption Algorithm (TDEA or triple DES) and the Advanced Encryption Standard (AES) to the list of algorithms in H.233 along with corrections of some inconsistencies.

We propose to have a revised text of H.233, which would include the changes shown in this contribution, up for Consent at the conclusion of this study group meeting.
Proposed modifications to Section 5.1.2.1

Text clarifying the use of the SE-NULL message is added to the identifier section as follows (see associated changes in proposed modifications to 5.1.3.1):

5.1.2.1 Identifier

An identifier is an octet with the structure shown next.

	MSB           LSB

c c p t t t t t


	c Tag class

p Primitive/constructor (0/1)

t Tag


[Begin Change]

The tag class defines the type of identifier and takes a value of 00 (universal), 10 or 11 (context specific).

The primitive/constructor (P) bit indicates whether the content is primitive or whether it is composed of nested elements.

The 5-bit tag uniquely defines the identifier (according to its class).

Thus all identifiers in this Recommendation have the octet form: 

00 P t1 t2 t3 t4 t5, 10 P t1 t2 t3 t4 t5 or 11 P t1 t2 t3 t4 t5.
[End Change]

Proposed modifications to 5.1.3.1 – Session exchange blocks

The addition of Triple DES and AES requires new algorithm identifiers to be added to 5.1.3.1 (specific reserved values for identifiers that are no longer needed are being reassigned). To improve consistency when transmitting complementary messages between terminals, a new SE_NULL message is introduced. The required changes to the Algorithm Identifier and the Other Message sections are the following:

…

Algorithm identifiers

One byte is used for algorithm identification. The definition of the algorithm includes the complete specification as to how the cipher stream is obtained from the current key and IV value. Currently several algorithms have been identified; the following codes shall be used:

[Begin Change]

 MSB 
 LSB

0 0 0 0  0 0 0 0

Not allocated. Reserved for future use

0 0 0 0  0 0 0 1

"FEAL" (see A.1) – ISO/IEC 9979 algorithm register no. 0010

0 0 0 0  0 0 1 0

“DES" (see A.2), Mode 1 – ISO/IEC 9979 algorithm register no. 0004

0 0 0 0  0 0 1 1

TDEA – NIST FIPS PUB 46-3
0 0 0 0  0 1 0 0

Reserved
0 0 0 0  0 1 0 1

B-CRYPT - ISO/IEC 9979 algorithm register No. 0001

0 0 0 0  0 1 1 0

IDEA – ISO/IEC 9979 algorithm register No. 0002

0 0 0 0  0 1 1 1

Reserved for BARAS (ETSI)

0 0 0 0  1 0 0 0

AES – NIST FIPS PUB 197
[End Change]

Other values

Not allocated. Reserved for future use

Parameter identifiers

One byte is used for identifying parameters of the encryption algorithms which are defined in 5.2. Default value is [00000000], which may be used when the algorithm does not need parameter values. For the operational parameters for each encryption method to be used, refer to Annex A.

Equipment shall provide for decryption of at least one of the identified algorithms; if more than one capability is indicated then it may be left to the operator of the system to select the required algorithm for the encryption of the transmitted information.

Other messages

P1

Message Name: Cannot encrypt



Meaning: The sender of this message will not use an encryption system.



Message identifier: 1 0 P t1 t2 t3 t4 t5 = 10000001.



Content: This message has no content.

P2

Message name: Failure to start encryption system

Meaning: The sender of this message has failed to start its encryption system. This could be due to a key exchange failure, but for security reasons, no indication of the cause of failure is given in the message.



Message identifier: 1 0 P t1 t2 t3 t4 t5 = 10000010.



Content: This message has no content.

If it is found necessary to send P1 or P2, or if either of these messages is received, an indication shall be given to the user. The means of indication, and subsequent action, are left to the implementer.

[Begin Addition]

SE_NULL
Message Name: empty message



Meaning: The sender of this message has nothing to say.



Message identifier: 0 0 P t1 t2 t3 t4 t5 = 00000101.



Content: This message has no content.

SE-NULL shall be transmitted when the sender has no capability, command or IV message to transmit. This might happen during an exchange of complementary information that cannot be transmitted simultaneously. For example, exchanges of different size capability sets, or an exchange of keys through the Diffie-Hellman algorithm.

[End Addition]

Proposed modifications to Annex A - Encryption algorithms and their parameters

The addition of a new Section A.4 defining the triple DES algorithm and a new Section A.5 defining the AES algorithm is added to Annex A as follows:

…

 [Begin Addition]

A.4 TDEA

The TDEA (or triple DES) algorithm and the methods of applying the cipher stream to the data stream are described in Reference [A4]. 

The input and output for the TDEA each consist of sequences of 64 bits (digits with values of 0 or 1). These sequences will sometimes be referred to as blocks, and the number of bits they contain will be referred to as their length. The cipher key of the TDEA consists in 112 or 168 bits which is a bundle of two or three different 56 bits DES keys.

The mode of operation to produce the cipher stream is Output Feedback TOFB-64. The Starting Variable (SV) is identical to the Initialization Vector (IV). The parameter identifier is set as follows:

	MSB

field value
	Key size in bits


	
	LSB

field value
	Mode of operation
	Number of bits

	00

01
	112

168
	
	000000

000001
	Reserved 

TOFB-64
	64


The six LSB bits represent the methods of applying the cipher stream.

The two MSB bits represent the size of the cipher key used to initiate TDEA.

All other values of the parameter identifier are reserved for further study.

A.5 AES

The methods of applying the cipher stream to the data stream with AES are defined in Reference [A5].

The input and output for the AES algorithm each consist of sequences of 128 bits (digits with values of 0 or 1). These sequences will sometimes be referred to as blocks, and the number of bits they contain will be referred to as their length. The Cipher Key for the AES algorithm is a sequence of 128, 192 or 256 bits and may be referred to as "AES-128", "AES-192", and "AES-256" respectively.

The Starting Variable (SV) is identical to the length of the Initialization Vector (IV) which shall have a length of 128 bits. The parameter identifier is set as follows:

	MSB

field value
	Key size in bits


	
	LSB

field value
	Mode of operation
	Number of bits

	00

01

10
	128

192

256
	
	000000

000001


	Reserved

OFB-128
	128


The six LSB bits represent the methods of applying the cipher stream.

The two MSB bits represent the size of the cipher key used to initiate AES.

All other values of the parameter identifier are reserved for further study.

Example: AES-128 with 128-bits OFB shall be 0000 00001.

[End Addition]

Normative References

[A1] ISO/IEC 9979 Registration No. 0010 (FEAL).

[A2] ISO/IEC 9979 Registration No. 0004 (Data Encryption Standard).

[A3] ISO/IEC 9979 Registration No. 0002 (IDEA).

[Begin Addition]

[A4] NIST Federal Information Processing Standard (FIPS) Publication 46-3 (Triple Data Encryption Algorithm)

[A5] NIST Federal Information Processing Standard (FIPS) Publication 197 (Advanced Encryption Standard).

<PL note: I am thinking of moving the reference section to the beginning of the annex and number it A.1. Algorithms will be renumbered from A.2>
[End Addition]

<PL note: Abbreviation to be added to revised rec.

OFB
Output Feedback

TOFB
TDEA Output Feedback >
____________________
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