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Abstract

This document defines an architecture that allows interoperability, scalability, inter-domain services, and clearing-house services in H.323 systems using Inter-Gatekeeper communications.  We suggest that the architecture presented in this document be considered for inclusion into H.323 version 3.
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Purpose & Scope

General

In order to build interoperable H.323 gatekeepers, some agreed-upon method should be present to allow:

Gatekeepers to find other Gatekeepers

Building networks that scale

Support for both GRC and DRC call models

Deploying Clearing-House services without impeding specific inter-domain service contracts

Recommendations

This document proposes the following:

Gatekeeper configuration information

How to find a gatekeeper that services some phone number - for H.323/PSYN(ISDN/GSM) gateways.

Inter-Gatekeeper registration procedures

Inter-Gatekeeper call-setup procedures

Call-setup information flows for zone, intra-domain, inter-domain, and clearing-house networks

Call tear-down information flows for zone, intra-domain, inter-domain, and clearing-house networks with considerations for accounting.

file format for gatekeeper information

What is not covered

This document does not  attempt to define a:

dynamic gatekeeper finding protocol

dynamic gatekeeper configuration protocol

method by which configurations are distributed.

security implications for using RAS as inter-gatekeeper protocol

gatekeeper MIB

We expect these items to be subject of future work by ITU-SG16 members.

Definitions

Terminal

An H.323 Terminal is an EndPoint on a network which provides for real-time, two-way communications with another H.323 Terminal, Gateway, or Multipoint Control Unit. This communication consists of control, indications, audio, moving color video pictures, and/or data between the two terminals. A terminal may provide speech only, speech and data, speech and video, or speech, data and video.

Gatekeeper

The Gatekeeper is an H.323 entity on the network that provides address translation and controls access to the network for H.323 terminals, Gateways and MCUs. The Gatekeeper may also provide other services to the terminals, Gateways and MCUs such as bandwidth management and locating Gateways.

Gateway

An H.323 Gateway is an endpoint on the network which provides for real-time, two-way communications between H.323 Terminals on the packet based network and PSTN/ISDN/GSM and ITU Terminals on a switched circuit network, or to another H.323 Gateway.

Entity

Any H.323 component, including Terminals, Gateways, Gatekeepers,  and MCUs.

RAS

Unreliable channel used to convey the registration, admissions, bandwidth change, and status messages (following Recommendation H.225.0) between two H.323 entities.

Zone

A Zone is the collection of all terminals, gateways, and multipoint control units managed by a Gatekeeper. A Zone may be independent of network topology and may be comprised of multiple network segments which are connected using routers or other devices.

Domain

A Domain is a collection of zones and domains, all managed under some one administrative authority.

Intra-Zone

A communication that is taking place within some zone.

Intra-Domain / Inter-Zone

A communication that is taking place within some Domain (between the DomainÕs zones).

Inter-Domain

A communication that is taking place between two or more Domain.

DRC

Direct routed call, also referred to as the Direct routed model.  A call where all channels (H.225, H.245 and media) are end-to-end with not active bridging.  A firewall is not considered a active bridge.

GRC

Gatekeeper routed call, also referred to as the Gatekeeper routed model.  A call the is bridged by some active gatekeeper.  The gatekeeper may channel only the H.225 messages, H.225 and H.245,  or H.225, H.245 and the media channels.

Authentication

A process that makes sure an entity is really who it claims to be.

Roaming User

A terminal user that is connected to his gatekeeper from outside the gatekeeperÕs zone.  Such a user should require extra authentication to use the gatekeeperÕs services. 

Zones, Domains, and Master Gatekeepers.

Models

When a gatekeeper is launched, it should register with all gatekeepers is knows about.  If every gatekeeper will have to register with all other gatekeepers, the system will not scale well.  Therefore we define the concept of a ÒMaster GatekeeperÓ, which represents a domain.  A domain may contain more than one master-gatekeeper to enable reliability.

If more than one master-gatekeeper is present, it is up to the domainÕs administrative authority to decide if the master-gatekeepers are identical (replicated) or otherwise.

A typical domain may also have several zones such that each has a Gatekeeper.  Every one of these zoneÕs gatekeepers should register with the master-gatekeeper so it can accept calls from outside its zone.  

A network administrator may decide that all of a domainÕs local gatekeepers are required to register with all other local gatekeepers, leaving the master-gatekeeper to handle inter-domain calls only.

Relation to the Internet DNS

When assembling a network of gatekeepers, a similar system to the Internet DNS architecture should be used.  For example, we may look at company SurfCo that has offices in France, US, and Japan.  SurtCo is the owner of the Internet DomainÕs Òsurf.comÓ (USA), Òsurf.frÓ (France), and Òsurf.jpÓ (Japan).  The gatekeeper network in this case should have three zones: Ò*.usa.surfÓ (representing the USA zone), Ò*.fr.surfÓ (representing the France zone), and Ò*.jp.surfÓ (representing the Japan zone).

A master-gatekeeper should be designated to represent the domain to the outside world (i.e. Ò*.surfÓ), and mapped to one of the actual Internet domains:

�

Figure � AUTONUM �: Architecture of SurfCoÕs network

Freedom to (or not to) mirror the DNS Hierarchy

The designer of the network is free to choose an hierarchy that completely matches the one defined by the Internet DNS, or to create a completely private custom hierarchy. We believe the flexebility this design allows is required.

An advantage of mirroring a DNS hierarchy is that the uniqueness of the namespace is insured, but this can also be accomplished by adding a unique ending to the domain (i.e. if the network designer is worried about namespace collision for “*.surf”, he may register with the InterNic a DNS name Òsurf.netÓ and then use as the domain the name “*.surf.net”.

Note about Namespaces

Namespaces are used to define a tree-like hierarchy.  Becuase they are just names, there is no limit on the amount of hierarchy that may be designed into a network.  A network designer may decide to create a deeper hierarchy for SurfCo:

�

Figure � AUTONUM �: Alternative architecture of SurfCoÕs network

Note about Addresses

A type+Ó:Ó+nameÓ@Ó+namespace forms a complete address (i.e. type ÒE164Ó + name Ò001.2125551212Ó + namespace Òny.usa.surfÓ form the complete address ÒÒE164:001.2125551212@ny.usa.surfÓ).

A Ò:Ó shall be the seperator between a type and a name.  A Ò@Ó shall be the seperator between name and a namespace.

This document defines the ÒE164Ó type, which denotes a phone number on a switched network.

Clearing House domains

A clearing house is a domain without zones.  In essence it represents an authority that domains (that have a service contract with the clearing house) can trust.  When a master-gatekeeper is asked to make a call to a destination it does not know about, it should contact a clearing house service, which might have a service contract with that network.

�

Figure � AUTONUM �: Clearing House servicing multiple domains

Finding entities registered at some Zone

So how does a person from zone Òsurf.netÓ call a person in zone Òmark.auÓ?.  We can treat users registered in some zone as e-mail addresses, so user Joe which is registered in zone Òsurf.netÓ shall have the address of Òjoe@surf.netÓ.  User Jack is registered in zone Òmark.auÓ, and so can be called using Òjack@mark.auÓ.

When Joe tries to call Jack, JoeÕs zone gatekeeper shall compare its own domain with the one provided (ignoring everything left of the Ò@Ó inclusive).  If the domains donÕt match,  it should transfer the request to the domainÕs master-gatekeeper (*.surf).  If SurfCoÕs master-gatekeeper has a service contract with MarkCo, it can then transfer the request to MarkCoÕs master-gatekeeper, which will transfer it to the appropriate sub-domain.

If SurfCoÕs master-gatekeeper does not have a service contract with MarkCo, and it does have a service contract with a clearing house, it should transfer the request to that clearing house, which will transfer the request to MarkCoÕs master-gatekeeper, and so on.

Finding a domain that services a Phone Number

When a gatekeeper registers with another, it shoud fill in an GatekeeperInfo PDU and place all the area codes it supports in the <E164areas> field.  Unlike DNS names, zones and domains - E164areas are interpreted left-to-right.

�

Figure � AUTONUM �: Dialing-Plan distribution

Areas are build from country code, a dot, and an area code, ending with a Ò*Ó.  A gatekeeper may also indicate that it cannot service a sub-area, by adding an area starting with a Ò!Ó.  In the example above *.fr.surf can service all calls that fall within 033.21*, but not these that are within 033.215*.

A master-gatekeeper should collect the information provided by its zone gatekeeper, and when registering with another master-gatekeeper or a clearing house it should send the whole information.  Some domains may not provide phone service, but rather just get service, and so should not send dialing plan information.

About Phone Numbers

When a gatekeeper receives a pure E164:xxx without a namespace (an Ò@xxxÓ ending), it should return all possible destinations that can handle that number, or if employing GRC, its own address (if it can handle the call or found a zone that can).  When a gatekeeper receives a complete address such as ÒE164:001.2125551212@usa.surfÓ it should attempt to route the call via that specific zone if possible.

Gatekeeper Configuration

This document does not attempt to define a gatekeeper configuration protocol, but rather shows how a static local configuration can work.  For now we assume that every gatekeeper maintains a list in some form that contains all the gatekeepers it can access, and that this list can be administered using some interface.

Scope

Every gatekeeper shall have a ÒscopeÓ, which shall be one of the following:

Code�Scope�Comment��Z�Zone�Local zone gatekeeper��D�Domain�Gatekeeper that represents a domain (a Master-gatekeeper)��G�Global�Clearing House gatekeeper��GatekeeperÕs Fields

Every gatekeeper shall allow an administrator to set the following parameters for itself and remote gatekeepers:

Field Name�Contents��alias:�The human readable name of the gatekeeper��owner:�The administrative owner of the gatekeeper��scope:�Z (Zone), D (Domain), or G (Global)��zone:�The zone that is represented by this gatekeeper, i.e. *.il.vocaltec.com or *.usa.cnn.com��domain:�The domain the gatekeeper is in.  For master-gatekeepers the zone may be the same as the domain, i.e. *.vocaltec.com��ip_address:�DNS name or IP address (Ògk.cnn.comÓ or Ò207.25.71.23Ó) that is used to send protocol commands to.��administrator:�e-mail address of the gatekeeperÕs administrator (i.e. Ògk_admin@surf.comÓ). (Òhelp@cnn.comÓ)��support_roam:�TRUE/FALSE (TRUE if this gatekeeper should support roaming users)��support_grc:�TRUE/FALSE (TRUE if this gatekeeper should route calls)  If this flag is true, the gatekeeper shall be able to route H.225 protocol commands��route_245�If GRC is true and this flag is true, the gatekeeper shall be able to route H.245 protocol commands��route_RTP�If GRC is true and this flag is true, the gatekeeper shall be able to route streaming media based on RTP��Field Notes

When a construct contains a Òsupport_grcÓ field, is shall also contain the Òroute_245Ó and Òroute_RTPÓ fields.

Configuration Encoding

The information defined above may be coded in any application specific mean.  In Appendix 1 we suggest a standard human-readable, text-based file format for this information which may be used to exchange gatekeeper information, or as the gatekeeperÕs configuration file.

Inter-Gatekeeper Registration

A Gatekeeper shall register using H.323 RAS protocol commands (RRQ/RCF) to all gatekeepers that are in its service records, administrative policy permitting.  Symmetric and duplicate registration shall be supported and considered harmless.

It is also possible to distribute dialing-plan information using the Gateway to Gatekeeper RAS message (RAI).  We chose not to use this method as gatekeepers are not gateways.  This is not a religious issue however, and we would have no problem with using the other method.

Identifying as a Gatekeeper

When a gatekeeper registers with another gatekeeper, the remote gatekeeper needs to know this is a gatekeeper and not a callable end-point.  This is done by filling in the optional <gatekeeper> field in the <terminalType> field of the H.225 RRQ PDU:



RegistrationRequest ::= SEQUENCE

{

	requestSeqNum		RequestSeqNum,

	protocolIdentifier		ProtocolIdentifier,

	nonStandardData		NonStandardParameter OPTIONAL,

	discoveryComplete		BOOLEAN,

	callSignalAddress		SEQUENCE OF TransportAddress,

	rasAddress			SEQUENCE OF TransportAddress,

	terminalType			EndpointType,

	terminalAlias			SEQUENCE OF AliasAddress OPTIONAL,

	gatekeeperIdentifier	GatekeeperIdentifier  OPTIONAL,

	endpointVendor		VendorIdentifier,

	...,

	alternateEndpoints		SEQUENCE OF Endpoint OPTIONAL,

	timeToLive			TimeToLive OPTIONAL,

	tokens				SEQUENCE OF ClearToken OPTIONAL,

	cryptoTokens			SEQUENCE OF CryptoH323Token OPTIONAL,

	integrityCheckValue		ICV OPTIONAL,

	keepAlive			BOOLEAN,

	endpointIdentifier		EndpointIdentifier OPTIONAL,

	willSupplyUUIEs		BOOLEAN

}



EndpointType ::= SEQUENCE

{

	nonStandardData		NonStandardParameter OPTIONAL,

	vendor				VendorIdentifier OPTIONAL,

	gatekeeper			GatekeeperInfo OPTIONAL,

	gateway			GatewayInfo OPTIONAL,

	mcu				McuInfo OPTIONAL,

	terminal			TerminalInfo OPTIONAL,

	mc				BOOLEAN,

	undefinedNode			BOOLEAN,	

	...

}



GatekeeperInfo ::=SEQUENCE 

{

	nonStandardData		NonStandardParameter OPTIONAL,

	...

}

GatekeeperInfo PDU

General

The following GatekeeperInfo ASN.1 PER construct shall be placed in the <gatekeeper> field in the <terminalType> field in the H.225 RRQ PDU:

ASN.1 Structure

GatekeeperInfo ::= SEQUENCE 

{

	nonStandardData		NonStandardParameter OPTIONAL,

	...

	scope				IA5String (SIZE(1..1)),

	zone				IA5String (SIZE(1..256)),

	domain				IA5String (SIZE(1.. 256)),

	pcToPhoneInfo			GatekeeperPcToPhoneInfo,

	nonStandardData		SEQUENCE OF NonStandardParameter OPTIONAL,

	...

}



GatekeeperPcToPhoneInfo ::= SEQUENCE

{

	E164areas			SEQUENCE OF IA5String (SIZE(1.. 256)) OPTIONAL,

	nonStandardData		SEQUENCE OF NonStandardParameter OPTIONAL,

	...

}

Details

Field Name�Contents�Sample��scope�L (local) or M (master) or G (global)�M��zone�zone gatekeeper is representing�*.fr.surf��domain�domain gatekeeper is in or representing�*.surf��E164areas�list of E-164 areas that are reachable and not- reachable from this zone/domain/clearing-house.



Ò*Ó means ÒI support everythingÓ

Ò!Ó means ÒI do not support phone serviceÓ

Ò...Ó means ÒAsk me if you dont see what you needÓ�001.212*

!001.7187*

972.3527*

021.*

*

!

...��Handling Dynamic Dialing Plans

When a gatekeeper places a Ò...Ó in one of the strings in the <E164areas> field, it shall be interpeted as Òask me for more areasÓ.  The reason why this is required is that some domains may not wish to disclose their entire dialing-plan to other domains.

When a gatekeeper attempts to resolve a phone number for dialing, it should first look in itÕs records if some zone/domain/clearing-house (or more then one) it is registered with supports that area.

If it does not find one, it may send an LocationRequest message to each gatekeeper that placed Ò...Ó in one of the strings in the <E164areas> field to see if one of these zones/domains/clearing-houses supports that area.

If a gatekeeper sends an LRQ message to another gatekeeper it shall place the phone number that needs to be resolved in the <e164> field in the <AliasAddress> field in the <destinationInfo> in the LocationRequest RASv2 PDU.

Because the <e164> field in <AliasAddress> is limited to Ò0123456789#*,Ó, the sending gatekeeper shall remove the ÒE164:Ó prefix and the Ò,Ó between the service code and the number.  For service codes that use 1 or 2 digits (i.e. USA is 1), it shall pad with zeros to the left of the service code (i.e. Ò1Ó becomes Ò001Ó).

The other gatekeeper shall reply with an LocationReject if it does not support that area, or with a LocationConfirm if it does.

The gatekeeper may decide which supporting domain to use from the gatekeepers that answered with an LocationConfirm and issue an AdmissionRequest to that zone/domain/clearing-house to signal that a call is requested.



LocationRequest ::= SEQUENCE

{

	requestSeqNum			RequestSeqNum,

	endpointIdentifier		EndpointIdentifier OPTIONAL,

	destinationInfo		SEQUENCE OF AliasAddress,

	nonStandardData		NonStandardParameter OPTIONAL,

	replyAddress			TransportAddress,

	...,

	sourceInfo			SEQUENCE OF AliasAddress OPTIONAL,

	canMapAlias			BOOLEAN,	-- can handle alias address

	gatekeeperIdentifier		GatekeeperIdentifier OPTIONAL,

	tokens				SEQUENCE OF ClearToken OPTIONAL,

	cryptoTokens			SEQUENCE OF CryptoH323Token OPTIONAL,

	integrityCheckValue		ICV OPTIONAL

}



AliasAddress ::= CHOICE

{

	e164				IA5String (SIZE (1..128)) (FROM (Ò0123456789#*,")),

	h323-ID				BMPString (SIZE (1..256)),

	...,

	url-ID				IA5String (SIZE(1..512)),	

	transportID			TransportAddress,

	email-ID			IA5String (SIZE(1..512)),

	partyNumber			PartyNumber

}	



Updating Dialing Plans

When a dialing-plan changes a gatekeeper should inform gatekeepers that it is registered with of the change.  One way is to re-register (URQ/RRQ), but this is considered a bad idea because it might cause any gatekeeper-routed-call in progress to halt.

A better way is to send an IRR containing the GatekeeperInfo construct in the non-standard field.  When a H.323v3 compliant gatekeeper recieves an IRR, it should check if the non-standard field containes the GatekeeperInfo and if so, update its information about that gatekeeper.

Security Issues

In order to enable secure RASv2 a Gatekeeper Discovery (GRQ) message must be used.  While the flow-charts in the next sections do not show this message, it is assumed that it has been issued.  This document does not detail of how to find a gatekeeper, this is well documented in H.225 v2.

Local Gatekeeper Registration

A local gatekeeper should register with its master-gatekeeper to let the master-gatekeeper service that zone.

�

Figure � AUTONUM �: Local gatekeeper registration

Local Gatekeeper Registration Option

A local gatekeeper may register with some or all gatekeepers in its domain to reduce the load on the domainÕs master-gatekeeper:

�

Figure � AUTONUM �: Local gatekeeper registration - registration with other zoneÕs gatekeepers.



Master-Gatekeeper Registration

A master-gatekeeper should register with all its domainÕs local gatekeepers, with any other master-gatekeeper it has a direct service agreement with, and with a clearing house gatekeepers, if any:

�

Figure � AUTONUM �: Master gatekeeper registration options.

Clearing-House gatekeeper registration

A clearing-house gatekeeper should register with all master-gatekeepers it has service agreements with:

�

Figure � AUTONUM �: Clearing-House gatekeeper registration options.

Call Establishment Information Flow

This section details some possible pre call setup scenarios.  It does not try to cover all possible modes of operations defined by H.323, rather it attempts to show how the inter-gatekeeper portion of the pre-call-setup phase is done, with special attention to GRC model.

For clarity, it presumes that some fast setup mechanism is present, but after the pre-call-setup phase completes a H.323v1 mode call-setup shall also be supported. 

Protocol Details

Gatekeeper Search Order

The main reason we configure every gatekeeper with a scope (Z/D/G) is to define a default search order.  An H.323v3 compliant gatekeeper shall first attempt to get service from all Z-scope gatekeepers it is registered with, then try all D-scope gatekeepers it is registered with, and only then try to contact G-scope gatekeepers it is registered with.  

Private Gatekeeper Key

It is possible for a gateway not to know how to decode a token.  This allows the administrator to keep the secret key only on the gatekeeper.  When the gateway does not have the private key, it shall send the token in its ARQ message.  The gatekeeper shall decrypt the token and return it is a clear token (with the same ObjectID) to the gateway in the ACF message.

�

Figure � AUTONUM �: How a gateway request its gatekeeper to decode a token.

H.323v3 compliant gatekeepers may support this capability.  If a gatekeeper does not support this feature it shall ignore the request and answer with a standard ACF.

Calls within a Zone

Direct Routed Calls

When the gatekeeper receives an ARQ attempting to resolve the address of a user it knows about, it just returns an appropriate token and the address of the gateway.

�

Figure � AUTONUM �: Information flow for Intra-Zone calls

Gatekeeper routed calls

A gatekeeper may decide to set-up the call as a GRC model call, by returning the transport address for itself in the ACF and setting up the call by itself to the gateway:

�

Figure � AUTONUM �: Information flow for Intra-Zone calls using GRC

Calls within a Domain

Direct Routed Calls

When a local gatekeeper fails to resolve a name, it will forward the request to the master-gatekeeper. which in turn will forward the request to the appropriate gatekeeper to complete the request.

�

Figure � AUTONUM �: Information flow for Intra-Domain calls

A zoneÕs gatekeeper may also be registered with all the gatekeepers of its domain.  While this creates a ÒnetworkÓ model and does not scale well, it is well suited for simple networks.  In this case we can save one message round-trip to the master-gatekeeper:

�

Figure � AUTONUM �: Alternate Information flow for Intra-Domain calls

Gatekeeper routed calls

Intra-Domain call shall also be able to use the GRC model when using gatekeepers that support  that capability:

�

Figure � AUTONUM �: Intra-Domain calls, GRC model

In this information flow graph the GRC is taking place between the end-point, gatekeeper B and the Gateway.  It is perfectly legal to construct the call using the end-point, gatekeeper A, and the gateway.  This requires gatekeeper B to return a token that shall be used by gatekeeper A to call the gateway, because gatekeeper-A does not own the gateway.

�

Figure � AUTONUM �: Intra-Domain calls, GRC model alternative flow

Inter-Domain Calls

Direct Routed Calls

If the domainÕs master-gatekeeper does not find any local scope gatekeeper that can handle the call, it shall find a master-gatekeeper that it has a service agreement with that can handle the request:

�

Figure � AUTONUM �: Information flow for Inter-Domain calls

Inter-Domain Calls using GRC

It is possible to complete inter-domain calls employing GRC using this information flow.

�

Figure � AUTONUM �: Information flow for Inter-Domain calls using GRC

Clearing-House Calls

Direct Routed Calls

Finally, if it cannot find any zone/domain gatekeeper that can handle the call, it can optionally try to access a clearing-house master-gatekeeper:

�

Figure � AUTONUM �: Information flow for Clearing House calls

Gatekeeper routed calls

Clearing Houses should not support the GRC model, and should delegate this to the domainÕs gatekeepers.  Forcing clearing houses to support GRC calls will place a serious limit on such a serviceÕs scalability.

�

Figure � AUTONUM �: Information flow for Clearing House calls using GRC

Note about GRC

In the information flow diagrams above (and elsewhere in this document) we have shown various amounts of legs when building GRC calls.  We would like to note that there is no prescribed method to decide on this issue, rather this is left to the administrator of the network.

We feel there is a requirement for fast-GRC mode, and we expect to provide text that shows how that may be done.

Call Tear-Down

When a call is terminated, the gatekeeper shall be informed.  If the call is using the GRC model then this is not required.  Because an endpoint may not be aware it is using GRC, a terminal shall always send DRQs.

Knowing when a call was terminated

When the gatekeeper responsible for the gateway receives the DRQ message from the Terminal it should wait until the gateway sends its own DRQ and only then reply with a DCF.

If it does not receive a DRQ from the Terminal after 5 seconds it should send a DRQ to the terminal, instructing it to disconnect (standard H.323v2 timers and retransmit counters shall apply).

If it does not receive a DCF after 5 seconds, it shall assume the terminal is either ignoring the gatekeeper, or down.  In both cases it shall return a DCF to the gateway.

In any case the call shell be considered terminated only when the gateway sends the DRQ message to the gatekeeper.

Terminating Calls within a Zone

Direct Routed Calls

Both end-points shall send DRQ messages to their gatekeepers, which should send it up to higher level gatekeepers if required.  Gatekeepers should send the DRQ message to higher-level gatekeepers if these were consulted previously during the call-setup phase.

When terminating a call within a zone this is not required, as the local gatekeeper manages both ends of the call:

 �

Figure � AUTONUM �: Intra-zone call termination.

Gatekeeper Routed Calls

Gatekeeper routed calls have a slightly different termination sequence, but the end-point is not aware of this behavior:

�

Figure � AUTONUM �: Intra-zone call termination when using GRC.

Terminating Calls within a Domain

Direct Routed Calls

�

Figure � AUTONUM �: Intra-Domain call termination.



Gatekeeper Routed Calls

�

Figure � AUTONUM �: Intra-Domain call termination using GRC.

Terminating Inter-Domain Calls

Direct Routed Calls

�

Figure � AUTONUM �: Inter-Domain call termination.

Gatekeeper Routed Calls

�

Figure � AUTONUM �: Inter-Domain call termination when using GRC.

Terminating Clearing House Calls

Direct Routed Calls

�

Figure � AUTONUM �: Clearing House call termination.



Gatekeeper Routed Calls

�

Figure � AUTONUM �: Clearing House call termination using GRC

Appendix 1: Suggested Configuration file format

Follows is a sample encoding method based on human-readable text format for gatekeeper configuration information.  Gatekeepers should allow their administrator to import such files.  This appendix details version 1 of the file format.

Configuration File Syntax

Configuration files shall contain one or more named entries (i.e. Òheader = Ó, Ògatekeeper = Ó) which precede some tag/value pair set within a set of Ò{...}Ó.

The configuration file shall contain at least one header entry.

 The configuration file shall contain zero or more gatekeeper entries.

Values that contain whitespaces shall be surrounded with ÒÓ.

Tag/value pairs shall be separated by Ò,Ó.

Newlines shall be ignored

text matching shall be case-insensitive (i.e. ÒALIASÓ shall be interpreted in the same way as ÒAliasÓ and ÒaliasÓ.

All non-human readable ASCII characters (with the exception of whitespaces when surrounded by ÒÓ) shall be ignored.

Comments shall be begin with /* and end with */

Comments may also begin with //, in which case the shall be automatically terminated at the next newline

Header construct Tags and Values

All configuration files shall contain a header construct that contains the following fields:

Field Name�Short Form�Value�Sample��version�v�text encoded number�1 ��alias�n�freeform text�ÒSurfÕs USA GatekeeperÓ��created�c�text encoded date - when this file was created�05-FEB-98��valid_until�u�text encoded date - after which this file shall be considered stale�05-OCT-98��

Gatekeeper construct Tags and Values

Field names shall written exactly as defined in section 7.2.  A short form can also be used, as defined in the following mapping:

Field Name�Short Form�Value�Sample��alias�n�freeform text�MyNameIsGatekeeper ��owner�o�freeform text�Surf Corp. Inc.��scope�s�Z or D or G�D��zone�z�freeform text�*.usa.surf.com��domain�d�freeform text�*.surf.com��ip_address�ip�Internet DNS name or IP address�gk.cnn.com��administrator�m�Internet e-mail address�support@there.com��support_roam�a�true or false or t or f�true��support_grc�r�true or false or t or f�true��route_245�r245�true or false or t or f�true��route_RTP�rRTP�true or false or t or f�true��route_T120�r120�true or false or t or f�true��Using the short from makes the configuration files smaller, but less human-readable.  Note that short-form fields shall only be used for basic types, and shall not be used for non-standard and name-spaced tags/values as described in the next section.

Name-spaces and non-standard tags & values

Any construct may contain any number of non-standard fields, which must begin with a registered namespace prefix, which shall be the companies registered Internet domain name, in reverse order (i.e. Òvocaltec.comÓ shall be written as Òcom.vocaltecÓ).  reversing the order makes the relevance of the fields be from left-to-right / most significant-least significant.

For example, VocalTec, which registered the Internet domain namespace Òvocaltec.comÓ shall format all its non-standard fields as  Òcom.vocaltec.myField=5Ó.

In the same way, some non-standard key algorithms may be presented, such as:

Òkey_algorithm=vocaltec.com.security.klikliÓ

All non-namespaced tags shall be reserved for future revisions of the configuration file.

Sample Configurations

Island Configuration

While not very useful, it is perfectly legal to create a gatekeeper configuration that does not provide any intra-domain services:

header = { 	version		= 1,

		name		= island,

		created		= 04-MAR-98,

		valid_until	= 02-FEB-99 }



gatekeeper = {alias		= island,

		owner		= surf_ltd,

		scope		= Z,

		zone		= *,

		domain		= *,

		ip_address	= gk.surf.net,

		administrator	= admin@surf.net,

		support_roam	= false,

		support_grc	= false }

Figure � AUTONUM �: Island Gatekeeper configuration

Local Scope Configurations

A sample configuration file for a local scope gatekeeper may have entries for all gatekeepers in its domain, and the domainÕs master gatekeeper:

header = { 	version		= 1,

		name		= ÒFrancesÕs GKÓ,

		created		= 04-03-98,

		valid_until	= 02-07-98 }



// ÒthisÓ gatekeeper

gatekeeper = {alias		= ÒFrancesÕs GKÓ,  	// same name as in the header.

		owner		= surf_ltd,

		scope		= Z,

		zone		= *.fr.surf

		domain		= *.surf,

		ip_address	= gk.surf.co.fr,

		administrator	= admin@surf.net,

		support_roam	= true,

		GRC_enabled	= false, }



// Japan zone gatekeeper

gatekeeper = {alias		= ÒJapanÕs GKÓ,

		owner		= surf_ltd,

		scope		= Z,

		zone		= *.jp.surf,

		domain		= *.surf,

		ip_address	= gk.surf.co.jp,

		administrator	= admin@surf.net,

		support_roam	= true,

		support_grc	= true,

		route_245	= true,

		route_RTP	= true,

		route_T120	= false }



// the domainÕs master-gatekeeper

gatekeeper = {alias		= ÒSurf Master GatekeeperÓ,

		owner		= surf_ltd,

		scope		= D,

		zone		= *.surf,

		domain		= *.surf,

		ip_address	= master_gk.surf.net,

		administrator	= admin@surf.net,

		support_roam	= true,

		support_grc	= true,

		route_245	= false,

		route_RTP	= false,

		route_T120	= false }

Figure � AUTONUM �: Zone Gatekeeper configuration



Or it may choose to only register with its master-gatekeeper, and let it handle all intra-domain requests.  In this case it only contains its own information and that of its master-gatekeeper:

header = { 	version		= 1,

		name		= ÒFrancesÕs GKÓ,

		created		= 04-03-98,

		valid_until	= 02-07-98 }



gatekeeper = {alias		= ÒFrancesÕs GKÓ,  	// same name as in the header.

		owner		= surf_ltd,

		scope		= Z,

		zone		= *.fr.surf

		domain		= *.surf,

		ip_address	= gk.surf.co.fr,

		administrator	= admin@surf.net,

		support_roam	= true,

		GRC_enabled	= false, }



// the domainÕs master-gatekeeper

gatekeeper = {alias		= ÒSurf Master GatekeeperÓ,

		owner		= surf_ltd,

		scope		= D,

		zone		= *.surf,

		domain		= *.surf,

		ip_address	= master_gk.surf.net,

		administrator	= admin@surf.net,

		support_roam	= true,

		support_grc	= true,

		route_245	= false,

		route_RTP	= false,

		route_T120	= false }

Figure � AUTONUM �: Registration only with the master-gatekeeper



It shall be legal to not place a newline after every tag/value pair.  This makes the file a little less human-readable, but also more compact:

header { 	version=1, name=ÒFrancesÕs GKÓ, created=04-03-98, valid_until=02-07-98 }

gatekeeper {	alias=ÒFrancesÕs GKÓ, owner=surf_ltd, scope=Z, zone=*.fr.surf,

		domain=*.surf, ip_address=gk.surf.co.fr, 

		administrator=admin@surf.net, support_roam=true, support_grc=false }

gatekeeper {	alias=ÒSurf Master GatekeeperÓ, owner=surf_ltd, scope=D, zone=*.surf,

		domain=*.surf, ip_address=master_gk.surf.net,

		administrator=admin@surf.net, support_roam=true }

Figure � AUTONUM �: Alternate formatting

It is also possible to use the short form:

header = {	v=1,n=ÒFrancesÕs GKÓ,c=04-03-98,u=02-07-98}

gatekeeper = {	a=ÒFrancesÕs GKÓ,o=surf_ltd,s=Z,z=*.fr.surf,d=*.surf,  					ip=gk.surf.co.fr,m=admin@surf.net,a=true,r=false}

gatekeeper = {	a=ÒSurf Master GatekeeperÓ,o=surf_ltd,s=D,z=*.surf,d=*.surf,

		ip=master_gk.surf.net,m=admin@surf.net,a=true,r=true,r245=false, 				rRTP=false, rT120=false }

Figure � AUTONUM �: Short-form formatting



Master Gatekeeper

The configuration file for a Master-Gatekeeper shall contains all other master-GKÕs its owner have a service contract with, and a clearing-house (if any, or more then one) to support calling to domains that it does not have a direct service  contract with:

header = { 	version		= 1,

		name		= ÒSurfÕs Master GatekeeperÓ,

		created		= 04-03-98,

		valid_until	= 02-07-98 }



// this gatekeeper

gatekeeper = {	alias		= ÒSurf Master GatekeeperÓ,

		owner		= surf_ltd,

		scope		= Z,

		zone		= *.surf,

		domain		= *.surf,

		ip_address	= master_gk.surf.net,

		administrator	= admin@surf.net,

		support_roam	= false,

		support_grc	= true,

		route_245	= false,

		route_RTP	= false,

		route_T120	= false, }



// MarkÕs Co. master Gatekeeper - Surf and Mark have a direct service agreement

gatekeeper = {	alias		= ÒMarkÕs Master GatekeeperÓ,

		owner		= MarkCo,

		scope		= D,

		zone		= *.mark,

		domain		= *.mark,

		ip_address	= master.mark.co.au,

		administrator	= gksupport@mark.co.au,

		support_roam	= true,

		support_grc	= true,

		route_245	= false,

		route_RTP	= false,

		route_T120	= false }





// Clearing House gatekeeper

gatekeeper = {	alias		= ÒMostExcellent Clearing House GKÓ,

		owner		= ClearHouseCo,

		scope		= G,

		zone		= *,

		domain		= *,

		ip_address	= master.ch.net,

		administrator	= gk_bugs@ch.net,

		support_roam	= false,

		support_grc	= false }

Clearing House Gatekeeper

A clearing house service shall contain entries for all companies it has a valid service contract with:

header = { 	version		= 1,

		name		= ÒMostExcellent Clearing House GKÓ,

		created		= 04-03-98,

		valid_until	= 02-07-98 }



// This gatekeeper

gatekeeper = {	alias		= ÒMostExcellent Clearing House GKÓ,

		owner		= ClearHouseCo,

		scope		= G,

		zone		= *,

		domain		= *,

		ip_address	= master.ch.net,

		administrator	= gk_bugs@ch.net,

		support_roam	= false,

		support_grc	= false }



// Surf master Gatekeeper has a service agreement with the Clearing House

gatekeeper = {	alias		= ÒSurf Master GatekeeperÓ,

		owner		= surf_ltd,

		scope		= D,

		zone		= *.surf,

		domain		= *.surf,

		ip_address	= master_gk.surf.net,

		administrator	= admin@surf.net,

		support_roam	= true,

		support_grc	= true,

		route_245	= false,

		route_RTP	= false,

		route_T120	= false }



// MarkÕs Co. master Gatekeeper has a service agreement with the Clearing House

gatekeeper = {	alias		= ÒMarkÕs Master GatekeeperÓ,

		owner		= MarkCo,

		scope		= D,

		zone		= *.mark,

		domain		= *.mark,

		ip_address	= master.mark.co.au,

		administrator	= gksupport@mark.co.au,

		support_roam	= true,

		support_grc	= true,

		route_245	= false,

		route_RTP	= false,

		route_T120	= false, }

Text Encoding Note

The above encoding method is simple to implement and deploy, but not very easy to administer by hand for large networks.  We expect SG16 members to contribute work that will show how this information can be distributed automatically and securely, to allow cenral managment.
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