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Summary
This contribution proposes to add and revise some texts in security parts of [HSTP.CONF-H721] in order to clarify the conformity testing according to [ITU-T H.721] and other standards.
1 Introduction
Q13/16 discussed security check-list for security conformity at previous Q13/16 e-meeting (17 November, 2010).  A contribution proposing general test requirement concerning security was accepted.  This contribution aims to refine the requirements and relevant texts respectively.

2 Discussion and Proposal
 Security requirements of IPTV terminal devices are compared between the current checklist in the previous proposal and [X.1191] in advance of this proposal.  There is no problematic point between them because the items of checklist are more specific than ones of [X.1191].

2.1 References and Definitions
Current terms and definitions in H.721 are based on [Y.1901]; however, [X.1191] reviews and updates the security terminology more precisely thanks to be consented [X.1191] later. In this proposal, well-known security terms such as scrambling and rights are added because these are seemed to be useful in order to enhance the readability of the texts.
In addition, additions of some references concerning terminologies and test methods are proposed as well.

Following terms and definition should be applied to [HTSP.CONF-H721];
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Start proposed definitions

3 Terms and definitions

3.1 Terms defined elsewhere
3.1.x Access control [b-ITU-T X.800]: The prevention of unauthorized use of a resource, including the prevention of use of a resource in an unauthorized manner.
3.1.x Authentication [b-ITU-T X.800]: See data origin authentication and peer-entity authentication.

3.1.x Authorization [b-ITU-T X.800]: The granting of rights, which includes the granting of access based on access rights.
3.1.x Data origin authentication [b-ITU-T X.800]: The corroboration that the source of data

received is as claimed.
3.1.x Entitlement control message (ECM) [b-ITU-T H.220.0 Amd.3]: Entitlement Control Messages are private conditional access information which specify control words and possibly other, typically stream-specific, scrambling and/or control parameters.
3.1.x Entitlement management message (EMM) [b-ITU-T H.220.0 Amd.3]: Entitlement Management Messages are private conditional access information which specify the authorization levels or the services of specific decoders. They may be addressed to single decoders or groups of decoders.
3.1.x Peer-entity authentication [b-ITU-T X.800]: The corroboration that a peer entity in an

association is the one claimed.
3.1.x Key [b-ITU-T X.800]: A sequence of symbols that controls the operations of encipherment and decipherment.

3.1.x Key management [b-ITU-T X.800]: The generation, storage, distribution, deletion, archiving and application of keys in accordance with a security policy.
3.1.x Privacy [b-ITU-T X.800]: The right of individuals to control or influence what information related to them may be collected and stored and by whom and to whom that information may be disclosed.
3.1.x Content protection [ITU-T X.1191]: Ensuring that an end user can only use the content that he/she already acquired in accordance with the rights granted to him/her by the rights holder; content protection involves protecting contents from illegal copying and distribution, interception, tampering, unauthorized use, etc.
3.1.x Entitlements [ITU-T X.1191]: Referring to the authorization level(s) including conditional access information that can be used by a subscriber to access certain IPTV services in his/her IPTV TD.
3.1.x Rights [ITU-T X.1191]: Referring to the ability to perform a predefined set of utilization functions for a content item; these utilization functions include permissions (e.g., to view/hear, copy, modify, record, excerpt, sample, keep for a certain period, distribute), restrictions (e.g., play/view/hear for multiple number of times, play/view/hear for certain number of hours), and obligations (e.g., payment, content tracing) that apply to the content and provide the liberty of use as granted to the end user.
3.1.x Scrambling [ITU-T X.1191]: Process designed to protect multimedia content; scrambling usually uses encryption technology to protect content.

3.1.x Scrambling algorithm [ITU-T X.1191]: Algorithm used in a scrambling or a descrambling process.
3.1.x Service protection [ITU-T X.1191]: Ensuring that an end user can only acquire a service and the content hosted therein by extension as what he/she is entitled to receive; service protection includes protecting service from unauthorized access as IPTV contents traverse through the IPTV service connections.

3.1.x Service and content protection (SCP) [ITU-T X.1191]: A combination of service protection and content protection or the system or implementation thereof.
End proposed definitions
2.2 Checklist
First point of discussion is duplications between items. Current texts in columns “Functions/protocols” are derived from sub-clause 7.2.2 and 9.4.  Sub-clause 9.4 explains details of sub-clause 7.2 without table 5; therefore, there are duplications in current checklist.
Second point is to decompose the check items. For example, a check item “Authenticated encrypted  communication channel by mutual authentication with server-side SCP functionalities using PKI” can be decomposed to following details according to clause 7.3 in [X.1191];

· Subscriber and/or TD authentication using PKI

· Server authentication using PKI

· Service access control for Linear TV (e.g., scrambling and encrypted)
Third point is arrangement of items.  Service protection has responsibility for delivering content and rights information; on the other hand, content protection treats security after acquiring such a data according definition mentioned-before.  Hence, items concerning secure communication are got together in service protection part.  
Fourth point is to handle terms “license”. “License” is not used in ITU-T Recommendation, and [X.1191] replaces “license” with “a set of rights”.
Last point is additions of missing basic security items already described in [H.721] such as parental control.

Proposed revisions are as follows:

Start proposed descriptions

Security Checklist
	Category
	Functions/protocols
	Reference
	Status
	Support
	Remarks

	Service protection
	Authenticated encrypted  communication channel by mutual authentication with server-side SCP functionalities using PKI
Server-side SCP functions authentication using PKI for mutual authentication 
	7.2.2, 9.4.1.1
	M*1
	
	

	
	Service access control to restrict acquisition and access to services by using SCP functionalities (e.g., scrambling and encrypted for Linear TV by using EMM)
	7.2.2, 9.4.1.1
	M
	
	

	
	Secure communication using SSL/TLS when IPTV terminal devices connect to security-related application servers (e.g., connection between portal and IPTV terminal devices)
	7.2.2
	M
	
	

	
	Communicate with CRL server for update and management of CRL
	7.2.2
	M*1
	
	

	
	Client certificate in PKI path structure and root certificate
	9.4.1.1
	M*1
	
	

	
	Share the key for encryption by DH key exchange protocol
[Contributor’s note]: Diffie-Hellman protocol [RFC 2539] is required? or is replaced with “standardized key exchange protocol”?
	9.4.1.1
	M
	
	

	
	Acquire the newest CRL
	9.4.1.2
	O
	
	

	Content protection
	Management and acquisition of rights and keys from server-side SCP functionalities
[Contributor’s note]: This item is separated into key management and key acquisition
	7.2.2
	M
	
	

	
	Extraction of descrambling key from ECM and its provisioning to renderer for Linear TV
[Contributor’s note]: This item explains details of key management for linear TV
	7.2.2
	M
	
	

	
	AES encryption with CBC and OFB for a residual block
[Contributor’s note]: This item is moved closeer to  “LinearTV” part
	7.2.2

	M
	
	

	
	CSA encryption
[Contributor’s note]: This item is moved closer to “Linear TV” part
	7.2.2
	O
	
	

	
	Request an individual set of rights and keys by transmitting to sever-side SCP functionalities a message which includes the lID that identifies the targeted rights and keys 
	7.2.2, 9.4.2.1
	M
	
	

	
	Robust communication channel by encryption and SCP server URI signature verification
[Contributor’s note]: This item is the same as SSL; therefore deleted
	9.4.2.1
	M
	
	

	
	Rights and keys management for VOD (e.g., An Indivudual set of rights and keys are treated during playback and encrypted content is decrypted by using the keys)
	7.2.2, 9.4.2.2
	M*2
	
	

	
	Rights and keys management  for Linear TV (e.g., Extracting a scramble key from ECM and supplying the key and information about the conditions for use of content to the renderer)
	7.2.2,9.4.2.3
	M*2
	
	

	
	AES encryption with CBC and OFB for a residual block for Linear TV
	7.2.2

	M*2
	
	

	
	CSA encryption for Linear TV
	7.2.2
	O*2
	
	

	Secure communication 
	SSL/TLS
[Contributor’s note]: This item is moved to service protection
	7.2.2
	M
	
	

	Othsers
	SCP client restricts  the viewing of certain content and the associated information according to parental control information
	9.3.5.4
	O
	
	

	
	Audio/Video output interfaces of the IPTV terminal device provide appropriate copy protection
	10.2
	M
	
	


Note 1 – In case wherein X.509 base certificates are used as credentials for authentication, a revocation function is required [ITU-T X.1191].
Note 2 -  It is required or recommended when a relevant IPTV service is provided.
[Editor’s note 22 Sept]: Categorization of this table seems to be pre-matured. Further study is required.

End proposed descriptions
2.3 Testbed
At September IPTV-GSI meeting, test bed for security conformity was added as Appendix II.  Terms “DRM” and “CAS” should be replaced with appropriate words according to the result of discussion at the meeting.  “CAS” and “DRM” relates to both service protection and content protection; therefore, the terms are replaced with just “SCP functions”. In addition, titles of each clause are changed into “Test bed on Linear TV security” and “Test bed on VOD security” because of treating just two basic services in H.721”.  These replacements make clear the difference between targets of the testing.
This contribution proposes that following revised description should be moved to an appropriate part of main body according to [Editor’s note 22 Sept].

Start proposed descriptions

Appendix II
Test beds for security conformity
[Editor’s note 22 Sept]: When this appendix deems mature, revised descriptions will be moved to main body.  One of the issues is terminology such as CAS and DRM.  These should be carefully aligned with [H.721] and [X.1191] etc
II.1 Test bed on Linear TV security
[Contributor’s Note 01Sep2010]: It is required to clear relations of categorizations between 1) content protection and service protection in [ITU-T Rec.H.721] and 2) generic terms CAS and DRM. The result of discussion on this issue significantly effects on making check-lists of [ITU-T Rec. HTSP.H721]. 
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2 Figure 1: Linear TV security test bed

A test bed for Linear TV testing consists of four main functional blocks, SCP functions, CRL management [b_ITU-T X.509], SCP client and IPTV service delivery [b_IPTVFJ STD-0004].
NOTE: [ITU-T H.721] consults details of functional architecture block diagram of a basic model IPTV terminal device.

[Contributor’s Note 01Sep2010]: Two test beds for CAS and DRM are put down at this time. However, it seems to be necessary to discuss whether CAS and DRM test beds should be integrated into a test bed.  Current descriptions of two test beds are quite similar. Specific descriptions for CAS and DRM are highlighted with green markers and cyan respectively. 
SCP functionsblock contain the following detailed functions:

· Generating and managing content keys and rightslicenses

· Establishing secure communication with SCP clients
· Judging whether or not to issue a license based on requests from the SCP client and transferring the license when issued
· Generating scramble keys and rights information (e.g., ECM) 
CRL management block generates, manages and issues CRL relating to the SCP functions and SCP client. It has the following functions:

· Generating, updating and managing CRL [ITU-T X.590] of the CAS management and SCP client

· Transferring CRL based on requests from the SCP functionst and SCP client

SCP client functional block inside the IUT has following functions:

· Establishing a secure communication link through mutual authentication with the SCP functions block
· Acquiring rights and keys  from the SCP functions block and managing them

· Extracting a scramble key from ECM and supplying the key and information about the conditions for use of content to the renderer

· Updating and managing CRL through communication with the CRL management block
IPTV service delivery functions for Linear TV testing are required to support following functions:

· Multiplexing ECM and transmitting service streams encrypted by a scramble key 

 [Contributor’s Note 01Sep2010]: It is necessry to check terminologies and texts of [ITU-T X.1191] for consistency.
II.2 Test bed on VOD security
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3 Figure 2: VOD security test bed

A test bed for VOD testing consists of four main functional blocks, SCP functionst, CRL management, SCP client and IPTV service delivery [b_IPTVFJ STD-0002].
NOTE: [ITU-T H.721] consults details of functional architecture block diagram of a basic model IPTV terminal device.
SCP functions block contain the following functions:

· Generating and managing content keys and licenses

· Establishing secure communication with SCP clients
· Judging whether or not to issue a license based on requests from the SCP client and transferring the license when issued

CRL management block generates, manages and issues CRL relating to the SCP functions functions and SCP client. It has the following functions:

· Generating, updating and managing CRL of the SCP functions and SCP client

· Transferring CRL based on requests from the SCP functions and SCP client

SCP client functional block inside the IUT has following functions:

· Establishing a secure communication link through mutual authentication with the SCP functions block
· Acquireing licenses from the SCP functions block and managing them

· Supplying content keys and information about the conditions for use of content to the renderer

· Updating and managing CRL through communication with the CRL management block
IPTV service delivery functions for VOD testing are required to support following functions:

· Generating and managing an encrypted stream of content by using the appropriate content key generated by the SCP  functions
· Sending out an encrypted stream in response to a request from the IUT

End proposed descriptions
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