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This contribution contains the Terms of Reference for H.323 Annex I.

Introduction

H.323 Annex I, “Packet Switched Visual Telephone Systems for Wireless Terminals,” encompasses the definition of procedures necessary to enable satisfactory communication using H.323 on wireless, low-delay packet networks terminating at the terminal. Specifically, radio links from terrestrial or satellite stations to DTEs. For example, a cellular telephone network. This precludes radio links that are part of the network, but not directed to the DTE. An example of this would be a DTE that is connected to a terrestrial, wired network which in turn was connected to a satellite network (which would be low-delay if the satellites were in Low Earth Orbit (LEO)). This is not to say satellite networks are excluded by H.323 Annex I, just that they are not directly addressed. Also note that the end-to-end connection may include wired packet networks.

Necessary to successful implementations based on H.323 Annex I, which issues relative to radio links are addressed by this annex must be limited. Doing so allows a general approach applicable to disparate radio networks and a division of effort that restricts the scope of this annex to within the expertise at hand. The former is achieved by ignoring layer 2 and lower network issues. The latter can be achieved by first characterizing the technical issues associated with packet radio networks and then categorizing these issues into those that will be ignored, those that are compensated for, and those that can be corrected using techniques for which a standard procedure is recommended in this annex.

Radio Network

No attempt is made in this annex to specify or define the radio network utilized by terminals implementing H.323 Annex I. This includes connection setup, carrier modulation, and spectrum division. Also, the method by which packets are transmitted on the radio network  is not defined or specified. However, some assumptions are made.

1. The radio network provides packet switching functionality sufficient to support the general connection requirements of H.323. An example would be a GSM based terminal connected to the Internet using GPRS. This does not preclude circuit switched connections that use H.323 over PPP. However, that type of connection is outside the scope of this annex.

2. This annex addresses digital connections with a bit rate in the range 32 – 384 KBPS.

3. The average Bit Error Rate (BER) is between 10-3 and 10-6. However, no assumption is made as to the error pattern, i.e. bursty or random. Some radio links will exhibit error rates higher than 10-3. However, achieving high-quality, low-delay video and speech transmission can generally only be achieved through excessive use of radio spectrum. Error rates less than 10-6 require no special techniques beyond those available to H.323 terminals today.

4. The maximum one-way propagation delay is 250 ms or less. Note that this is propogation delay. It is much higher than would be encountered on cellular networks, but is sufficient for communication over geo-stationary satellites. In general, delay introduced through protocol overhead should be kept to a minimum.

Technical Issues

Within the scope of H.323 Annex I, the majority of technical issues are related to bit errors introduced by inherently error prone radio networks. Bit errors can be categorized into those that occur in the packet header and those that occur in the payload. The former causes packet loss or delay (due to retransmission). The latter causes packet loss, delay, or, with the appropriate techniques, delivery of erroneous bit streams to H.225. Taken together, delay, packet loss, latency/jitter, and payload error rate determine Quality of Service (QoS).

Delay

For the networks addressed by this annex, delay is caused by packet retransmission or congestion. Packet retransmission occurs as the result of transmission errors or packet loss due to network congestion. Congestion can also cause queuing, and therefore delay, without causing retransmission. Since delay can originate in network segments outside the control of wireless H.323 terminals, delay is ignored by H.323 Annex I.

Packet Loss

Transmission errors and network congestion can cause packet loss. In a cellular network, hand-offs can cause a series of lost packets. Even for packet networks that would normally invoke retransmission when such events occur, retransmission can be sometimes be disabled and, in any case, ignored. The latter approach would be used to avoid delay incurred with retransmission. While correcting for packet loss in a general manner is not possible in H.323 terminals (without increasing delay due to retransmission), compensation for packet loss is possible. Lost media stream packets result in errors in the media stream. Many media codecs are today capable of concealing or correcting such errors.

Payload Errors

Payload errors, which result from transmission errors, will be quite common in wireless H.323 terminals. With sufficient redundancy coding, many payload errors can be corrected.

Latency & jitter

Delay due to latency and jitter must be minimized and constrained to within acceptable limits for real-time communication. Underlying transmission systems and protocols will be studied and general recommendations made with respect to latency and jitter.

Bandwidth efficiency

Error prone channels are often encountered in wireless networks, where bandwidth is usually scarce. Additionally, controlling errors itself often consumes bandwidth. Therefore, special consideration must be given to choosing techniques that conserve bandwidth.

Minimize gateway complexity

A major advantage of H.323 is that for networks utilizing a homogenious network protocol (e.g., TCP/IP) there is technically no reason why any two terminals connected to that network cannot establish two-way communication using H.323. Therefore, introducing error control techniques that were not readily available to existing terminals would be imprudent. However, this philosophy applies only to the scope of H.323. For example, if a cellular telephony service provider employs base station equipment that supports proprietary error control techniques for transmission of TCP/IP between the base station and the end-user’s terminal those techniques may be useful for H.323 and it may be useful to directly call out those techniques in Annex I.

Where some sort of gateway is required, its complexity should be kept to a minimum and transcoding of multimedia streams, particularly video, should be avoided.

Security in the data link layer (i.e. in the air interface)

Since intercepting radio transmissions is straightforward, the degree of security at the data link level should be understood for typical wireless networks. One approach would be to provide additional H.245 signaling to indicate whether the wirless portion of the link was secure. Additionally, an encryption layer suitable for wireless networks could be recommended.

IP issues related to radio networks

Wireless networks allow terminals to be mobile. Therefore, terminals potentially will change sub-networks and IP addresses. A seemless, low overhead method for achieving this is required of real-time communications. Mobile IP (IETF RFC 2002) presents a method for achieving this. However, this should be analysed from a QoS standpoint. For example, does the redirection through tunneling from the Home Network to the Foreign Network create unsuitable delay or add unnecessary header overhead through encapsulation? During handoff in cellular networks, does changing the Care-of Address require an inordinate amount of bandwidth for signaling? Fixes for problems that are detected should first be explored within the IETF. Less preferably, work-arounds could be devised within H.323 Annex I.

Procedures

Several methods exist for handling errors occurring in the radio link. Using TCP/IP (which implies all of the related IETF RFCs, such as UDP, RTP, etc.) as an example, a sample of these methods is given.

First, the terminal could take no special steps. The existing error detection (CRC) and retransmission will ensure correct bit streams are delivered to the codecs. The disadvantage of this approach is that delay is increased and goodput is reduced due to retransmission.

While outside the scope of this annex, methods for header compression and header error protection and correction must be identified. Header compression is necessary because radio links are typically low-bandwidth. Available bandwidth for media streams is further restricted because error correction schemes require redundancy. Header error protection and correction is critical because a lost packet causes a total loss of the associated payload. Techniques for recovering header errors must not use retransmission since this adds delay and reduces bandwidth.

Payload errors can be handled with two basic approaches. The first approach is to apply general error correction techniques to the bit stream. The second allows the media decoder (in conjunction with or using information supplied by the encoder) to apply error concealment or correction itself. Both approaches can be used separately or combined.

For general error concealment or correction methods to be effective, the Data Link Layer and Physical Layer of typical wireless networks must be characterised in terms of error patterns.

Identifying link level quality of service techniques (bandwidth allocation, fragmentation, prioritisation) may be necessary for certain well known wireless networks to guarantee performance of H.323 real-time streams.

General Error Correction

H.324 already specifies two types of error correction that would be useful for wireless, packet-based networks. H.223 Annex C employs an enhanced Cyclic Redundancy Check (CRC) for error detection, convolutional encoder for Forward Error Correction (FEC), and ARQ (Automatic Repeat Request). H.223 Annex D allows for the use of Reed-Solomon as an alternative coding method in H.223 Annex C. While these annexes are not directly applicable to H.323, the same algorithms could form the basis for annexes to H.225.0.

Codec Level Error Correction and Concealment

In response to increased use of wireless networks, speech and video codecs have been enhanced with various error correction and concealment schemes.

Example speech codecs:

G.723.1 with Annex C

AMR (Adaptive Multi Rate)

Example video codecs:

H.263 with Annex H, Annex K, Annex N, and/or Annex R.

MPEG-4 with data partitioning and RVLC (Reverse Variable Length Coding) (both of these are part of Simple Profile).

Conclusions

Packet switched networks are used to transmit many types of data. As these networks are applied to wireless infrastructures, general techniques need to be developed to handle the error prone nature of wireless transmission for all types of data. Many of these techniques are applicable to H.323 on wireless networks. By limiting the scope of H.323 Annex I as described above, additional error correction and concealment techniques can be developed specifically for H.323 that do not duplicate existing general techniques applicable to H.323.

� Methods exist or are proposed for wireless networks that allow for the transmission of the packet payloads using a link layer specific to the wireless networks. Spoofing is then used between endpoints of  the wireless network. For example, TCP/IP is used between the application (H.323 in this case) and the point at which the terminal accesses the radio network. A dedicated protocol optimized for the particular radio network the simulates a TCP/IP link to a base station. The base station rebuilds the IP packets before placing them on the Internet. This method allows for highly tuned error correction and efficient spectrum utilization. However, these methods tend to be proprietary and may not be implemented in all locations.
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