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Draft new Recommendation ITU-T H.IRP
ID resolution protocols for multimedia information access triggered by tag-based identification

AAP Summary

To be provided before Consent.
Summary
This Recommendation specifies the identifier (ID) resolution protocols for multimedia information access triggered by tag-based identification.  This ID resolution protocols are used to retrieve the location of the multimedia information associated with an ID.
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Introduction


This Recommendation specifies the identifier (ID) resolution protocol (IRP).  This ID resolution protocol is used to retrived the location of the multimedia information associated with an ID.
Clause 6 provides an overview of the ID resolution protocol.
Clause 7 specifies the application-specific OID resolution process which will follow the general OID resolution process defined in [ITU-T X.672].

Clause 8 specifies the ID resolution process.
1
Scope

This Recommendation defines the identifier (ID) resolution protocols for multimedia information access triggered by tag-based identification which is described in ITU-T Recommendations F.771 and H.621.
The identifier resolution protocol (IRP) in this Recommendation consists of two processes: an application-specific object identifier (OID) resolution process which is specified in [ITU-T X.672] and an identifier resolution process.  
2
References

The following ITU-T Recommendations and other references contain provisions, which, through reference in this text, constitute provisions of this Recommendation. At the time of publication, the editions indicated were valid. All Recommendations and other references are subject to revision; users of this Recommendation are therefore encouraged to investigate the possibility of applying the most recent edition of the Recommendations and other references listed below. A list of the currently valid ITU-T Recommendations is regularly published.

The reference to a document within this Recommendation does not give it, as a stand-alone document, the status of a Recommendation.

[ITU-T F.771]
ITU-T Recommendation F.771 (2008), Service description and requirements for multimedia information access triggered by tag-based identification
[ITU-T H.621]
ITU-T Recommendation H.621 (2008), Architecture of a system for multimedia information access triggered by tag-based identification
[ITU-T X.668]
ITU-T Recommendation X.668 (2008), Information technology - Open Systems Interconnection - Procedures for the operation of OSI Registration Authorities: Registration of object identifier arcs for applications and services using tag-based identification
[ITU-T X.672]
ITU-T Recommendation X.672 (2010), Information technology - Open Systems Interconnection – Object Identifier Resolution System (ORS)
[ITU-T X.680]
ITU-T Recommendation X.680 (2002), Information technology - Abstract Syntax Notation One (ASN.1): Specification of basic notation


[RFC 1035]
IETF RFC 1035 (1987), Domain name – Implementation and specification
[RFC 2915]
IETF RFC 2915 (2000), The Naming Authority Pointer (NAPTR) DNS Resource Record
3
Definitions
3.1
Terms defined elsewhere

This Recommendation uses the following terms defined elsewhere:

3.1.1
application-specific OID resolution process [ITU-T X.672]: Actions by an application to retrieve application-specific information from the information returned by the general OID resolution process.
3.1.2
general OID resolution process [ITU-T X.672]: That part of the ORS where an ORS client obtains information from the DNS (recorded in a zone file) about any specified OID and returns it to an application.

3.1.3
ID tag [ITU-T F.771]: An ID tag is a tiny physical object which stores a small amount of information which is an identifier or includes an identifier with other additional application data such as name, title, price, and address. An ID tag is attached or associated with a real-world entity to carry the information or attributes about the entity. In this Recommendation, an ID tag is used to store an identifier of the real world entity with optional application data. Examples are RFIDs, barcodes, 2D barcodes, infrared tags, active RF tags, and so on.
3.1.4
ID terminal [ITU-T F.771]: ID terminal is a device with a data capture capability from ID tags, and other capability such as communication capability and multimedia information presentation capability.  The data capture capability may include a function to obtain identifier from ID tags even with no communication capability such as barcodes and 2D barcodes.  Examples of data capture techniques are digital camera, optical scanner, RF transponder, IrDA, etc.  Sometimes, ID terminal is called as user terminal.
3.1.5
Object Identifier [ITU-T X.680]: A globally unique value associated with an object to unambiguously identify it.
3.2
Terms defined in this Recommendation

This Recommendation defines the following terms:

3.2.1
ID Resolution Protocol (IRP): A protocol used to find Uniform Resource Locator (URL) of multimedia information associated with ID
3.2.2
ID Resolution Server (IRS): A server that contains location of multimedia information and resolves an ID into URL of associated information.
4
Abbreviations and acronyms

This Recommendation uses the following abbreviations and acronyms:
	DNS
	Domain Name System

	
	

	FQDN
	Fully Qualified Domain Name

	ID
	Identifier

	
	

	IRP
	ID Resolution Protocol

	IRS
	ID Resolution Server

	
	

	
	

	MIDS
	Multimedia Information Delivery Server

	NAPTR
	Naming Authority Pointer

	OID
	Object Identifier

	
	

	regexp
	Regular expression

	RFC
	Request for Comments

	
	

	URL
	Uniform Resource Locator

	
	


5
Conventions
None

6
Overview of the ID resolution protocol
This clause defines overall architecture IRP of multimedia information access triggered by tag-based identification based on the architecture described in clause 6 of [ITU-T H.621], requirements described in clause 7.3 of [ITU-T F.771] and OID Resolution System in [ITU-T X.672].
Figure 1 shows the overall architecture of IRP.
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Figure 1 – Overall architecture of ID resolution protocol
The overall ID resolution protocol is composed of two processes: application-specific OID resolution process and ID resolution process.  The general OID resolution process is out of scope of this Recommendation.
 In multimedia information access process triggered by tag-based identification, ID terminal reads OID and ID from an ID tag such as a barcode and RFID (Step 1).
If the ID terminal does not know how to process the ID, it firstly sends an OID to ORS server. ORS server sends back ID processing information which contains converting rule of ID into specific format for ID resolution protocols to the ID terminal (Step 2 and 3).  If the ID terminal knows how to process the ID read from the ID tag, it can skip both general and application-specific OID resolution process.
Then, the ID terminal sends the ID in a suitable format for ID resolution to ID resolution server (Step 4). ID resolution server gets ID as an input, and returns an URL of multimedia information in Multimedia Information Delivery Server (MIDS).
Lastly, the ID terminal accesses MIDS to obtain multimedia information.

This Recommendation specifies application-specific OID resolution process multimedia information access triggered by tag-based identification and ID resolution process for Step 3 and 4 in Figure 1.
The general OID resolution process is defined in [ITU-T X.672] and it will return some information which will be used in the application-specific OID resolution process for multimedia information access triggered by tag-based identification.  An ID resolution process will follow this application-specific OID resolution process.
7
Application-specific OID resolution process
The application-specific OID resolution process uses DNS protocol as defined in IETF RFC 1035 and NAPTR resource records as defined in IETF RFC 2915.
The application-specific OID resolution process is initiated when the general OID resolution process returns ORS service type “ORS+TINF”.  The NAPTR resource record with this service type contains address of application-specific ORS resolution server.  ID terminal should send a DNS query to this server with an OID as an input.  The result of this application-specific OID resolution process is ID structure information in RegExp field of NAPTR resource record.
7.1
OID transformation rules

OID should be converted in Fully Qualified Domain Name (FQDN) form to be sent to the application-specific OID resolution server.  The transformation rule of OID into FQDN is defined as following three steps:


Step 1: separate each arc with period (“.”)


Step 2: reverse the order of the arcs


Step 3: add “.oid-res.org.” at the end of result from Step 2

For example, OID {2 27 1} will be converted as “1.27.2.oid-res.org. ”.
7.2
ID Structure Information

The ID Structure Information is stored in NAPTR Resource Records at the application-specific ORS server.  The ID Structure Information is expressed in RegExp field of NAPTR resource record using POSIX Regular Expression. This rule is substitution syntax of ID into a certain format for ID resolution process.

For this purpose following new Service field values of NAPTR resource record shall be defined.


IRP+FFT: Fixed Form Type ID scheme. It indicates that RegExp field contains rule for converting an ID into a certain format for ID resolution process and it needs no more query to application-specific ORS server

IRP+VFT: Variable Form Type ID scheme. It indicates that RegExp field contains rule for extracting some fields from an ID and it needs more query to application-specific ORS server
For example, the following NAPTR resource record is for FFT ID scheme.

’0’ ’100’ ’U’ ’IRP+FFT’ ’!^(.{3})(.{5}).{3}$!\\2.\\1.anydomain.com.!’.
Applying the above RegExp to an ID, of which total length is 11 bits, we obtain a text string in the form of “nnnnn.nnn.anydomain.com.” where n is either ‘0’ or ‘1’.
Here is another example.  The following NAPTR resource record is for VFT ID scheme.
’0’ ’100’ ’U’ ’IRP+VFT’ ’!^(.{2}).{11}$!\\1!’.
Applying the above RegExp to an ID, we obtain the first 2 bits of the ID which totally length is 13 bits.
7.3
Operation of a client
Figure 2 shows the operation of a client in application-specific OID resolution process.
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Figure 2: Operation of application-specific OID resolution process
The client converts OID into FQDN form as defined in 7.1 of this Recommendation and sends it to the application-specific ORS server.  When the client receives a NAPTR resource record with the Service field value of “IRP+FFT”, it applies the rule in RegExp field on the ID and obtains a new text value suitable for ID resolution process. When the client receives a NAPTR resource record with the Service field value “IRP+VFT”, it applies the rule in RegExp field on the ID and obtains a new text value which is added to the front of OID in FQDN form.

For example, if OID in FQDN form is “99.27.2.oid-res.org.” and the substitution result of applying the RegExp field obtained by the query to application-specific ORS server to the ID value is “5”, then new FQDN form “5.99.27.2.oid-res.org.” for the subsequent query will be generated.
7.4
Format of NAPTR resource record

The contents of a NAPTR resource record are formatted as:

	Order
	Preference
	Flags
	Service
	RegExp
	Replacement

	0
	100
	u
	IRP+FFT
	!^(.{2}).{11}$!\\1!
	.


The application-specific OID resolution server operators should obey the following rules to configure the NAPTR resource record:

a)
The order field should be zero

b)
The preference field should be non-negative integer

c)
The flags field should be set to “u”, indicating that the RegExp field contains URL

d)
The service field should be set to “IRP+VFT” or “IRP+FFT” (see 7.2)
e)
The RegExp field specifies an ID structure information.  The value of this field should be the string !^ID structure information!
7.5
Operation of ID resolution servers

The application-specific OID resolution server should behave as DNS server which is defined in IETF RFC 1035.
NOTE – An example configuration and operation of application-specific OID resolution process is given in Annex A
8
ID resolution process
The ID resolution process uses DNS protocol as defined in IETF RFC 1035 and NAPTR resource records as defined in IETF RFC 2915.




8.1
Overview
The purpose of this process is to find multimedia information associated with an ID by using DNS.  In order to use DNS, the ID should be converted into an FQDN format that DNS can understand.
DNS servers used for this ID resolution process contain delegation pointer to another name server in NS records or URL of multimedia information associated with ID in NAPTR Resource Record.

The ID terminal reads an ID from tag.  Then it knows how to convert the ID into FQDN form, it converts the ID into FQDN form for sending it as part of a DNS query.  If the user terminal does not know how to convert the ID into FQDN form, it should initiate OID resolution process as specified in [ITU-T X.672].
The NAPTR type is used for the DNS query.  This DNS query is sent to the default DNS server (local DNS server).  If the default DNS server has a NAPTR resource record for that ID, it returns a NAPTR resource record which includes the URL of content.  If the default DNS server does not have any NAPTR resource record for that ID, it sends a query to ROOT DNS server and ROOT DNS server returns the IP address of another name server which might have a NAPTR resource record for that ID.  The default DNS server then sends another query to this new address. This procedure runs recursively until a NAPTR resource record can be obtained.  When the default DNS server successfully receives a NAPTR resource record, it sends the NAPTR resource record back to the ID terminal and the ID resolution process is completed.
8.2
Query to ID resolution server
This clause specifies the DNS query format.  The ID in this query should be presented in FQDN (Fully Qualified Domain Name) format and the query type should be set to “NAPTR”.


The rule to convert an ID into FQDN format is defined as follows:
STEP 1:
Put dots (“.”) between each field, producing for example, 101010.101.11
STEP 2:

Convert binary digits into hexadecimal, producing for example, 2A.5.3
STEP 3:

Reverse the order, producing for example, 3.5.2A
STEP 4:

Append the string “.anydomain.com.”, producing for example, 3.5.2A.anydomain.com.
NOTE – The anydomain.com here means the domain name for a particular ID scheme.  Each ID scheme should have a unique domain name to use ID resolution protocol in this Recommendation.
8.3
Response form ID resolution server
This clause specifies the DNS response format.


The URL of multimedia information associated with ID is contained in RegExp field.  The rule for setting each field of NATPR resource record is specified in 8.4.









8.4
Configuration of NAPTR resource record

The contents of a NAPTR resource record are formatted as:
	Order
	Preference
	Flags
	Service
	RegExp
	Replacement

	0
	100
	u
	C2U
	!^.*$!http://anydomain.com/example1.html!
	.


ID resolution server operators should obey the following rules to configure the NAPTR resource record:

a)
The order field should be zero

b)
The preference field should be non-negative integer

c)
The flags field should be set to “u”, indicating that the RegExp field contains a URL

d)
The service field should be set to “C2U”
e)
The RegExp field specifies a URL of multimedia information.  The value of this field should be the string !^.*$!URL of multimedia content!
8.5
Operation of a client

The client should use the following procedure to interpret the results returned by a DNS query:

STEP 1:
From the results of the query, select those NAPTR resource records which have flag field value “u” and service field value “C2U”.  If there is no such record, stop

STEP 2:
From the result from STEP 1, select those records having the lowest value in the preference field
STEP 3: From the result form STEP 2, select a record randomly

STEP 4: Extract the URL from the record from STEP 3, by extracting the substring between the “!^.*$!” and the “!”
STEP 5: Get multimedia contents using the URL form STEP 4
STEP 6: If STEP 5 is not successful, go back to STEP 3, using a different record from the STEP 2.  If all records form STEP 2 have been tried, go back to STEP 2 using record from STEP 1 having the next lowest value in the preference field.  If all records from STEP 1 have been tried, stop

8.6
Operation of ID resolution servers
The ID resolution server should behave as DNS server which is defined in IETF RFC 1035.
NOTE – An example configuration of ID resolution servers is available in Annex B
Annex A
An example configuration and operation of application-specific OID resolution process
(This Annex forms an integral part of this Recommendation)
A.1
Assumption

Let’s consider following structure of an ID scheme.  This ID scheme has 2 bits long class field which specifies 2 types of ID.  When the class field is “0”, it has 4 fields and each field is 2 bits, 3 bits, 4 bits and 2 bits long, respectively.  When the class field is “1”, it has 2 fields and each field is 2 bits and 7 bits long.
	Length (bit)
	1
	1
	1
	1
	1
	1
	1
	1
	1
	1
	1
	1
	1

	Class 1
	00
	Field 1
	Field 2
	Field 3
	Field 4

	Class 2
	01
	Field 1
	Field 2
	


Let us assume also that “.examplecode.com.” is the domain name for the particular ID scheme we give as an example here.
A.2
Configuration of NAPTR resource records
The application-specific OID resolution server should have 3 NAPTR resource records.  These NAPTR resource records can be stored separately.
NAPTR resource record 1:

99.27.2.oid-res.org. IN NAPTR ’0’ ’100’ ’U’ ’IRP+VFT’ ’!^(.{2}).{11}$!\\1!’.

NAPTR resource record 2:

0.99.27.2.oid-res.org. IN NAPTR ’0’ ’100’ ’U’ ’O2U+FFT:V100B1’ ’!^(.{2})(.{2})(.{3})(.{4}).{2}$!\\4.\\3.\\2.\\1.examplecode.com!’.

NAPTR resource record 3:

1.99.27.2.oid-res.org. IN NAPTR ’0’ ’100’ ’U’ ’O2U+FFT:V100B1’ ’!^(.{2})(.{2})(.{7})$!\\3.\\2.\\1.examplecode.com!’.
The NAPTR resource record 1 contains the rule for extracting specific field.  In the example, this rule will extract the first 2 bits from the ID.  The NAPTR resource record 1 contains the rule for converting an ID into FQDN form for class 1.  The NAPTR resource record 2 contains the rule for converting an ID into FQDN form for class 2.
A.3
Operation example
Now suppose that the client reads an OID as {2 27 99} and an ID as “0001011010101” from an ID tag.
STEP 1:
When the client reads an OID {2 27 99} from an ID tag and convert this OID into FQDN form as specified in 7.1, produces “99.27.2.oid-res.org.” and send it to the application-specific ORS server.
NOTE – OID arc is converted to decimal string as opposed to the case of converting the ID binary digits into hexadecimal string as specified in step 2 of 8.2
STEP 2:
The application-specific ORS server returns NAPTR resource record 1 and the client extracts service field and RegExp from the NAPTR resource record.
STEP 3:
The client applies regular expression from STEP 2 to the ID “0001011010101” and obtains “00” and converts it to decimal number “0”. Here the first two bits field is “00”.
STEP 4:
The client check service (= “IRP+VFT”) field and adds “0” from STEP 3 in front of “99.27.2.oid-res.org.” and obtains “0.99.27.2.oid-res.org.”.
STEP 5:
The client sends the new FQDN form from STEP 4 to the application-specific ORS server.

STEP 6:
The application-specific ORS server returns NAPTR resource record 2 and the client extracts service field and RegExp.
STEP 7:
The client check service (= “IRP+FFT”) field and applies the regular expression from STEP 6 to ID “0001011010101” and gets “0101.011.01.00.examplecode.com”. Here the first field is “00”. The second field is “01”. The third field is “011”. The fourth field is “0101”.
STEP 8:
The client converts each field of result from STEP 7 to decimal and gets “5.3.1.0.examplecode.com”.

Annex B
An example configuration of ID resolution servers
(This Annex forms an integral part of this Recommendation)
Figure B.1 shows an example configuration of ID resolution servers.
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Figure B.1 – An example of delegation hierarchy of ID resolution servers
ID resolution servers are part of global DNS.  An organization that manages and allocates specific ID scheme should operate an ID resolution servers.  There are many other organizations that manage and allocate some sub blocks of this specific ID scheme and these organizations should also operate ID resolution servers.  The operation of ID resolution servers can be delegated to other organization by contract.

The intermediate ID resolution servers have delegation pointer to another name server in NS records.  The ID resolution server at the end of the DNS tree has NAPTR resource records which contains actual URL of multimedia contents.

The hierarchical structure in Figure B.1 is a logical view and multiple ID resolution servers can be implemented in one physical server.
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