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Summary
This contribution proposes to modifications on [HSTP.CONF-H721] according to the results of discussions in Q13//16 e-meetings (10, 17&24 November, 2010).
1 Introduction
It is necessary to updates some texts and tables of contributions on [HTSP.CONF-H721] proposed in the e-meetings.

2 Discussion and Proposal
2.1 Security checklist
Firstly, a following security check item “Authenticated encrypted communication channel by mutual authentication with server-side SCP functionalities using PKI” was proposed at first e-meeting (10 November).  In addition, this requirement was decomposed to following three key functions according to clause 7.3 in [X.1191] ;

· Subscriber and/or TD authentication using PKI

· Server authentication using PKI

· Service access control for Linear TV (e.g., scrambling and encrypted)
Paying attention to the last bullet, this sentence also contains two security items.

· Encryption for contents

· Encryption for access control information (e.g., ECM)

The current security check list misses the last item “Encryption for access control information”.

Secondly, “Diffie-Hellman protocol [RFC 2539] (DH)” protocol should be deleted because both [H.721] and [X.1191] does not specify the details of key exchange protocols.

Proposed revisions are as follows:

Start proposed descriptions

Security Checklist
	Category
	Functions/protocols
	Reference
	Status
	Support
	Remarks

	Service protection
	Server-side SCP functions authentication using PKI for mutual authentication 
	7.2.2, 9.4.1.1
	M*1
	
	

	
	Service access control to restrict acquisition and access to services by using SCP functionalities (e.g., scrambling and encrypted for Linear TV)
	7.2.2, 9.4.1.1
	M
	
	

	
	Encryption for protecting access control information
	7.2.2

9.4.1.1
	M
	
	

	
	Secure communication using SSL/TLS when IPTV terminal devices connect to security-related application servers (e.g., connection between portal and IPTV terminal devices)
	7.2.2
	M
	
	

	
	Communicate with CRL server for update and management of CRL
	7.2.2
	M*1
	
	

	
	Client certificate in PKI path structure and root certificate
	9.4.1.1
	M*1
	
	

	
	Share the key for encryption by  key exchange protocol

	9.4.1.1
	M
	
	

	
	Acquire the newest CRL
	9.4.1.2
	O
	
	

	Content protection
	Request an individual set of rights and keys by transmitting to sever-side SCP functionalities a message which includes the lID that identifies the targeted rights and keys
	7.2.2, 9.4.2.1
	M
	
	

	
	Rights and keys management for VOD (e.g., An Indivudual set of rights and keys are treated during playback and encrypted content is decrypted by using the keys)
	7.2.2, 9.4.2.2
	M*2
	
	

	
	Rights and keys management  for Linear TV (e.g., Extracting a scramble key and supplying the key and information about the conditions for use of content to the renderer)
	7.2.2,9.4.2.3
	M*2
	
	

	
	AES encryption with CBC and OFB for a residual block for Linear TV
	7.2.2

	M*2
	
	

	
	CSA encryption for Linear TV
	7.2.2
	O*2
	
	

	Others
	SCP client restricts  the viewing of certain content and the associated information according to parental control information
	9.3.5.4
	O
	
	

	
	Audio/Video output interfaces of the IPTV terminal device provide appropriate copy protection
	10.2
	M
	
	


Note 1 - In case wherein X.509 base certificates are used as credentials for authentication, a revocation function is required [ITU-T X.1191].

Note 2 - It is required or recommended when a relevant IPTV service is provided.
[Editor’s note 22 Sept]: Categorization of this table seems to be pre-matured. Further study is required.

End proposed descriptions
2.2 Updated requirements levels
Statuses of proposed checklists in [HTSP.CONF-H721] were discussed at the last e-meeting (24 November, 2010).  Following modifications are proposed again based on the result of the meeting.  
Start proposed modifications

LinearTV Checklist
Table I.1: Checklist concerning formats and streaming in Linear TV
	Category
	Specifications
	Reference
	Status
	Support
	Remarks

	Monomedia
	Video MPEG-2 
	7.1.1
	C*1.
	
	

	
	Video H.264 (AVC) 
	7.1.1
	C*1
	
	

	
	Audio MPEG2 AAC 
	7.1.1
	C*2
	
	

	
	Audio MPEG1 Layer II
	7.1.1
	C*2
	
	

	
	Audio MPEG-4 HE AAC v1
	7.1.1
	C*2
	
	

	
	Dolby AC-3
	7.1.1
	C*2
	
	

	
	ARIB Captioning
	7.1.1
	O
	
	

	
	ATSC Closed Captioning
	7.1.1
	O
	
	

	
	EBU Teletext Subtitles
	7.1.1
	O
	
	

	
	DVB Subtitling
	
	O
	
	

	Multiplex format
	MPEG-2 TS 
	7.1.1
	M
	
	

	
	TTS
	7.1.1
	O
	
	

	Streaming
	RTP
	7.1.1
	M
	
	


Note 1 - One of video formats is required.
Note 2 – One of audio formats is required 
VoD Checklist

Table I.2: Checklist concerning formats and streaming in VOD

	Category
	Specifications
	Reference
	Status
	Support
	Remarks

	Monomedia
	Video MPEG-2 
	7.1.2
	C*3
	
	

	
	Video H.264 (AVC) 
	7.1.2
	C*3
	
	

	
	Audio MPEG2 AAC 
	7.1.2
	C*4
	
	

	
	Audio MPEG1 Layer II
	7.1.2
	C*4
	
	

	
	ARIB Captioning
	7.1.2
	O
	
	

	
	ATSC Closed Captioning
	7.1.2
	O
	
	

	Multiplex format
	MPEG-2 TS 
	7.1.2
	M
	
	

	
	TTS
	7.1.2
	O
	
	

	Streaming
	RTP, RTSP
	7.1.2
	M
	
	


Note 3 – At least one of the video formats are required.

Note 4 – At least one of the audio formats are required 
Terminal Device Attachment and Initialization

Table I.3 Checklist concerning network attachment protocols
	Category
	Protocols
	Reference
	Status
	Support
	Remarks

	Monomedia
	IP, ICMP 
	7.2.1.1
	M
	
	

	
	IPv6, ICMPv6 
	7.2.1.1
	O
	
	

	
	DHCP
	7.2.1.1
	M
	
	

	
	DNS
	7.2.1.1
	M
	
	


Service provider discovery and service attachment

Table I.4: Checklist concerning service discovery

	Category
	Specifications
	Reference
	Status
	Support
	Remarks

	Multiplex Format
	MPEG-2 TS
	7.2.1.3
	M
	
	

	
	TTS
	7.2.1.3
	O
	
	

	Streaming
	RTP, RTSP
	7.2.1.3
	M
	
	

	Multicast
	IGMPv2
	7.2.1.3
	C*5
	
	

	
	MLDv2
	7.2.1.3
	C*5
	
	

	Portal
	HTTP
	7.2.1.3
	C*6
	
	


Note 5- At least one of them are required when Linear TV services are provided.
Note 6 – HTTP is required when portal is used in IPTV services
Content delivery
Table I.5: Checklist concerning content delivery

	Category
	Protocols
	Reference
	Status
	Support
	Remarks

	Multicast
	IGMPv2
	9.2.2
	C*7
	
	

	
	MLDv2
	9.2.2
	C*7
	
	

	Unicast
	RTP, RTSP
	9.2.3
	C*8
	
	

	
	HTTP
	9.2.3
	C*9
	
	


Note 7- At least one of them are required when Linear TV services are provided.

Note 8 – RTP/RTSP are required when VOD services are provided
Note 9 – HTTP is required when portal is used in IPTV services
Video decoding
Table I.6: Checklist concerning video decoding by codec
	Category
	Implementations
	Reference
	Status
	Support
	Remarks

	H.262
	1920x1080i MP@HL
	9.3.3.1.1
	C*10
	
	

	
	1440x1080i MP@HL
	9.3.3.1.1
	C*10
	
	

	
	1280x720p MP@HL
	9.3.3.1.1
	C*10
	
	

	
	720, 544, 480x480i MP@ML
	9.3.3.1.1
	C*10
	
	

	H.264
	1920x1080i HPorMP@Level4.0
	9.3.3.1.2
	C*10
	
	

	
	1440x1080i HPorMP@Level4.0
	9.3.3.1.2
	C*10
	
	

	
	1280x720p HPorMP@Level4.0
	9.3.3.1.2
	C*10
	
	

	
	720x480i HPorMP@Level3.0/3.1/3.2
	9.3.3.1.2
	C*10
	
	

	
	720x576i (the format used in Europe)
	9.3.3.1.2
	C*10
	
	


Note 10 - At least one of them are required.

Audio decoding
Table I.7: Checklist concerning audio decoding by codec
	Category
	Implementations
	Reference
	Status
	Support
	Remarks

	Audio format
	MPEG-2 AAC
	9.3.3.2
	C*11
	
	

	
	MPEG-1 Layer II
	9.3.3.2
	C*11
	
	

	
	Audio MPEG-4 HE AAC v1
	9.3.3.2
	C*11
	
	

	
	Dolby AC-3
	9.3.3.2
	C*11
	
	


Note 11 - At least one of them are required.

End proposed modifications
2.3 Additions of texts for references to H.721
Modification of structure of [HTSP.CONF-H721] was accepted on 24 November.  Following texts concerning references to [H.721] are proposed:
Start proposed structure

7
Conformance for Basic IPTV services

7.1
Media formats and streaming methods for Linear TV
Media formats and streaming methods for Linear TV are specified in sub-clause 7.1.1 of [ITU-T H.721]. Corresponding check items such as Table I.1 in Appendix I shall be filled-in and done verdict.
7.2
Media formats and streaming methods for VOD
Media formats and streaming methods for VOD are specified in sub-clause 7.1.2 of [ITU-T H.721]. Corresponding check items such as Table I.2 in Appendix I shall be filled-in and done verdict.
7.3
Network attachment and initialization
Network attachment and initialization are specified in sub-clause 7.2.1 and 7.2.1.1 of [ITU-T H.721].  Service discovery is specified in sub-clause 7.2.1.2 and 7.2.1.3 of [ITU-T H.721].  For more details, refer to [ITU-T H.770] and [b-HTSP.CONF-H770].  Corresponding check-list such as Table I.3 Appendix I shall be filled-in and done verdict.
7.4
Service discovery and service consumption
Specifications of service discovery are described in sub-clause 7.2.1.2 and 7.2.1.3 of [ITU-T H.721].  [ITU-T H.770] consults with the details of service discovery.  Service navigation is specified in sub-clause 7.1.3 of [ITU-T H.721].  Corresponding check-list such as Table I.4 and I.8 Appendix I shall be filled-in and done verdict.
7.5
Content delivery
Specifications of content delivery are described in sub-clause 9.2 of [ITU-T H.721].  Corresponding check-list such as Table.I.5 in Appendix I shall be filled-in and done verdict.
7.6

Media decoding formats
Specifications of video decoding and audio decoding by codec implemented in IPTV terminal devices are described in sub-clause 9.3.3.1 and 9.3.3.2 of [ITU-T H.721].  Corresponding check-list such as Table.I.6 and I.7 in Appendix I shall be filled-in and done verdict.
8
Conformance for security

8.1
Service protection
Specifications of service protection are described in sub-clause 7.2.2 and 9.4.1 of [ITU-T H.721].  For details of service protection, refer to [ITU-T X.1191] and relevant ITU-T Recommendations (e.g., [ITU-T X.509]).  Corresponding check-list such as Table.I.8 in Appendix I shall be filled-in and done verdict.
8.2

Content protection
Specifications of content protection are described in sub-clause 7.2.2 and 9.4.2 of [ITU-T H.721].  For details of content protection, refer to [ITU-T X.1191]. Corresponding check-list such as Table.I.8 in Appendix I shall be filled-in and done verdict.
8.3
Other security items
Privacy, Parental control, copy control of output interfaces are described in sub-clause 7.2.3, 9.3.5.4 and 10.2 of [ITU-T H.721] respectively.  Corresponding check-list such as Table.I.8 in Appendix I shall be filled-in and done verdict.
9
Conformance for physical interface

9.1
Input interface
Specifications concerning input interface implemented in IPTV terminal devices are described in sub-clause 10.1 of [ITU-T H.721].  Corresponding check-list such as Table.I.9 in Appendix I shall be filled-in and done verdict.
9.2
Output interface
Specifications concerning output interface implemented in IPTV terminal devices are described in sub-clause 10.2 of [ITU-T H.721].  Corresponding check-list such as Table.I.9 in Appendix I shall be filled-in and done verdict.
10 Conformance for QoS
QoS for IPTV terminal devices are described in sub-clause 7.2.4 and 9.2.4of [ITU-T H.721].  For details, refer to [ITU-T H.701] and [b-ITU-T HTSP.CONF-H701].  Corresponding check-list are treated in [b-ITU-T HTSP.CONF-H701] shall be filled-in and done verdict.
End proposed structure
________________

























































	Contact:
	Masahito KAWAMORI
NTT
Japan
	Tel:
+81 468 59 2517
Fax:
+81 46 855 3495
Email: 
kawamori.masahito@lab.ntt.co.jp

	Attention: This is not a publication made available to the public, but an internal ITU-T Document intended only for use by the Member States of ITU, by ITU-T Sector Members and Associates, and their respective staff and collaborators in their ITU related work. It shall not be made available to, and used by, any other persons or entities without the prior written consent of ITU-T.



