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Technical and Editorial Corrections to ITU-T Recommendation H.323

7.xx Remote Device Control

Description:
With the ongoing development of the new Recommendations of H.282 and H.283 covering device control, the previous text related to this functionality is no longer valid 

The clarified text will be contained in the revision 3 of H.323 Recommendation to be published by the ITU-T.  However, the current text in revision 2 of H.323 should be amended with the clarifying paragraph shown below.  

This change should not affect the current functionality of an endpoint.



[Begin Correction]

2
Normative references

...

 [29]
ITU-T Recommendation I.371.1 (1997), Traffic control and congestion control in B-ISDN: Conformance definitions for ABT and ABR.

[30]
ITU-T Recommendation Q.2961.2 (1997), Support of ATM Transfer capability in the broadband bearer capability information element.

[31]
ITU-T Recommendation H.282 (1999) – Remote device control for multimedia applications

[32]
ITU-T Recommendation H.283 (1999) – Logical channel transport of remote device control



[End Correction]

[Begin Correction]

6.2.7
Data channel 

One or more data channels are optional. The data channel may be unidirectional or bidirectional depending on the requirements of the data application.

Recommendation T.120 is the default basis of data interoperability between an H.323 terminal and other H.323, H.324, H.320, or H.310 terminals. Where any optional data application is implemented using one or more of the ITU-T Recommendations which can be negotiated via H.245, the equivalent T.120 application, if any, shall be one of those provided. 
...

[End Correction]

[Begin Correction]

New section:

6.2.7.1
Remote Device Control

H.323 endpoints may support remote device control through the H.282 protocol.  The H.282 protocol shall be supported in an H.245 logical channel according to recommendation H.283.  Recommendation H.283 describes logical channel transport for the H.282 protocol in an H.323 conference. 

Recommendation H.282 may also be used by T.120 systems and carried in a T.120 APE.  Optionally H.323 systems may also support remote device control using recommendation H.282 over T.120.  However this is an option and an H.323 system that supports H.282 shall support it with recommendation H.283.

If both H.282 with H.283 and H.282 with T.120 are supported, then both may be used.  Coordination of the two lower layer protocols under H.282 is a local matter.  However, H.283 shall always be active to account for possible late joining nodes that support H.282 over H.283 but not H.282 over T.120.

 [End Correction]

7.xx
H.323 Protocol Revisions

Description:
This section presents a clarification to the use of revisions of specific protocol Recommendations within the H.323 system, Version 2.

The clarified text will be contained in the revision 3 of H.323 Recommendation to be published by the ITU-T.  However, the current text in revision 2 of H.323 should be amended with the clarifying paragraph shown below.  

This change may affect the current functionality of an H.323 system.

[Begin Correction]

Summary

...

Products claiming compliance with Version 1 of H.323 shall comply with all of the mandatory requirements of H.323 (1996) which references H.225.0 (1996) and H.245 (1996). Version 1 products can be identified by H.225.0 messages containing a protocolIdentifier = {itu-t (0) recommendation (0) h (8) 2250 version (0) 1} and H.245 messages containing a protocolIdentifier = {itu-t (0) recommendation (0) h (8) 245 version (0) 2}. Products claiming compliance with Version 2 of H.323 shall comply with all of the mandatory requirements of this document, H.323 (1998), which references H.225.0 (1998) and H.245 (1998). Version 2 products can be identified by H.225.0 messages containing a protocolIdentifier = {itu-t (0) recommendation (0) h (8) 2250 version (0) 2} and H.245 messages containing a protocolIdentifier = {itu-t (0) recommendation (0) h (8) 245 version (0) 3}.

Support of H.225.0 (1998) and H.245 (1998 or later) as identified in messages above, shall be the singular requirement and definition of H.323 systems which are H.323 Version 2 compliant.
Note that the title of H.323 (1996) was "Visual telephone systems and equipment for local area networks which provide a non-guaranteed quality of service". The title has been changed in this version to be consistent with its expanded scope.

[End Correction]

7.xx
Version Numbers in Gatekeeper routed calls

Description:
This section presents a clarification to the use of version numbers in both the H.225.0 and H.245 messages when routing through a Gatekeeper.  This clarification is needed in order to verify the correct inter-working between version 1 and version 2 systems.

The clarified text will be contained in the revision 3 of H.323 Recommendation to be published by the ITU-T.  However, the current text in revision 2 of H.323 should be amended with the clarifying paragraph shown below.  

This change may affect the functionality or local operation of an H.323 endpoint or Gateway depending on current implementation.



[Begin Additionn]

7.3.3 Call Signalling and Control protocol revisions

When a call is routed through a gatekeeper, gatekeepers shall use the following rules to determine the H.225.0 or H.245 version number to be indicated in messages originated by an endpoint and routed or forwarded by the gatekeeper:

a) If the originating endpoint's H.225.0 or H.245 version number is less than or equal to the gatekeeper's version number, and the gatekeeper chooses to proxy the functions of an equal or later version number on behalf of the originating endpoint; the routed messages shall reflect the version number of the gatekeeper. Otherwise they shall reflect the version number of the originating endpoint.

b) If the originating endpoint's version number is greater than gatekeeper's, the routed messages shall reflect the version number of the gatekeeper. 

In all cases, messages sent by the gatekeeper shall use the ASN.1 encoding specified by the H.225.0 or H.245 version to be used by the gatekeeper according to these rules. 

 [End Addition]

7.xx
Master/Slave Determination

Description:
This section presents a clarification to the use of H.245 master-slave determination in the context of FastStart and Annex F (SUD).

Specifically, the strict requirements of the master-slave procedure are not applicable in all cases.  The result of this change does not minimize the implementation of this procedure, only the use of the procedure in all cases.

This change will be reflected in H.323 v3.

This change may affect the functionality or local operation of an H.323 endpoint or Gateway depending on options implemented.



[Begin Correction]

8.2 Phase B – Initial communication and capability exchange

Once both sides have exchanged call set-up messages from Phase A, the endpoints shall, if they plan to use H.245, establish the H.245 Control Channel. The procedures of Recommendation H.245 are used over the H.245 Control Channel for the capability exchange and to open the media channels.

NOTE – Optionally, the H.245 Control Channel may be set up by the called endpoint on receipt of Set-up, and by the calling endpoint on receipt of Alerting or Call Proceeding. In the event that Connect does not arrive, or an endpoint sends Release Complete, the H.245 Control Channel shall be closed.

Endpoints shall support the capabilities exchange procedure of H.245 as described in 6.2.8.1.

Endpoint system capabilities are exchanged by transmission of the H.245 terminalCapabilitySet message. This capability message shall be the first H.245 message sent. If prior to successful completion of terminal capability exchange, any other procedure fails, (i.e. rejected,  not understood, not supported) then the initiating endpoint should initiate and successfully complete terminal capability exchange before attempting any other procedure. An endpoint which receives a terminalCapabilitySet message from a peer prior to initiating capabilities exchange shall  respond as required by 6.2.8.1, and should initiate and successfully complete capabilities exchange with that peer prior to initiating any other procedure. 

Endpoints shall support the master-slave determination procedure of H.245 as described in 6.2.8.4. In cases where both endpoints in a call have MC capability, the master-slave determination is used for determining which MC will be the active MC for the conference. The active MC may then send the mcLocationIndication message. The procedure also provides master-slave determination for opening bidirectional channels for data.

Master-slave determination shall be advanced (by sending either MasterSlaveDetermination or MasterSlaveDeterminationAck as appropriate) in the first H.245 message after Terminal Capability Exchange has been initiated.

If the initial capability exchange or master-slave determination procedures fail, these should be retried at least two additional times before the endpoint abandons the connection attempt and proceeds to Phase E.

Following successful completion of the requirements of Phase B, the endpoints shall proceed directly to the desired operating mode, normallyPhase C.

...

 [End Correction]

7.xx
H.245 Tunneling

Description:
The ability to tunnel H.245 PDUs inside H.225.0 call signalling messages provides a high level of flexibility.  The h245control element, which is the tunneling mechanism, allows for multiple H.245 PDUs to be sent in a single H.225.0 message.

The  order in which H.245 PDUs are encapsulated and extracted from the tunnel is undefined.  In some instances H.245 procedures are being executed in parallel message order becomes significant.

For this to be successful, the encapsulating endpoint must know the order in which the destination will process the encapsulated H.245 PDUs.

The clarified text will be contained in the revision 3 of H.323 Recommendation to be published by the ITU-T.  However, the current text in revision 2 of H.323 should be amended with the clarifying paragraph shown below.  

This change may affect the current functionality of an endpoint.

[Begin Correction]

8.2.1  Encapsulation of H.245 Messages within Q.931 Messages
...
When an endpoint receives an h245control element encapsulating more than one H.245 PDU, the encapsulated H.245 PDUs shall be processed (i.e. provided to higher layers) sequentially by order of increasing offset from the beginning of the H.225.0 message.

 [End Correction]
7.xx
Endpoint Registration

Description:
This section presents a clarification to the use of RRQ messages received by a Gatekeeper.

Section 7.2.2 of H.323 version 2 refers repeatedly to “previous RRQ”.  Literal interpretation of these references is incorrect.  For example, the second sentence reads, “If a Gatekeeper receives an RRQ having the same alias address and the same Transport Address as a previous RRQ, it shall respond with RCF.”  This means that if an endpoint re-sends an RRQ to a particular Gatekeeper after receiving an RRJ for its initial RRQ, the Gatekeeper must send the endpoint an RCF. 

The clarified text will be contained in the revision 3 of H.323 Recommendation to be published by the ITU-T.  However, the current text in revision 2 of H.323 should be amended with the clarifying paragraph shown below.  

This change may affect the current operation of an endpoint or Gatekeeper.

 [Begin Correction]

7.2.2
Endpoint registration

...

The RRQ may be repeated periodically (i.e. at terminal power-up), so the Gatekeeper shall be able to handle multiple requests from the same endpoint. If a Gatekeeper receives an RRQ having the same alias address and the same Transport Address as an active registration it shall respond with RCF. If a Gatekeeper receives an RRQ having the same alias address as an active registration and a different Transport Address, it may confirm the request, if it complies with the Gatekeeper's security policy. Otherwise, it should reject the registration indicating a duplicate registration. If the Gatekeeper receives an RRQ having the same Transport Address as aan active registration and a different alias address, it should replace the translation table entries. The Gatekeeper may have a method to authenticate these changes.

 [End Correction]

7.xx
Lightweight Registration

Description:
This section presents a clarification to the use of Time To Live timer in association with the keepAlive re-registration.  

The new text will be contained in the revision 3 of H.323 Recommendation to be published by the ITU-T.  However, the current text in revision 2 of H.323 should be amended with the clarifying paragraph shown below.  

This change may affect the current functionality of an endpoint.

 [Begin Correction]

7.2.2
Endpoint registration

...

...

7.2.2.1 Use of Lightweight RRQ

An endpoint's registration with a Gatekeeper may have a finite life. An endpoint may request a timeToLive in the RRQ message to the Gatekeeper. The Gatekeeper may respond with an RCF containing the same timeToLive or a shorter timeToLive. After this time, the registration shall be expired. The timeToLive is expressed in seconds. Prior to the expiration time, the endpoint may send an RRQ message having the keepAlive bit set. The keep alive RRQ may include a minimum amount of information as described in H.225.0. The keep alive RRQ shall reset the time to live timer in the Gatekeeper, allowing the registration to be extended. After the expiration time, the endpoint must re-register with a Gatekeeper using a full RRQ message.

If the Gatekeeper does not include a timeToLive value in the RCF, the registered endpoint shall consider that the Gatekeeper is not supporting the keep-alive mechanism. Endpoints shall not send RRQs with the keep-alive field set to Gatekeepers which have indicated that they are not supporting the keep-alive mechanism.

Gatekeepers should not treat an RRQ with the keep-alive field set as a full registration (i.e. for updating or intializing its translation tables).

Endpoints should consider messaging and processing delays when determining when their registration will expire (i.e. the duration of their own time-to-live timer) at the Gatekeeper.

Expiration of the time-to-live timer in the Gatekeeper results in the expiration of the registration of the endpoint.  A Gatekeeper may send a URQ to the endpoint as a notification of such expiration.  This allows for loss of synchronisation between the time-to-live timers of the Gatekeeper and the endpoint.  It also indicates a need for re-registration to endpoints which do not support the keep-alive mechanism.

An endpoint which sends a lightweight RRQ to its Gatekeeper after the time-to-live timer has expired in the Gatekeeper will receive an RRJ response with rejectReason of either fullRegistrationRequired or discoveryRequired, depending on Gatekeeper requirements.

An endpoint which sends an ARQ to its Gatekeeper after the time-to-live timer has expired in the Gatekeeper will receive an ARJ with rejectReason of either callerNotRegistered or calledPartyNotRegistered.  An endpoint which initiates a new call through its Gatekeeper after expiration of the Gatekeeper’s time-to-live timer will receive a Release Complete message with a releaseCompleteReason of callerNotRegistered or calledPartyNotRegistered.

Disposition of existing calls upon expiration of the time-to-live timer is implementation dependent.

 [End Correction]
[Begin Correction]

...

RegistrationRejectReason ::= CHOICE

{


discoveryRequired

NULL, -- registration permission has aged

invalidRevision

NULL,


invalidCallSignalAddress
NULL,


invalidRASAddress

NULL,
-- supplied address is invalid


duplicateAlias


SEQUENCE OF AliasAddress,







-- alias registered to another endpoint


invalidTerminalType

NULL,


undefinedReason

NULL,


transportNotSupported

NULL,
-- one or more of the transports


...,


transportQOSNotSupported
NULL,
-- endpoint QoS not supported


resourceUnavailable

NULL,
-- gatekeeper resources exhausted


invalidAlias


NULL,
-- alias not consistent with gatekeeper rules


securityDenial


NULL,


fullRegistrationRequired
NULL
-- registration permission has expired

}

 [End Correction]

7.xx
Gatekeeper – MC access

Description:
In sections of H.323, the assumption appears to be made in a few places within H.323 that a gatekeeper which is routing H.245 signalling has (or has access to) an MC.  This is not explicitly stated, and was not intended to be a requirement.

The clarified text will be contained in the revision 3 of H.323.0 Recommendation to be published by the ITU-T.  However, the current text in revision 2 of H.323 should be amended with the clarifying paragraph shown below.  

This change should not affect the functionality or local operation of a Gatekeeper or endpoint.

[Begin Correction]

1. Section 8.4.3.1 A4b of H.323 assumes that the Gatekeeper contains an MC.  The phrase “the master could be in the Gatekeeper’s MC” should be replaced with “the master could be in an MC collocated with the Gatekeeper”. 

8.1.2 Both endpoints registered to the same Gatekeeper

In the scenario shown in Figure 15, both endpoints are registered to the same Gatekeeper, and the 

...

H.245 signalling. The Gatekeeper sends the Connect (10) message to endpoint 1 which may contain the endpoint 2 H.245 Control Channel Transport Address, or a Gatekeeper H.245 Control Channel Transport Address, based on whether the Gatekeeper chooses to route the H.245 Control Channel or not.

...

8.1.3 Only calling endpoint has Gatekeeper

In the scenario shown in Figure 17, endpoint 1 (calling endpoint) is registered with a Gatekeeper, endpoint 

...

Channel Transport Address for use in H.245 signalling. The Gatekeeper sends the Connect (8) message to endpoint 1 which may contain the endpoint 2 H.245 Control Channel Transport Address, or a Gatekeeper H.245 Control Channel Transport Address, based on whether the Gatekeeper chooses to route the H.245 Control Channel or not. 

8.1.4 Only called endpoint has Gatekeeper

In the scenario shown in Figure 19, endpoint 1 (calling endpoint) is not registered with a Gatekeeper, 

...

Gatekeeper sends the Connect (13) message to endpoint 1 which may contain the endpoint 2 H.245 Control Channel Transport Address, or a Gatekeeper H.245 Control Channel Transport Address, based on whether the Gatekeeper chooses to route the H.245 Control Channel or not.

8.1.5 Both endpoints registered to different Gatekeepers

In the scenario shown in Figure 21, both endpoints are registered to different Gatekeepers, the calling 

...

endpoint 1 which may contain the endpoint 2 H.245 Control Channel Transport Address, or a Gatekeeper 2 H.245 Control Channel Transport Address, based on whether the Gatekeeper chooses to route the H.245 Control Channel or not.

...

In the scenario shown in Figure 22, both endpoints are registered to different Gatekeepers, the calling 

...

Connect (10) message to endpoint 1 which may contain the endpoint 2 H.245 Control Channel Transport Address, or a Gatekeeper 1 H.245 Control Channel Transport Address, based on whether the Gatekeeper chooses to route the H.245 Control Channel or not. 
...

In the scenario shown in Figure 23, both endpoints are registered to different Gatekeepers, and both Gatekeepers choose to route the call signalling. Endpoint 1 (calling endpoint) initiates the 

...

message to endpoint 1 which may contain the H.245 Control Channel Transport Address sent by Gatekeeper 2, or a Gatekeeper 1 H.245 Control Channel Transport Address, based on whether the Gatekeeper 1 chooses to route the H.245 Control Channel or not.

8.1.6 Optional Called Endpoint Signalling

...

The procedures defined in 8.1.4 and 8.1.5 show that when a called endpoint is registered to a Gatekeeper, a Setup message is initially sent to the called endpoint from the calling endpoint or the
...

H.245 Control Channel Transport Address sent by Gatekeeper 2, or a Gatekeeper 1 H.245 Control Channel Transport Address, based on whether the Gatekeeper 1 chooses to route the H.245 Control Channel or not.

8.4.3.1 Direct Endpoint Call Signalling – Conference Create

...

A4b)
Using H.245 master-slave determination procedure, it is determined that endpoint 2 is the master. In the Gatekeeper-Routed model the master could be in an MC collocated with the Gatekeeper. If the master has an MC, it becomes the Active MC. It may then send the MCLocationIndication to the other endpoint(s). The MC may be active in the conference now, or when the user initiates the multipoint conference function, at the choice of the manufacturer.

[End Correction]

Technical and Editorial Corrections to ITU-T Recommendation H.225.0

8.xx
Transport throughFirewalls

Description:
Limitations have been identified in the ipAddress structure within the TransportAddress common message element in H.225.0 for passage through Network Address Translation (NAT) and Firewalls. This field has certain limitations, which may lead to a need for extension in future, revisions, but is not directly extensible due to the lack of an extension marker (“…”) in its ASN.1 encoding

This change will be reflected in H.225.0 v3.

This change clarifies a framework within which an extensible version of the IPv4 address structure is available within the current protocol, using the fact that the ipSourceRoute structure is extensible

This change may affect the functionality or local operation of an H.323 entity, depending on the operating environment.



[Begin Correction]

7.6 H.225.0 Common Message Elements

...

The IPv6 address a148:2:3:4:a:b:c:d shall have the ‘a1’ encoded in the first octet, ‘48’ in the second, ‘00’ in the third, ‘02’ in the fourth and so forth.

A TransportAddress of type ipSourceRoute in which the route SEQUENCE has no entries shall be interpreted as representing the same address as of type ipAddress which contains the same values for both ip and port.

...

[End Correction]

8.xx
RAS Timer Values and Registration Request
Description:
In section 7.19 of H.225.0, the recommended default timer values have been found to be in error in one case and an omission in another.  The timer value for RAI was omitted.  The timer value for ARQ has been increased to account for the fact that the message itself may result in a nested LRQ/LCF sequence occuring before the ACF/ARJ can be returned.

(A new note needs to be added to RRQ to provide clarification to the text.)

The clarified text will be contained in the revision 3 of H.225.0 Recommendation to be published by the ITU-T.  However, the current text in revision 2 of H.225.0 should be amended with the clarifying paragraph shown below.  

This change should not affect the function of any H.323 entities.  It may provide some differences in perceived behavior.



[Begin Correction]

7.19 RAS Timers and Request in Progress (RIP)

These are recommended default timeout values for the response to RAS messages and subsequent retry counts if a response is not received. (These values are subject to change with further implementation experience and input.)

RAS Message
timeout value (sec)
retry count

GRQ
5
2

RRQ Note 1
3
2

RAI
3
2

URQ
3
1

ARQ
5
2

BRQ
3
2

IRQ
3
1

IRR Note 2
5
2

DRQ
3
2

LRQ
5
2

Note 1: The time-out value should be recalculated based upon both the time-to-live (which may be indicated by the Gatekeeper in the RCF message) and the desired number of retries.

Note 2: In cases where the gatekeeper is expected to reply to an unsolicited IRR with IACK or INAK, the timeout may occur if no reply to the IRR is received.

[End Correction]

8.xx
TPKT Description

Description:
In section 19.1 of H.225.0, IP usage, the text regarding the usage of TPKT is not clear and may be confusing to the reader.  

The clarified text will be contained in the revision 3 of H.225.0 Recommendation to be published by the ITU-T.  However, the current text in revision 2 of H.225.0 should be amended with the clarifying paragraph shown below.  

This change should not affect the functionality or local operation of an Gatekeeper or endpoint.



[Begin Correction]

19.1 TCP/IP/UDP

Note that UDP can fragment and re-assemble large video packets, but that failure to perform MB packetization may lead to the loss of an entire GOB.

IP multicast should be used for GRQ distribution as opposed to media access layer broadcast.





embed MSDraw \* mergeformat 

A TPKT is a packet format as defined in IETF RFC1006. It is used to delimit individual messages (PDUs) within the TCP stream, which itself provides a continuous stream of octets without explicit boundaries. A TPKT consists of a one octet version number field, followed by a one octet reserved field, followed by a two octet length field, followed by the actual data. The version number field shall contain the value "3", the reserved field shall contain the value "0". The length field shall contain the length of the entire packet including the version number, the reserved and the length fields as a 16-bit big-endian word.

 [End Correction]

[Begin Correction]

2. References

...

[33]
Internet Engineering Task Force, 1987 “ISO transport services on top of the TCP: Version 3”, RFC 1006, M.T. Rose, D.E. Cass. 

[End Correction]

(superceded by RFC 2126???…)

8.xx
UDP Port Usage

Description:
In section 19.1.1.1 of H.225.0, concerning IP and multicast ports, the text regarding the usage of these ports is not clear and may be confusing to the reader.  

The clarified text will be contained in the revision 3 of H.225.0 Recommendation to be published by the ITU-T.  However, the current text in revision 2 of H.225.0 should be amended with the clarifying paragraph shown below.  

This change may affect the functionality or local operation of a Gatekeeper or endpoint.



[Begin Correction]

19.1.1.1 Discovery Using Multicast Address or Well-Known Port

Following the gatekeeper discovery and registration procedures described in section 7 of H.323, endpoints should use the following multicast address or well known port when attempting to discover the gatekeeper as appropriate for their network configuration:

UDP Address for multicast communication with gatekeepers:  


224.0.1.41

UDP port for multicast communication with gatekeepers:                  

1718

UDP port for unicast RAS communication where ‘no other’ agreement exists: 
1719

Note: that "other agreement" may include registration of an endpoint with a gatekeeper.




Note that implementations should pay attention to the scope of the multicast so as to not flood the Internet with discovery messages.

Assuming a Gatekeeper has an IP address for example of  134.134.12.1, the following signalling may occur:

 LRQ or GRQ arrives at 134.134.12.1 : port 1719

 LRQ or GRQ arrives at 134.134.12.1 : port 1718  (note that this may occur with v1 GKs)
 LRQ or GRQ arrives at 224.0.1.41     : port 1718

The Gatekeeper may transmit an LRQ to the following addresses

 224.0.1.41: port 1718  (multicast to all GKs)

X.X.X.X:   port 1719 (to a specific GK)

Port 1719 should only be used when a request is sent unicast. This allows the reciever to know whether it should  send a reject (xRJ) to the sender (it should in all cases).

Port 1718 should only be used when a  request is sent multicast.  The reciever should respond with the appropriate response, depending on the message. For LRQ no reject required, the reciever does not reply for multicast requests.  For GRQ, a directed GRJ should be sent to the source of the GRQ.

[End Correction]

8.xx
Multiple Destination Aliases

Description:
In section 7.11.1, 7.13.1  of H.225.0, destinationinfo usage, the text regarding the usage of this field is not clear and may be confusing to the reader.  

The clarified text will be contained in the revision 3 of H.225.0 Recommendation to be published by the ITU-T.  However, the current text in revision 2 of H.225.0 should be amended with the clarifying paragraph shown below. 

ARQ, Setup and LRQ messages all contain “SEQUENCE OF” destination aliases, but no specific behavior is documented in the standards for what a gatekeeper should do with them.  Note that various behaviors are currently implemented by different vendors, with the result that gatekeepers are not as interchangeable as would be desirable, in the important sense that calls which will succeed with one gatekeeper will fail with another which claims obedience to the same standard.

The clarification may alter the behavior of Gatekeepers.

[Begin Correction]

7.11.1 AdmissionRequest (ARQ)

The ARQ message includes the following:

requestSeqNum - this is a monotonically increasing number unique to the sender.  It shall be returned by the receiver in any messages associated with this specific message.

callType - Using this value, gatekeeper can attempt to determine ‘real’ bandwidth usage. The default value is pointToPoint for all calls.I It should be recognized that the call type may change dynamically during the call and that the final call type may not be known when the ARQ is sent.

callModel - if direct, the endpoint  is requesting the direct terminal to terminal call model. If gatekeeperRouted, the endpoint is requesting the gatekeeper mediated model.  The gatekeeper is not required to comply with this request.
endpointIdentifier - This is an endpoint identifier that was assigned to the terminal by RCF.
destinationInfo - sequence of alias addresses for the destination, such as E.164 addresses or H323_IDs. When sending the ARQ to answer a call, destinationInfo indicates the destination of the call (the answering endpoint). If at least one alias is registered with a gatekeeper and no two aliases in the ARQ are registered to distinct people, the gatekeeper shall recognize the ARQ as referring to the registered identity.  In the case of conflicting aliases the Admission request shall be rejected with cause AliasesInconsistent.
...

 7.13.1  LocationRequest (LRQ)

The LRQ message includes the following:

requestSeqNum - this is a monotonically increasing number unique to the sender.  It shall be returned by the receiver in any messages associated with this specific message.

endpointIdentifier - This is an endpoint identifier that was assigned to the terminal by RCF

destinationInfo - sequence of alias addresses for the destination, such as E.164 addresses or H323_IDs. If at least one alias is registered with a gatekeeper and no two aliases in the ARQ are registered to distinct people, the gatekeeper shall recognize the ARQ as referring to the registered identity.  In the case of conflicting aliases the Admission request shall be rejected with cause AliasesInconsistent.
...

ANNEX H - H.225.0 Message Syntax (ASN.1)

AdmissionRejectReason ::= CHOICE

{


calledPartyNotRegistered
NULL,
-- can’t translate address


invalidPermission

NULL,
-- permission has expired


requestDenied


NULL,
-- no bandwidth available


undefinedReason

NULL,


callerNotRegistered

NULL,


routeCallToGatekeeper

NULL,


invalidEndpointIdentifier
NULL,


resourceUnavailable

NULL,


...,


securityDenial


NULL,


qosControlNotSupported

NULL,


incompleteAddress

NULL,

AliasesInconsistentNULL
-- multiple aliases in request 

-- identify distinct people

}

...

LocationRejectReason ::= CHOICE

{


notRegistered

NULL,


invalidPermission
NULL,
-- exclusion by administrator or feature


requestDenied

NULL,
-- can't find location


undefinedReason
NULL,


...,


securityDenial

NULL,

AliasesInconsistentNULL
-- multiple aliases in request 

-- identify distinct people

}

...

 [End Correction]

8.xx
Lightweight Registration

Description:
In section 7.9.1 of H.225.0, there is a list of fields to be included in a ‘lightweight’ registration.   In some cases, the Gatekeeper receiving this message may have previously removed the terminals entry – in which case it does not have a RAS port to which to send the response.

The clarified text will be contained in the revision 3 of H.225.0 Recommendation to be published by the ITU-T.  However, the current text in revision 2 of H.225.0 should be amended with the clarifying paragraph shown below.  

This change may affect the functionality or local operation of an endpoint or Gatekeeper.



 [Begin Correction]

7.9.1 RegistrationRequest (RRQ)

The RRQ message includes the following:

...

keepAlive - If set to TRUE indicates that the endpoint has sent this RRQ as a “keep alive”. An endpoint can send a lightweight RRQ consisting of only rasAddress, keepAlive, endpointIdentifier, gatekeeperIdentifier, tokens, and timeToLive. A gatekeeper in receipt of RRQ with a keepAlive field set to TRUE should ignore fields other than endpointIdentifier, gatekeeperIdentifier, tokens, and timeToLive.

endpointIdentifier - the endpointIdentifier provided by the gatekeeper during the original RCF

willSupplyUUIEs - If set to TRUE, this indicates that the endpoint will supply Q.931 message information in IRR messages if requested by the gatekeeper.

 [End Correction]

8.xx
Unsolicited IRRs with pregranted admission

Description:
When using pregrantedARQ, a gatekeeper is unable to instruct a terminal to send unsolicited IRRs. A gatekeeper can still request IRR messages from the terminal by sending IRQ with call reference value of 0.

The unsolicited IRR mechanism is additionally enabled with the parameter ”irrFrequencyInCall” in the preGrantedARQ field of the RegistrationConfirm message.

The clarified text will be contained in the revision 3 of H.225.0 Recommendation to be published by the ITU-T.  However, the current text in revision 2 of H.225.0 should be amended with the clarifying paragraph shown below.  

This change may affect the functionality or local operation of an endpoint or Gatekeeper.



[Begin Correction]

7.9.2 RegistrationConfirm (RCF)

...

preGrantedARQ – Indicates events for which the gatekeeper has pre-granted admission. This allows for faster call setup times in environments where admission is guaranteed through means other than the ARQ/ACF exchange. Note that even if these fields are set to TRUE, an endpoint can still send an ARQ to the gatekeeper for reasons such as address translation, or the endpoint does not support this modified signalling mode. If the preGrantedARQ sequence is not present, then ARQ signalling shall be used in all cases. The flags are:


makeCall – If the makeCall flag is TRUE then the gatekeeper has pre-granted permission to the endpoint to initiate calls without first sending an ARQ. If the makeCall flag is FALSE, the endpoint shall always send ARQ to get permission to make a call.


useGKCallSignalAddressToMakeCall – If the makeCall and useGKCallSignalAddressToMakeCall flags are both set to TRUE, then if the endpoint does not send an ARQ to the gatekeeper to make a call, the endpoint shall send all H.225 call signalling to the gatekeeper call signalling channel.


answerCall – If the answerCall flag is TRUE then the gatekeeper has pre-granted permission to the endpoint to answer calls without first sending an ARQ. If the answerCall flag is FALSE, the endpoint shall always send ARQ to get permission to answer a call.

useGKCallSignalAddressToAnswer – If the answerCall and useGKCallSignalAddressToAnswer flags are both set to true, then when an endpoint does not send an ARQ to the gatekeeper to answer a call, the endpoint shall ensure that all H.225.0 call signalling comes from the gatekeeper. If an endpoint has been instructed to use the gatekeeper when answering, but it does not know whether an incoming call has come from the gatekeeper (which may involve looking at the transport address), the endpoint shall issue ARQ irrespective of the state of the useGKCallSignalAddressToAnswer flag.


irrFrequencyInCall - Indicates the frequency in seconds of IRR messages sent to gatekeeper when the endpoint is in one or more calls. If it is not present, the gatekeeper does not want unsolicited IRR messages. When the endpoint is sending these IRR messages, the call reference value shall be made unique for the terminal, as it would have been generated in an Admission Request. However, this is not a "normal" crv, and can not be reused for further communication (DRQ, IRQ or BRQ). The call identifier shall be the same as used in the call signaling channel messages for the related call.

[End Correction]

[Begin Correction]

15. ANNEX H – H.225.0 Message Syntax (ASN.1)

...

RegistrationConfirm ::= SEQUENCE --(RCF)

{


requestSeqNum

RequestSeqNum,


protocolIdentifier

ProtocolIdentifier,


nonStandardData

NonStandardParameter OPTIONAL,


callSignalAddress

SEQUENCE OF TransportAddress,


terminalAlias

SEQUENCE OF AliasAddress OPTIONAL,


gatekeeperIdentifier
GatekeeperIdentifier  OPTIONAL,


endpointIdentifier

EndpointIdentifier,


...,



alternateGatekeeper
SEQUENCE OF AlternateGK OPTIONAL,


timeToLive


TimeToLive OPTIONAL,


tokens



SEQUENCE OF ClearToken OPTIONAL,


cryptoTokens

SEQUENCE OF CryptoH323Token OPTIONAL,


integrityCheckValue
ICV OPTIONAL,


willRespondToIRR

BOOLEAN,


preGrantedARQ

SEQUENCE


{



makeCall




BOOLEAN,



useGKCallSignalAddressToMakeCall
BOOLEAN,



answerCall




BOOLEAN,



useGKCallSignalAddressToAnswer
BOOLEAN,



...,

irrFrequencyInCall


INTEGER (1..65535) OPTIONAL


} OPTIONAL

}

[End Correction]

8.xx
SETUP message

Description:
The introduction of the pregranted admission with H.225.0 version 2 has left the gatekeeper in some calling scenarios with less information than needed, to identify which endpoint is placing the call. 

When placing gatekeeper-routed calls, endpoints should populate the endpointIdentifier structure with the identifier given in the RegistrationConfirm message. 

The clarified text will be contained in the revision 3 of H.225.0 Recommendation to be published by the ITU-T.  However, the current text in revision 2 of H.225.0 should be amended with the clarifying paragraph shown below.  

This change may affect the functionality or local operation of an endpoint or Gatekeeper.

[Begin Correction]

7.3.10 Setup

...

mediaWaitForConnect – If TRUE, indicates that the recipient of the Setup message shall not transmit media until sending the Connect message.

canOverlapSend – If TRUE, indicates that the sender of Setup shall support overlap sending.

endpointIdentifier - This is an endpoint identifier that was assigned to the terminal in the RCF message.  This field shall be present when the SETUP is sent towards the gatekeeper where the endpoint is registered, and shall not be present when the setup is sent to any other entity.

[End Correction]

[Begin Correction]

15. ANNEX H – H.225.0 Message Syntax (ASN.1)

...

Setup-UUIE ::= SEQUENCE

{


protocolIdentifier


ProtocolIdentifier,


h245Address



TransportAddress OPTIONAL,


sourceAddress


SEQUENCE OF AliasAddress OPTIONAL,


sourceInfo



EndpointType,


destinationAddress


SEQUENCE OF AliasAddress OPTIONAL,


destCallSignalAddress

TransportAddress OPTIONAL,


destExtraCallInfo


SEQUENCE OF AliasAddress OPTIONAL,

-- Note 1 


destExtraCRV


SEQUENCE OF CallReferenceValue OPTIONAL,
-- Note 1

activeMC



BOOLEAN,


conferenceID


ConferenceIdentifier,


conferenceGoal


CHOICE


{



create



NULL,



join



NULL,



invite



NULL,



...,



capability-negotiation
NULL,



callIndependentSupplementaryService

NULL


},


callServices


QseriesOptions  OPTIONAL,


callType


CallType,


...,


sourceCallSignalAddress
TransportAddress OPTIONAL,


remoteExtensionAddress
AliasAddress OPTIONAL,


callIdentifier


CallIdentifier,


h245SecurityCapability
SEQUENCE OF H245Security OPTIONAL,


tokens



SEQUENCE OF ClearToken OPTIONAL,


cryptoTokens

SEQUENCE OF CryptoH323Token OPTIONAL,


fastStart


SEQUENCE OF OCTET STRING OPTIONAL,


mediaWaitForConnect
BOOLEAN,


canOverlapSend

BOOLEAN,


endpointIdentifier

EndpointIdentifier OPTIONAL

}

 [End Correction]

Technical and Editorial Corrections to ITU-T Recommendation H.235

7.x.x  Hashed Password Tokens 

Description:
An clarification in the usage of ASN.1 syntax for H.235 has been discovered. Specifically, and optional element, password  shall be included when generating a hash value for the PwdCertToken . 

This information will be contained in the revision 2 of Recommendation H.235 to be published by the ITU-T.  However, this information appears incorrectly in the final 

[Begin Correction]

10.3.3
Password with hashing

Shown below is the token format and the message exchange required to perform this type of authentication. This protocol is based on ISO 9798-4, (5.2.1), it is assumed that an identifier and associated password are exchanged during subscription. 

...

Note1:  that the return token from EPB is optional; if omitted, only one-way authentication is achieved

Note2: Hash  indicates a hashing function that operates on the contained values

Note3: The hashing function shall be applied to the EncodedGeneralToken structure that includes at least the ID, timestamp and password fields. The password value should NOT be passed in the ClearToken.
[End Correction]

7.5.8
Corrections to ANNEX A 

Description:
An omission in the ASN.1 syntax for H.235 has been discovered. Specifically, an identifier is missing from the ClearToken structure. 

This information will be contained in the revision 2 of Recommendation H.235 to be published by the ITU-T.  However, this information appears incorrectly in the final H.235 document that was submitted for approval in 1998.

The absence of this identifier will not allow multiple ClearTokens included in a single RAS message to be associated with individual uses.  Additionally, ClearTokens may be defined for different uses that have the same format and these need to be differentiated by the tokenOID.

[Begin Correction]

ClearToken

::= SEQUENCE  -- a `token' may contain multiple value types.

{



tokenOID  
OBJECT IDENTIFIER OPTIONAL, 

timeStamp

TimeStamp OPTIONAL,


password


Password OPTIONAL,


dhkey


DHset OPTIONAL, 


challenge
 
ChallengeString OPTIONAL,


random


RandomVal OPTIONAL,


certificate

TypedCertificate OPTIONAL,


generalID

Identifier OPTIONAL,


nonStandard 

NonStandardParameter OPTIONAL,


...

}

- An application should populate the tokenOID element whenever an ambiguity might arise regarding 
-- the interpretation or use of the token.
[End Correction]

H.323 Annex C
H.323 Annex C - Indication of ATM capabilities in TransportCapability

Description:
Annex C requires that the indication of ATM be indicated in the Terminal Capability Set, but it implies that it is done in the capability exchange procedures. While this is valid when fast start is not used, it is not when fast start procedures are used since they do not use the capability exchange procedures before setting up the channels. The current wording unfortunately prohibits the use of fast start with Annex C. This contribution proposes that the wording be amended to allow for this indication to be provided in fast start as well. More specifically, the current Annex mandates that the Terminal Capability set be used to indicate the ATM capabilities. If fast start is used, the TransportCapability (where the ATM information is included) is not included. It is however included in the OpenLogicalChannel. Annex C shall be amended the text to reflect this. It shall also be clarified that OpenLogicalChannel is used instead of OpenLogicalChannelAck when fast start is used..

This change will be reflected in H.323 v3.


C.3.6
Transport Capabilities added to TransportCapability Set
For operation of H.323 on AAL5, an addition to the TransportCapability set is made in H.245. This includes transport level capabilities such as support for ATM Transfer Capability (DBR, SBR1, SBR2, SBR3, ABT/DT, ABT/IT, ABR) as defined in Recommendation I.371. Terminals that do not send this new capability parameter shall not make use of the new methods described in this Annex. The TransportCapability information can be sent as part of the Terminal Capability set exchange in the capability exchange phase. It is also included in the OpenLogicalChannel.

...

C.3.7.1
ATM address
The ATM address for an RTP stream shall be given in the mediaChannel subfield of H2250LogicalChannelParameters of the H.245 OpenLogicalChannelAck message (or the OpenLogicalChannel in the case of fast start). The mediaChannel subfield UnicastAddress or MulticastAddress shall be filled with the 20-octet NSAP-style ATM End System Address.

...

C.3.8.2
Bidirectional logical channels

If the bidirectional usage is indicated, the receiving endpoint shall send an OpenLogicalChannelAck (or the OpenLogicalChannel in the case of fast start) and then it must watch for an ATM VC to be opened by the other endpoint. When ATM VC is completed, it may then use the reverse direction for the media type indicated in the OpenLogicalChannel command. The endpoint that initiates the OpenLogicalChannel command is the endpoint that shall open the ATM VC.

...

H.245
7.xx
Terminal Capabilities

Description:
The Fast Connect procedure allows endpoints to determine certain capabilities of peer endpoints in the absence of the full disclosure provided by the H.245 capabilities exchange procedure.  This should be reflected in H.245 section 7.2.1, (terminal capability messages) Overview and section 7.3.1, Open Logical Channel under the description of the dataType parameter, where the following text should be added

 [Begin Correction]

7.3.1

seq sub_sub_sub_section \r 0 \h
Open Logical Channel

...

Terminals capable only of uni-directional (transmit or receive) operation on media types which make use of bi-directional channels shall send capabilities only for the supported direction of operation. The reverse direction shall use the nullData type, for which no capability is necessary. Transmit-only terminals should send transmit capabilities, but terminals should not assume that the absence of transmit capabilities implies that transmit-only operation is not possible. 

If an endpoint has not indicated non-null receive capabilities through a Terminal Capability Set message, capabilities not previously indicated by the endpoint may be contained in the dataType parameter.  In this case, the receiving entity shall consider that the sending endpoint has the specified capabilities, and furthermore, simultaneous capabilities may be indicated by the dataType of any logical channels associated with this request through the use of the associatedSessionID parameter.
 [End Correction]

 [Begin Correction]

7.2.1seq sub_sub_sub_section \r 0 \h
Overview

...

Terminals may dynamically add capabilities during a communication session by issuing additional CapabilityDescriptor structures, or remove capabilities by sending revised CapabilityDescriptor structures. All terminals shall transmit at least one CapabilityDescriptor structure.

If an endpoint has not indicated non-null receive capabilities through a Terminal Capability Set message, capabilities not previously indicated by the endpoint may be contained in the dataType parameter of an Open Logical Channel message.  In this case, the receiving entity shall consider that the sending endpoint has the specified capabilities, and furthermore, simultaneous capabilities may be indicated by the dataType of any logical channels associated with the Open Logical Channel request through the use of the associatedSessionID parameter.

 [End Correction]

H.450.2
7.xx
Correction
Description:
A clarification of the setting of H.225.0 elements CallIdentifier and ConferenceIdentifier values in conjunction with H.450.2 transferred calls has been added within a new clause 10.7 “Interactions with H.225.0 parameters”.

This information will be contained in the revision 2 of H.450.2 Recommendation to be published by the ITU-T.  

[Begin Correction]
10.7
Interactions with H.225.0 parameters

The H.225.0 CallIdentifier value of the transferred call shall be set to the value that was used in the primary call. 

The H.225.0 ConferenceIdentifier of a transferred call may use a new value. However, the ConferenceIdentifier of an existing conference (multipoint conference) shall not be altered.

[End Correction]
H.450.3

7.xx
Correction
Description:
A clarification of the setting of H.225.0 elements CallIdentifier and ConferenceIdentifier values in conjunction with H.450.3 forwarded calls has been added within a new clause 9.9.3 “Interactions with H.225.0 parameters”.

This information will be contained in the revision 2 of H.450.3 Recommendation to be published by the ITU-T.  

[Begin Correction]
9.9.3 Interactions with H.225.0 parameters

The H.225.0 CallIdentifier of a forwarded call shall be set to the value that was used in the forwarding call.  The CallIdentifier value shall be preserved also during multiple call diversions.

The H.225.0 ConferenceIdentifier of a forwarded call may use a new value. However, the ConferenceIdentifier of an existing conference (multipoint conference) shall not be altered.

[End Correction]
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