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1.  Introduction

This document is draft Rec. H.460.fantas, based on AVD-2718 and comments and editorial work  since the May 2005 meeting of Q5/16 in Biel-Biene.

The text is proposed for Consent by SG16.
Traversal of H.323 signalling across Firewalls and NATs
Summary

Recommendation H.460.fantas enables H.323 devices to communicate successfully, even when they are placed inside a private network behind NAT/FW devices, by extending Recommendation H.323. These extensions enable H.323 endpoints to traverse NAT/FW installations with no additional equipment on the customer premises, or alternatively, these extensions may be implemented by a proxy server to support unmodified H.323 endpoints.  
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1
Scope

H.460.fantas enables H.323 signalling to traverse NAT/FW installations.  When used in conjunction with H.MA, this allows H.323 endpoints to communicate across NAT/FWs which would otherwise be an obstacle to multimedia communications. 
The H.460.fantas architecture consists of a network which is divided into an internal and an external network by a NAT/FW.  Typically the internal network will be a private network, and may be managed by an organization or an individual.  The external network will typically be a public network such as the Internet, but may alternatively be another private network.  
The H.323 internal endpoint and the external H.460.fantas Traversal Server (TS) work together to enable bidirectional communication across the NAT/FW, and discover the transport addresses that have been modified by the NAT/FW.
2
References

The following ITU-T Recommendations and other references contain provisions, which, through reference in this text, constitute provisions of this Recommendation. At the time of publication, the editions indicated were valid. All Recommendations and other references are subject to revision; users of this Recommendation are therefore encouraged to investigate the possibility of applying the most recent edition of the Recommendations and other references listed below. A list of the currently valid ITU-T Recommendations is regularly published.

The reference to a document within this Recommendation does not give it, as a stand-alone document, the status of a Recommendation.
–
ITU-T Recommendation H.225.0 (2003), Call signalling protocols and media stream packetization for packet-based multimedia communication systems.
–
ITU-T Recommendation H.245 (2005), Control protocol for multimedia communication.

–
ITU-T Recommendation H.323 (2003), Packet‑based multimedia communications systems.
–
ITU-T Recommendation H.460.1 (2002), Guidelines for the use of the generic extensible framework.

–
ITU-T Recommendation H.MA (2005), xxx
3 Definitions
endpoint: An H.323 terminal, gateway or MCU.  An endpoint can call and be called.  It generates and/or terminates information streams.

external endpoint: An endpoint located on the external network. 
external network: The network located outside the NAT/FWs being traversed.  Typically, but not limited to, the public Internet.
H.460.fantas client gatekeeper:  An H.323 gatekeeper which initiates an H.460.fantas channel to an H.460.fantas server gatekeeper for the exchange of LRQ/LCF messages.
H.460.fantas client gateway: An H.323 to H.323 gateway which requires the Traversal Signalling Feature.

H.460.fantas endpoint: An endpoint with the additional functionality of a H.460.fantas client gateway.

H.460.fantas client proxy: An H.460.fantas client gateway acting as a proxy for non H.460.fantas endpoints.
H.460.fantas server gatekeeper: An H.323 gatekeeper which accepts an H.460.fantas channel from an H.460.fantas client gatekeeper for the exchange of LRQ/LCF messages.
H.460.fantas server gateway: An H.323 to H.323 gateway which provides the Traversal Signalling Feature.

H.460.fantas server proxy: An H.460.fantas server gateway acting as a proxy for non H.460.fantas gatekeepers.
internal endpoint: An endpoint located on the internal network. 
internal network: The network protected by the NAT/FWs being traversed. 
pinhole: A port on a NAT/FW which allows the passage of bidirectional communication between a transport address on the internal network and one on the external network.
transport address: IP address and port.
Traversal Server: An H.460.fantas server gateway and an H.460.fantas server gatekeeper.  The Traversal Server is located in the external network 
 4
Abbreviations 
ACF


Admission Confirmation (H.225.0)
ARQ


Automatic Repeat Request (H.225.0)
IANA


Internet Assigned Numbers Authority

LCF


Location Confirm (H.225.0)
LRQ


Location Request (H.225.0)
NAT/FW

Network Address Translator and/or Firewall
RAS


Registration, Admission and Status (H.225.0)
RCF


Registration Confirm (H.225.0)
RRQ


Registration Request (H.225.0)
RTCP


Real Time Control Protocol

RTP


Real Time Protocol
SCI


Service Control Indication (H.225.0)
SCR


Service Control Response (H.225.0)
SSRC


Synchronization Source Identifier

TCP


Transport Control Protocol

TPKT


Transport Protocol Data Unit Packet
TS


Traversal Server
5
Conventions

In this Recommendation the following conventions are used:

“Shall” indicates a mandatory requirement.

“Should” indicates a suggested but optional course of action.

“May” indicates an optional course of action rather than a recommendation that something take place.
Reference is made throughout this Recommendation to two H.323 endpoints: EPA and EPB.  EPA is an endpoint on the internal network which implements H.460.fantas.  EPB is located on the external network and is not required to implement H.460.fantas.

6 Architecture

H.460.fantas makes use of an H.460.fantas endpoint and an H.460.fantas Traversal Server (TS) that work together to enable bidirectional communication across the NAT/FW, and discover the addresses that have been modified by the NAT/FW.
The H.460.fantas endpoint acts as an H.323 endpoint combined with an H.460.fantas client gateway. The endpoint may be implemented as a single device, which avoids the need for additional equipment on the customer premises, or as a standard H.323 endpoint and a separate H.460.fantas client gateway to support unmodified H.323 endpoints.

The TS consists of an H.460.fantas-enabled H.323 server gatekeeper and an H.460.fantas server gateway.  The TS may be implemented as a single device, as separate devices interconnected by a unspecified protocol, or as a standard H.323 gatekeeper and an H.460.fantas server proxy to support unmodified H.323 gatekeepers.  

Figures 1 and 2 below show two possible ways in which H.460.fantas may be deployed.  
This Recommendation describes both the endpoint and TS as single devices as in Figure 2 below, but other implementations are possible.
In some deployments H.225.0 LRQ and LCF messages must traverse a NAT/FW boundary.  This is accomplished by the H.460.fantas client gatekeeper on the internal network maintaining a communication path with an H.460.fantas server gatekeeper on the external network using SCI and SCR RAS messages. 






Figure 1: Decoupled H.460.fantas architecture [can we also show the “TS”, “client gatekeeper”,  “server gatekeeper” and also “EPb” in these figures?  I think the terminology is complicated enough that a figure is really needed for clarity.  If I understand correctly, the “TS” is formally: ((SGW)+(SGK)) – should we show it that way in the figures?]  [add 3rd figure with “Server Gatekeeper”]








Figure 2: Combined H.460.fantas architecture
The descriptions in this Recommendation are written in terms of the combined architecture shown in Figure 2, although other implementations are possible.
Traversal Servers may use a single transport addresses for multiple H.245 TCP connections by specifying the same address in the H.225.0 h245Address field of multiple calls.  In this case, the ConnectionCorrelationIdentifier value defined in this Recommendation is used to associate H.245 TCP connections with particular calls.
7
Overview
H.460.fantas utilizes the fact that NAT/FWs are typically more lenient toward traffic sessions originating from the internal network than traffic sessions originating from the external network.  NAT/FWs typically permit traffic that is outbound from the internal network, and typically permit inbound traffic received in response to the same transport address.  H.460.fantas procedures take advantage of this to open a bi-directional “pinhole” path for a given transport address by originating traffic from the inside network.  The pinhole is maintained by the bi-directional transmission of traffic, or in the absence of traffic by the periodic transmission of  “keep-alive” packets.

Communication between the internal endpoint and the external TS starts with the initial outgoing RRQ, which establishes a pinhole for RAS traffic.  This RAS channel is kept open for the duration of the endpoint’s registration with the external TS.

During call setup, this RAS channel is used to establish an H.225.0 TCP channel, which in turn may be used to establish an H.245 channel.

Outbound calls from the internal endpoint are established according to normal H.323 procedures, except that a connection correlation identifier is added to the H.225.0 signal to facilitate correlation of H.245 connections sent to a single transport address. 
Inbound calls from external endpoints are addressed to the external IP address at the TS.  The TS does not simply open a TCP connection for H.225.0 to the internal endpoint because the NAT/FW is likely to block such a connection.  Instead the TS uses a RAS message to request the internal endpoint to open an H.225.0 TCP connection to the TS.  This H.225.0 TCP connection is then used for ongoing call control, including establishment of the H.245 control channel if desired.
8 
Registration Procedure

An endpoint which performs gatekeeper discovery shall set the supportedFeatures field of its GRQ to include Signalling Traversal as defined in Annex A.
Endpoints shall send an RRQ to the TS including Signalling Traversal in the supportedFeatures field.
When a TS receives an RRQ which includes Signalling Traversal in the supportedFeatures, it shall ignore any RAS address specified in the RRQ.  Instead it shall use the transport address from which the RRQ was sent as the RAS address. The endpoint shall use the same transport address to transmit and receive all RAS messages. 

If the TS accepts the registration, it shall send an RCF with Signalling Traversal in the supportedFeatures field.  The TS shall set the timeToLive to a value that is short enough to prevent intermediate NAT/FW devices from blocking connectivity.  This value shall be determined as described in clause 14.
9
Outgoing Call Procedure

EPA is located on the internal network, EPB is on the external network. EPB is H.323 conformant and outside the scope of this Recommendation.
1. EPA shall initiate the process, as for a normal call, by sending an ARQ to the TS.  If the call is allowed, the TS shall respond with an ACF.
2. EPA shall initiate a TCP connection to the H.225.0 call signalling address specified in the ACF.
3. EPA shall send the H.225.0 SETUP message to the TS on the H.225.0 TCP connection.  The TS shall forward this to EPB.
4. Any response H.225.0 message from EPB shall be forwarded by the TS according to the procedures of H.225.0 to EPA.  If an h245Address field was present in the message received from EPB  by the TS, the TS shall substitute its own transport address in the h245Address field and insert a ConnectionCorrelationIdentifier parameter in the genericData field of the H.225.0 message sent to EPA.  This value shall be used in the event of an H.245 connection being established. (see clause 11).
5. If the TS has not previously sent an h245Address to EPA,, the TS shall include an h245Address field in the H.225.0 message and a ConnectionCorrelationIdentifier parameter in the genericData field of the CONNECT message it sends to EPA.
NOTE: If EPA establishes an H.245 connection to the TS, the TS should establish an H.245 connection to EPB, either to the H.245 address previously signalled by EPB, or by sending an H.225.0 FACILITY message containing a transport address in the h245Address field and including a facilityReason set to startH245.
10
Incoming Call Procedure

EPA is located on the internal network, EPB is on the external network. EPB is H.323 conformant and is outside the scope of this Recommendation.

1. To establish a call to EPA in the internal network (for example, in response to an H.225.0 call setup from a EPB), the TS shall send an H.225.0 SCI RAS message to EPA.  The genericData field of the SCI shall contain an incomingCallIndication which includes a ConnectionCorrelationIdentifier.
2. On receipt, EPA shall send an H.225.0 SCR to the TS acknowledging receipt of the SCI.  EPA shall then initiate a TCP connection for H.225.0 to the transport address specified in the callSignalAddress field of the RCF message in the registration procedure.  EPA shall then send an H.225.0 FACILITY message with the callID field set to the value of the corresponding field in the ConnectionCorrelationIdentifier of the previously received SCI message.

3. The TS shall send the H.225.0 SETUP message to EPA on the just-established H.225.0 TCP connection and call setup shall continue per normal H.323 procedures.  The H.225.0 SETUP message shall include a h245Address field for use in the event the endpoint chooses to establish an H.245 TCP connection at a later time.
11
H.245 Connection Establishment
EPA may establish an H.245 connection any time after receipt of the h245Address field.

EPA shall establish an H.245 connection with the TS upon receipt of an H.225.0 FACILITY message containing a transport address in the h245Address field and including a facilityReason set to startH245.
The procedure to establish an H.245 connection to the TS is for EPA to initiate a TCP connection to the transport address given in the h245Address field.  EPA shall send an H.245 genericMessage containing the ConnectionCorrelationIdentifier as defined in clause 16 as the first message on the TCP connection.  The value of the ConnectionCorrelationIdentifier shall be the value received during call setup as described in clauses 9 and 10.
12
Media Setup Procedure
Entities using H.460.fantas for signalling traversal shall use the procedures of Rec. H.MA for media traversal through the NAT/FW.
13
Location Request (LRQ/LCF) Procedure

The H.460.fantas client gatekeeper on the internal network shall open a NAT/FW pinhole for LRQ and LCF messages by sending an H.225.0 SCI message to the TS.  The featureSet of the SCI message shall contain Traversal Signalling in the supportedFeatures list.  The TS shall respond with an SCR message containing Traversal Signalling in the supportedFeatures list.

LRQs and LCFs may then flow between the external TS and the internal gatekeeper.

If the TS sends an LRQ to the H.460.fantas client gatekeeper, the TS shall insert a callID into the CallIdentifier field of the LRQ.
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Keep-Alives

In order to maintain the NAT/FW pinholes, a keep-alive mechanism is required.  After registration, the endpoint shall send keep-alives on each connection if no traffic has been transmitted within the keep-alive interval.  

For the RAS channel, the keep-alive is a lightweight RRQ message and the corresponding RCF message.

For the H.225.0 and H.245 channels, the keep-alive is an empty TPKT message.

For communication between a gatekeeper on the internal network and a TS, the keep-alive is an H.225.0 SCI message sent from the gatekeeper and corresponding SCR message from the TS.  
NOTE: The choice of keep-alive interval is a trade-off between excessive network traffic and unnecessary message processing which may be caused by an unnecessarily short interval, and the danger that NAT/FWs may close pinholes if too long an interval is used.  A keep-alive interval [in the range of] 5 [to 30] seconds should be used except in cases where it is known (for example, from the specifics of the network) that a longer interval will not result in the closure of pinholes.
15
Generic data usage in H.225.0  
H.460.fantas makes use of the genericData field of the H323-UU-PDU as described in the following sections.

Table 1 below defines the Traversal Signalling feature used in this Recommendation.

	Feature name:
	Traversal Signalling

	Feature Description:
	Shall be indicated by an entity which supports the functions of an H.460.fantas client or server.

	Feature identifier type:
	Standard

	Feature identifier value:
	TBD


Table 1: Traversal Signalling feature 
Tables 2 and 3 below define parameters for use with the Traversal Signalling feature.
	Parameter name:
	ConnectionCorrelationIdentifier

	Parameter description:
	This is sent to allow correlation of an incoming connection with a call. The content shall be a raw field consisting of the ASN.1 PER encoded ConnectionCorrelationIdentifier as specified in the ASN.1 notation in Annex A.  

	Parameter identifier type:
	Standard

	Parameter identifier value:
	1

	Parameter type:
	Raw if carried in H.225.0, octetString if carried in H.245

	Parameter cardinality:
	One and only one


Table 2: ConnectionCorrelationIdentifier parameter 
	Parameter name:
	IncomingCallIndication

	Parameter description:
	This shall be sent to request the endpoint to establish a TCP connection for H.225.0 out to the TS. 

	Parameter identifier type:
	Standard

	Parameter identifier value:
	2

	Parameter type:
	Content field shall be omitted

	Parameter cardinality:
	One and only one


Table 3: IncomingCallIndication parameter 
16 Generic Data in H.245
As described in clause 11, H.460.fantas uses an H.245 GenericMessage containing a ConnectionCorrelationIdentifier. 

The Feature Identifier to be used in conjunction with H.245 is 
{ itu-t (0) recommendation (0) h (8) 460 fantas(TBD) version (0) 1}.


The H.460.fantas feature identifier defined above shall be set in the standard form of the messageIdentifier field of the GenericMessage.  The messageContent field of the GenericMessage shall have the parameterIdentifier sub-field set to the standard form of the Parameter identifier value in Table 4, and the parameterValue sub-field set to the octetString form of the parameter.  [try to rephrase this more clearly, and reference H.245 text if appropriate]
Annex A

Signalling traversal ASN.1 Definitions for use inside H.245 and H.225.0 Generic Data messages
SIGNALLING-TRAVERSAL {itu-t(0) recommendation(0) h(8) 460 FANTAS(0)} 
DEFINITIONS AUTOMATIC TAGS ::=

BEGIN
IMPORTS


CallIdentifier
FROM H323-MESSAGES; 

ConnectionCorrelationIdentifier
::= SEQUENCE
{

callID


CallIdentifer

answerCall

BOOLEAN  
-- Set to true for endpoints receiving

-- a call, false otherwise

…
}




END – of ASN.1
_____________________________
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